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Overview

US FDA Part 11 in Title 21 of the Code of Federal Regulations (CFR), and its EU
analog, Eudralex Chapter 4, Annex 11, describe the requirements for electronic
records and electronic signatures for regulated pharmaceutical organizations.
Released in 1997, 21 CFR Part 11 has been enforced since 1999. The intent

of these guidelines is to ensure that all appropriate electronic records are
attributable, legible, contemporaneous, original, accurate, and maintained with
integrity.

This white paper is a resource for users of Agilent OpenlLab EZChrom version
A.04.09 and OpenlLab ECM systems whose organizations must comply with
these regulations. OpenLab EZChrom controls acquisition and processing of
LC, GC, and A/D data. It is the responsibility of the user and their organization
to ensure that the functionalities provided by OpenlLab EZChrom are used
appropriately to achieve compliant operation for laboratory data acquisition and
processing. In addition to the technical controls Openlab EZChrom provides,
the user organization must establish procedural controls—standard operating
procedures (SOPs)- to address relevant non-technical requirements. For
example, controls such as internal audit programs, must also be established to
ensure that system operators follow the SOPs.

Appendix 1 provides a detailed description of how OpenlLab EZChrom version
A.04.09 supports users and their organizations in achieving the requirements
of each section of 21 CFR Part 11 and the related sections of EU Annex 11.
The descriptions assume that system access, including instrument hardware
and software, is controlled by the staff responsible for the electronic records
contained on the system. Thus, the system is designed as a “closed system” as

defined in 21 CFR Part 11.3(b)(4).
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21 CFR Part 11

271 CFR Part 11 covers three specific
elements of a regulated laboratory’s
operation:

— Security of electronic records,
— Attribution of work,

- Electronic signatures (if used)

Security

Security can be interpreted as “the
right people, having the right access,
to the right information.” Regulated
organizations must be able to both
verify the identity of system users

and limit system access to trained,
authorized individuals (11.10(d), (i) and
(9); 11.100(b)). Because laboratory staff
have different responsibilities based
on their job assignments, data access
must be segregated and defined such
that certain users have certain types
of access to certain sets of data while
potentially having different access to
other data sets.

Attribution of work

Attribution of work refers to documenting
the "Who, what, when, where and why?”
of work performed. Automated audit
trails independently record users actions
thus connecting laboratory staff to the
work they perform. Audit trail entries
enable staff and regulatory inspectors to
reconstruct the complete history of an
electronic record.

—  Who: clearly identifies the person
responsible for the particular action
that creates, modifies, or deletes a
record.

— What: is the action that took place,
including, if applicable, the old value
and the new value contained in the
record.

- When: unambiguously declares the
date and time the action took place.

— Where: clearly identifies the impacted
record.

— Why: explains the reason for a
change to a regulated record. The
reason is often selected from a list
of pre-defined reasons to provide
consistency and to enable searching
and sorting of entries.

"Separation of duty, as a security principle, has as its primary
objective the prevention of fraud and errors. This objective is
achieved by disseminating the tasks and associated privileges for a
specific business process among multiple users.”

- Botha, Eloff, IBM Systems Journal’

eSignatures

While 21 CFR Part 11 does not require
the use of eSignatures, it does provide
regulations for their use when they are
used. In this case, the system must
ensure that eSignatures:

— Areirrevocably linked to their
respective records.

— Show the full name of the signer, date
and time, as well as the meaning of,
or reason for, the signature (such as
review, approval, responsibility, or
authorship).

— Are present whenever the signed
records are displayed or printed.



Appendix 1. Satisfying the
requirements set forth in US FDA Title
21 CFR Part 11 and related global
regulations using OpenLab EZChrom
with OpenLab ECM.

Appendix 1 Table: Notes

Column one

The table addresses 21 CFR Part 11
requirements in the order that they
are presented in the US FDA reference
document. [2] Related requirements
such as those found in EU Annex 11[3]
follow each section of Part 11.

Column two

For completeness, column two lists

all requirements of 21 CFR Part 11

and other related global requirements.
“System” refers to the analytical system
used to acquire and process data.

Most requirements are fulfilled by
either technical controls (i.e., software
functionality) or procedural controls
(i.e., SOPs). Technical controls are
controls provided by the software and
hence the software supplier, while
procedural controls are the responsibility
of the user organization. 21 CFR Part
11 requirements listed in bold are
requirements addressed by technical
controls. Other global requirements
are listed in regular font. Requirements
that must be addressed by procedural
controls are listed in blue.

Column three

Some requirements involve both
technical and procedural controls.
Responsibilities for each requirement
are listed in column three. “S” refers to
analytical system supplier. “U” refers to
the user organization. Rows containing
requirements that must be exclusively
addressed by the user organization
are shown in blue. Blue may also be
technical controls the user will be
responsible to implement.

Column four

If available and where appropriate,
related global requirements and
comments are provided in column four.

Column five

Column five indicates with a “yes” or “no”
whether the requirement can be satisfied
using the technical controls provided in
OpenLab EZChrom or OpenLab ECM.
N/A is not applicable to OpenLab.

Column six

Column six explains how the regulatory
requirement can be satisfied using

the technical controls provided by
OpenLab EZChrom or OpenLab ECM.
Column six also provides additional
recommendations for the user
organization when relevant.



1. Validation

Part 11 Requirements S,U | Other associated regulations and Yes/no If yes, how, specifically, is the requirement
and Others comments satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?
Part 11 1.1 Is the system validated to ensure S,U | Required by all regulations Yes Agilent Technologies has extensively verified the
11.10(a) accuracy, reliability, cons.|§tent |n.tended This is a typical example for shared performance of OpenLab I?Z(?hrom using t.ests
performance, and the ability to discern S . that evaluate accuracy, reliability and consistent
) . responsibilities between suppliers and T
invalid or altered records? . ) ) performance. However, the user organization
users. While the user firm has ultimate T . ) . R
. o is required to validate their analytical system
responsibility for validation, some tasks dina t lat tati
can only be done and must be delivered according o regulatory expectations.
by the supplier, e.g., validation activities With respect to Agilent OpenLab EZChrom,
during development and related “regulated records” are:
documentation. - Analytical methods
Pay Partlcular atten"uon 'Fo the technical ~ Acquired data
requirement regarding discernment of
“invalid or altered records.” - Analysis results
BRERS - Report Templates
F+=KEHENCERERERZA, MY - Sequence Associated audit trails
WRFLEHITINR, HEIARG R UK © Method Audit trail
SRR R AT BN LR R ERE— o Sequence Audit trail
AIZEGB, SERAFEN RS (AIHITE o Data Audit trail
L) FATBEITH AR MILFIER o Result Set Audit trail
BHI—EZ9 o o Advance Report Audit trail
o Sample prep Audit trail
EEERS pleprep
N U - Electronic signature (applicable to data inside
-+ =R I RAER 2 8, K1 e et sef) (apP
WRFLEHITNR, HFIARLR IR
BIEANE R, YitEN W RAERKE— OpenlLab EZChrom with ECM has the ability
ALRGE, ARABEN RS (ATITHE to flag /identify invalid or alter record through
ML) F17iE17 A R RN FILEIER check-sums and if a new file is entered in the
BH—E45, same location then a revision of that file is
created.
Annex 11 1.2 Is infrastructure qualified? u Annex 11. Principle B N/A Qualification of infrastructures, such as servers

Brazil GMP 577

and networks, is the responsibility of the user
organization.




2. Accurate Copies and Secure Retention and Retrieval of Records

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?

Part 11 2.1 Is the system capable to generate S ERERGR Yes The following electronic records can be

11.10(b) accurate and complete copies of records R & BT AR T EIERT, exported in human readable form and in
in both human readable and electronic BLIFER: electronic form for the regulator for review:
form suitable for inspection, review, and . . _ All Report
copying by the FDA? (—) HHRREHITWER, FEENBTF eports

RN 2 REIEFTEN X 5 A 5 TR ST o — Al Audit trails
- Instrument Activity logs
— Chromatogram(s)
- Graphics export
Records are available printed on paper or
electronically as a PDF file.

Annex 11 2.2 Is it possible to obtain clear printed S Annex 11.8.1 Yes Records are available printed on paper or
copies of electronically stored e-records? Brazil GMP 583 electronically as a PDF file.

Brazil 2.3 Are there controls to make sure S,U | Brazil 585.2 No OpenLab EZChrom has the ability to back up
that the data backup, retrieving and ERERG the contents of the project folder including
maintenance process is duly carried out? Sk the Results, Method, Sequence, Sample prep

B+NER L BFEIER T HER, B Y5 and Template using 3rd party tools into a Safe
EBUTER: external location.

() MY B HIER D 5 ME IREMR It is the responsibility of the user organization
12, EEAXEIRE G, LURIPTFAER SR M to restore the data from the external location
BRI B IEN ST ES — 8 into OpenLab EZChrom.

T R, REFNER S EDER

FAER R F XM IERRFIRIER,

Part 11 2.4 Does the system protect records to S,U | China GMP 163 Yes All the metadata is stored in the ECM DB and

11.10(c) enable their accurate and ready retrieval physical files (raw data & result data) is stored
throughout the records retention period? on a physical device.

It is the user organization responsibility to
manage the physical security and controlled
access to the workstation and the servers.

Annex 11 2.5 Are data checked during the archiving | U Annex 11.17 N/A It is the responsibility of the user organization
period for accessibility, readability and to ensure data are checked during archival for
integrity? accessibility, readability, and integrity.

Annex 11 2.6 If relevant changes are made to the S,U | Annex11.17 Yes The system is designed to read data from
system (e.g. computer equipment or legacy versions of OpenLab EZChrom.
programs), is then the ability to retrieve The user organization is responsible for
the data ensured and tested? ensuring readability of this data during their

implementation and validation processes.

Annex 11 2.7 Are data secured by both physical S,U | Annex11.7.1 Yes It is the customer’s responsibility to prevent
and electronic means against damage? Brazil GMP 584 physical damage to hardware that generates

SRR and retains data. It is also the customer’s

FTRAJNYRRTEYNUE, U
LESMREZEF o

BERERSR

BHNELEFHIEN EHURRN, B4 H
EBUTER:

(Z) BTRBYIERE B F 75 A RIS
BNRS, UMEMERBIIMNIRE B E
BITHIPMASKRETE (W
HENIGERHEER) B, i Y0 EFRiziE
BARMIAT IR )M R SIS EE

responsibility to implement backup and disaster
recovery mechanisms.

Electronically, data is secured by controlled
access via authentication and authorization.

Secured communication protocols between
OpenLab EZChrom and ECM are used to protect
data transfer between system components.

ECM has a mechanism to notify admin after a
set number of failed login attempts.




2. Accurate Copies and Secure Retention and Retrieval of Records continued

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?

Clinical 2.8 Are there controls implemented S Clinical Computer Guide F2 Yes OpenLab EZChrom with ECM can open the

guide that allow the reconstruction of the FDA Q&As original Raw data files in the source system
electronic source/raw documentation for when needed for FDA review.

FDA's review of the (clinical) study and
laboratory test results?

Clinical 2.9 Does the information provided to FDA | U Clinical Computer Guide F2 N/A It is the responsibility of the user organization

guide fully describe and explain how source/ FDA Q&As to describe how source/raw data were obtained
raw data were obtained and managed, and managed, and how electronic records were
and how electronic records were used to used to capture data.
capture data?

Annex 11 2.10 Does the system allow performing S Annex 11.7.1 Yes OpenLab EZChrom has the ability to allow
regular back-ups of all relevant data? China GMP 163 secured back up of all relevant data using 3rd

Brazil GMP 585 party tools.

Part 211,68 b OpenLab ECM has facilities to allow for the
administrator to perform periodic backups of
the database. However, it is user organization
responsibility to perform regular back up of the
data and check the accessibility, readability, and
integrity.

Annex 11 2.11 Is the integrity and accuracy of U Annex 11.7.2 N/A It is the responsibility of the user organization to
backup data and the ability to restore the China GMP 163 ensure the integrity and accuracy of the backed-
data should be checked during validation Brazil GMP 585 up data, and also to check, validate and monitor
and monitored periodically? Part 211,68 b restored data periodically.

Clinical 2.12 Are procedures and controls put in SU | Clinical Computer Guide E Yes Data is only accessible through OpenLab

Computer place to prevent the altering, browsing, EZChrom.

Guide querying, or reporting of data via external No external application can connect to ECM
software applications that do not enter without proper credentials and access to data is
through the protective system software? protected by user access control

Clinical 2.13 Are there controls implemented SuU Clinical Computer Guide F Yes Agilent has tested OpenLab EZChrom in

Computer to prevent, detect, and mitigate effects conjunction with industry standard anti-virus

Guide of computer viruses, worms, or other applications. However, it is the responsibility of

potentially harmful software code on
study data and software?

the user organization to implement anti-virus
software and keep it up to date.




3. Authorized Access to Systems, Functions, and Data

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?

Part 11 3.1 Is system access limited to authorized | g y | China GMP 183 163 Yes OpenlLab EZChrom has ability to create unique
persons? Brazil GMP 579, ICH Q7.5.43 user ID and password for each user however it

11.10(d) is user organization responsibility to configure

these users.
3.2 Is each user clearly identified, S, U | Several Warning Letters Yes OpenLab EZChrom has ability to uniquely identify
e.g., though his/her own user ID and each user with the combination of user ID and
Password? password.

Clinical 3.3 Are there controls to maintain a s, U | Clinical Computer Guide 4 Yes OpenlLab EZChrom is able to authenticate users
cumulative record that indicates, for any via either the Windows Domain or locally in the
point in time, the names of authorized application itself. Access privileges are set in the
personnel, their titles, and a description of Shared Services and any changes are recorded in
their access privileges? the activity log. Reports are available that show

users’ individual and inherited group privileges.
These reports are useful for organizations
required to perform periodic security reviews.
4. Electronic audit trail
Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?

Part 11 4.1 Is there a secure, computer-generated, | g China GMP 163 Yes All user activities are recorded in secure,

11.10(e) time-stamped audit trail to independently ERERS computer generated, time-stamped audit
record the date and time of operator - trails. Audit trails are created for all result data,
entries and actions that create, modify, or BHAFHENCRSEN LIEREATR methods, and sequences.
delete electronic records? FIAKRBEIBA RN SR, REERINA

R, FEERERNBEIE. 8RB —
PNERNNRBEIBN ST 1R, H
R HID RELEIRRI IR B HARIB XS
THENLER, BT BN RSREL
—MURERITIRER RS, ATIEREIEN
BAFER,

FDA GLP 4.2 Does the audit trail record who has s FDA 21 CFF 58.130 e Yes Audit trail in OpenLab EZChrom has the ability

made which changes, when and why? Clinical Computer Guide 2 to record user actions with the user ID, date and
Clinical Source Data 3 time of the change including the before and after
values with the reason for change.
OpenlLab ECM audit trail has the ability to record
the user ID, date and the time, the description of
the change along with the reason.

Annex 11 4.3 Can the system generate printouts s Annex 11, 8.2 Yes In OpenLab EZChrom the changes to the records
indicating if any of the e-records has been (data, method, sequence, sample prep, advance
changed since the original entry? report and result) are recorded in audit trails

(Data audit trail, method audit trail, sample prep
audit trail, sequence audit trail, advance report
audit trail and result audit trail). These audit trails
can be exported to PDF and printed.

FDAGMP | 4.4 Does the audit trail include any s Part 211.194 8b Yes In OpenLab EZChrom changes to the method

modifications of an established method
employed in testing?

4.5 Do such records include the reason
for the modification?

are recorded in method audit trails which also
includes reasons for method modification.




4. Electronic audit trail continued

Part 11
Others

Requirements

S,U

Other regulations or comments

Yes/no

If yes, how, specifically, is the requirement
satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?

4.6 Is the audit trail function configured to
be always on and can it not be switched
off by system users?

SuU

Warning Letter

Yes

OpenLab EZChrom has the ability to enforce
Global audit trail to be always ON, by enabling
GATE (Global audit trail Enforcement)
functionality during the initial installation
however it is user organization responsibility to
enable this function.

Annex 11

4.7 |s audit trail available to a generally
intelligible form for regular review?

Annex 11,9

Yes

In OpenLab EZChrom the audit trails are readily
available for review in the audit trail tab with a
configurable filter to view.

In OpenLab ECM audit trails the data is readily
available for review from file property.

4.8 Can audit trail contents be configured
such that only relevant activities are
recorded for realistic and meaningful
review of audit trail information?

Implicitly required by Annex 11 and
many warning letters related to review
of audit trail.

Strong customer request

No

In OpenLab EZChrom allows the audit trail to be
filtered to address user preferences for reviewing
the information.

All the events that are recorded in the audit trail
is preprogrammed. User cannot configure the
system to record specific events.

All the events are that are recorded in the
OpenLab ECM audit trail is preprogrammed. User
cannot configure the system to record specific
events in OpenLab ECM

Part 11
11.10(e)

4.9 Is previously recorded information left
unchanged when records are changed?

Yes

OpenLab EZChrom with OpenLab ECM has the
ability to store the changes as a new revision/
version and original records are left unchanged.

OpenLab ECM has the ability to store the
changes as a new revision /version and original
records are left unchanged.

During selection of results for further processing
or reporting, the version of the result used can be
chosen by the user.

Part 11
11.10(e)

4.10 Is audit trail documentation retained
for a period at least as long as that
required for the subject electronic record?

S,U

Yes

In OpenLab EZChrom audit trail information is
securely stored and cannot be deleted by any
user.

Audit trail and associated metadata cannot be
deleted as long as the associated file is stored
in OpenLab ECM, as long as the defined record
retention period has not expired.

Part 11
11.10(e)

4.11 Is audit trail available for review and
copying by the FDA?

Yes

In OpenLab EZChrom audit trails can be viewed
and exported for FDA review.

Annex 11

4.12 |s it possible to obtain clear printed
copies of electronically stored e-records
(e.g., e-audit trail?)

Annex 11, 8.1

Yes

In OpenLab EZChrom audit trails and result set
can be reviewed, exported and printed.

In OpenLab EZChrom and OpenLab ECM audit
trails can be viewed and exported for FDA
review.




5. Operational and Device Checks

Part11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?
Part 11 5.1 Are there operational system checks S Yes The System does not enforce operational
to enforce permitted sequencing of steps system check, however the system supports
11.10(f) and events, if required? the following workflow which require the below
sequence of steps to complete the workflow.
- Acquire the measurement
- Identify the peaks
— Determine the peak area
- Determine the amount of each material
present using calibration
— Customized calculation stored as part of the
record
— Create reports
Part 11 5.2 Are there authority checks to ensure S Part 211,68 b Yes Through user name, passwords and permissions
that only authorized individuals can use OpenLab EZChrom supports configurable user
11.10(g) the system, electronically sign a record, roles that control system access at a detailed
access the operation or computer system level. Access can be segregated and defined
input or output device, alter a record, or such that certain users have certain specific
perform the operation at hand? types of access to certain specific types of data
sets while having different access to other types
of data sets
5.3 Is the system designed to record the S Annex 11,12.4 Yes OpenLab EZChrom has the ability to record the
identity of operators entering, changing, user specific action with date and time stamps
confirming or deleting data including date in audit trail and activity logs for every action
and time? perform within the system by the users.
Operating system date and time are tracked
through operating system logs.
Part 11 5.4 Does the system allow to use device S There are two equally valid Yes OpenlLab EZChrom is designed to continually
11.10(h) checks to determine, as appropriate, the interpretations of this requirement. ensure a valid connection between the

validity of the source of data input or
operational instruction?

Systems should be designed such that:

Proper communication is confirmed
between the computer and the “source”
of data input (i.e., the instrument) prior
to transmission of instructions to or
data from the “source.”

Regulated records created by the
system must unambiguously indicate
the “source” of the data (i.e., which
instrument or component generated the
data.)

instrument and the computer workstation.

OpenLab EZChrom has the ability to configure
following system/instrument checks through
the application to determine that the system

is suitable for data acquisition and analysis,
however it's the user organization responsibility
to enforce these checks within the system.

- System suitability check:

Noise

drift

ASTM noise short (unscaled)
ASTM noise short (scaled)
ASTM noise long (scaled)
6-sigma noise.

o 0O O O o o

- Baseline check:
o Drift
o Noise

- Calibration

- EMF (Early maintenance feedback)




5. Operational and Device Checks continued

trail that documents time-sequenced
development and modification of systems
documentation?

ERNRIEMARET, IR(EAAE N X 85T
i BRIE. B A% OB SRR B EAME it
BNWARRNEE, M ZE DT E
WEFHEXREARNRR, TEE RN
BiER.TELE

[VEE=SuEan

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?
Part 11 5.5 Is there documented evidence that U China GMP 18 N/A It is the responsibility of the user organization
11.10(i) persons who develop, maintain, or use Brazil 571 to maintain documented evidence that the
electronic record/electronic signature persons who develop, maintain, or use electronic
systems have the education, training, record and electronic signature systems have
and experience to perform their assigned the education, training, and experience needed
tasks? to perform these tasks Agilent software
professionals involved in development of
OpenLab CDS have received training in relevant
aspects of data integrity.
Part 11 5.6 Is there a written policy that hold U N/A It is the responsibility of the user organization to
11.10() individuals accountable and responsible establish a written policy (SOP) that holds staff
for actions initiated under their electronic responsible for the actions initiated under their
signatures, in order to determine record electronic signatures.
and signature falsification?
5.7 Have employees been trained on this U Implied requirement of Part 11 11.10(j) N/A It is the responsibility of the user organization to
procedure? train their staff.
Part 11 5.8 Are there appropriate controls over U China GMP 161 N/A It is the responsibility of the user organization to
11.10(k) systems documentation inclL}ldin‘g:(T) SRERG establish systems documentation.
Adequate controls over the distribution of,
access to, and use of documentation for B+—KMN LG ER RIS
system operation and maintenance? _EN, BHEER) , HIORETEH. X
B S FAERRFNTERE BN.R
2EEIEREE. TENETA RN E
I, U5 Bt R g iz 8.
Part 11 5.9 Are there revision and change SU | BAERS Yes Agilent maintains development and testing
11.10(j) control procedures to maintain an audit B RN R AT B R S ARIET documentation for OpenLab EZChrom. Upon

request, this documentation will be available to
the user organization. It's the user organization
responsibility to configure and validate the
system per the intended use.

It's the user organization responsibility to
document the validation and configuration
efforts through version control documents
(specification, protocol, traceability matrix,
summary reports, etc.)




6. Data Integrity, Date and Time Accuracy

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?
Annex 11 6.1 Do computerized systems exchanging | S Annex 11.5 Yes Yes, OpenLab EZChrom has the ability to
data electronically with other systems data export which could be used to exchange
include appropriate built-in checks for the information with other systems. However, the
correct and secure entry and processing validity of the data is user responsibility and the
of data? user responsibility is making sure that the export
location is secured.
Annex 11 6.2 Is there an additional check on the SU | Annex 11-6 Yes Validity of the data entry in an electronic
accuracy of the data? Brazil GMP 580 or manual form is the user’s responsibility
(This check may be done by a second ICHQ7-5.45 supported by SOP
operator or by validated electronic BRERG For Data processing, review and approval is
means.) SRR A THN LR (FI07E supported through electronic signature feature.
MEIRRPRMANYRNESNHRS) _,
HEZRNZRURRLERE XME
ZAIAR S — MR AR TR, SRA
ZITEMEF AR MEN, RANHIRE
S1ZIhke, BRI ERR A LR
IR IZHIEFE
Clinical 6.3 Are controls established to ensure S,U | Clinical Computer Guide D.3 Yes Agilent recommends that the system be
Computer that the system’s date and time are configured to reference a timeserver to ensure
Guide correct? accuracy of the system date and time. This is
configured in and controlled by the operating
system.
Clinical 6.4 Can date or time only be changed S Clinical Computer Guide D.3 No OpenLab EZChrom has the ability to limit the
Computer by authorized personnel, and is such modification of the date and time stamps
Guide f.ersodrTneI notlfleq |fda fystteg; date or Note: This is usually limited to the System
ime discrepancy Is detected: Administrator. This is configured and controlled
by the operating system.
Clinical 6.5 Are time stamps with a clear S,U | Clinical Computer Guide D.3 Yes Time stamps are shown in local time format for
Computer understanding of the time zone reference GMT format with offset to GMT time zone.
Guide | used implemented for systems that span

different time zones?




7. Control for Open Systems (Only applicable for open systems)

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?
Part 11 7.1 Are there procedures and controls S U N/A OpenLab EZChrom is not intended to be
1130 designed to ensure the authenticity, deployed as “open” system as per 21 CFR Part
integrity, and, as appropriate, the 11.3(b) (9).
confidentiality of electronic records from
the point of their creation to the point of
their receipt?
Part 11 7.2 Are there additional measures such S N/A OpenLab EZChrom is not intended to be
1130 as document encryption and use of deployed as “open” system as per 21 CFR Part

appropriate digital signature standards
to ensure, as necessary under the
circumstances, record authenticity,
integrity, and confidentiality?

11.3(b) (9).

8. Electronic Signatures — Signature Man

ifestation and Signature/Record Linking

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?
Annex 11 8.1 When electronic signatures areused, | S,U | Annex11.14 Yes Electronic signatures in OpenLab EZChrom are
do they have the same impact as hand- ICHQ7.6.18 permanently linked to their respective records,
written signatures within the boundaries ERERS which can be include in the final report.
of the company? — - Signed electronic records show the name of
Are they permanently linked to their BT =FRETFHIEATURBRFER the si d date and time the sianat
respective record? IR, B TR R S B AR A e signer, and date and time the S|gr1a ure
. ' — V\{as executed, and the reason/meaning of the
Do they include the time and date that signature.
they were applied? It is user organizations responsibility to establish
the legal impact of electronic signatures.
Part 11 8.2 Do signed electronic records contain S Yes The signed electronic records in OpenLab
11.50 (a) information associated with the signing EZChrom show the name of the signer, and date
that clearly indicates all of the following: and time the signature was executed, and the
(1) The printed name of the signer? reason/meaning of the signature.
(2) The date and time when the signature
was executed? and
(3) The meaning (such as review,
approval, responsibility, or authorship)
associated with the signature?
Part 11 8.3 Are the items identified in paragraphs | S Yes In OpenLab EZChrom all electronic signature
11.50 (b) (a)(1), (a)(2), and (a)(3) of this section components are displayed and printed.
subject to the same controls as for
electronic records and are they included
as part of any human readable form of
the electronic record (such as electronic
display or printout)?
Part 11 8.4 Are electronic signatures and S Yes In OpenLab EZChrom electronic signatures are
11.70 handwritten signatures linked to their embedded in the result.

respective electronic records to ensure
that the signatures cannot be excised,
copied, or otherwise transferred to falsify
an electronic record by ordinary means?




8. Electronic Signatures — Signature Manifestation and Signature/Record Linking continued

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?

Part 11 8.5 Is there a user specific automatic S Part 11 Preamble Yes In OpenLab EZChrom automatic session locking
Preamble inactivity disconnect measure that section 124 enables the user organization to configure a time
would “de-log” the user if no entries or after which the user is automatically logged-out.
actions were taken within a fixed short
timeframe?

9. Electronic Signatures General Requirements and Signature Components and Controls

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?

Part 11 9.1 Is each electronic signature unique S,U Yes In OpenLab EZChrom each user has a unique

11.100(a) to one individual and not reused by, or login and thus a unique signature that cannot be
reassigned to, anyone else? used by another user.

Part 11 9.2 Does the organization verify the S,U N/A It is the responsibility of the user organization to

11.100(b) identity of the individual before the verify the identity of the user before they assign,
organization establishes, assigns, certify an individual’s electronic signature.

certifies, or otherwise sanctions an
individual’s electronic signature, or any
element of such electronic signature?

Part 11 9.3 Are persons using electronic U N/A It is the responsibility of the user organization to
11.100 (c) signatures, prior to or at the time of verify the identity of the user before they assign,
such use, certified to the agency that the certify an individual’s electronic signature.

electronic signatures in their system, used
on or after August 20, 1997, are intended
to be the legally binding equivalent of
traditional handwritten signatures?

9.4 Do persons using electronic
signatures, upon agency request provide
additional certification or testimony that
a specific electronic signature is the
legally binding equivalent of the signer’s
handwritten signature?

Part 11 9.5 Do electronic signatures that are not S, U Yes In OpenLab EZChrom both identification (user
11.200(a) based upon biometrics employ at least ID) and password are required to make an
[©) two distinct identification components electronic signature.
such as an identification code and
password?
Part 11 9.6 When an individual executes a series S No OpenLab EZChrom does not have the ability to
11.200(a) of signings during a single, continuous executes a series of signature during a single,
) period of controlled system access, is the continuous period of controlled system access,
first signing executed using all electronic however user can sign multiple record with the
signature components? combination of user ID and password during a

single controlled system access.

Part 11 9.7 When an individual executes a series | S Yes OpenlLab EZChrom does not have the ability

11.200(a) of signings during a single, continuous executes a series of signature during a single,

() period of controlled system access, are continuous period of controlled system access,
subsequent signings executed using at however user can sign multiple record with the
least one electronic signature component combination of user ID and password during a
that is only executable by, and designed single controlled system access.

to be used only by, the individual?




9. Electronic Signatures General Requirements and Signature Components and Controls continued

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?
Part 11 9.8 When an individual executes one or S Yes OpenlLab EZChrom has the ability to enforce
11.200(a) more signings not performed during a electronic signature by using user ID and
) (i) single, continuous period of controlled password to make the signature unique.
system access, is each signing executed
using all of the electronic signature
components?
Part 11 9.9 Are controls in place to ensure that S Yes OpenLab EZChrom has the ability to enforce
11.200(a) electronic signatures that are not based electronic signature by using user ID and
@ upon biometrics are used only by their password to make the signature unique, however
genuine owners? It is the responsibility of the user organization to
verify the identity of the user before they assign,
certify an individual’s electronic signature.
Part 11 9.10 Are the electronic signatures be S, U Yes In OpenLab EZChrom the user authentication
11.200(a) administered and executed to ensure is assign by the System Admin. Misuse of
@) that attempted use of an individual’s electronic signatures by anyone other than the
electronic signature by anyone other than owner would require intentional co-operation of a
its genuine owner requires collaboration user and the System Administrator.
of two or more individuals?
Part 11 9.11 Are electronic signatures based S No OpenLab EZChrom does not support Biometric
11.200(b) upon biometrics designed to ensure that authentication.
they cannot be used by anyone other than
their genuine owners?
10. Controls for Identification Codes and Passwords
Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?
Part 11 10.1 Are controls in place to maintain S,U Yes OpenLab EZChrom does not allow duplicate
11.300(a) the uniqueness of each combined user IDs.
identification code and password, such
that no two individuals have the same
combination of identification code and
password?
Part 11 10.2 Are controls in place to ensure S, U Yes In OpenLab EZChrom password expiration
11.300(b) that identification code and password is configurable in both local-account-based

issuance are periodically checked,
recalled, or revised (e.g., to cover such
events as password aging)?

systems and Windows-Domain-security-based
systems.

The user organization should configure
password expiration based on a documented
risk assessment.




10. Controls for Identification Codes and Passwords continued

Part 11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?
Part 11 10.3 Are there procedures to electronically | U BRERSK N/A It is the responsibility of the user organization to
11.300(c deauthorize lost, stolen, missing, or . . N N N establish these procedures.
“ otherwise potentially comprom?se tokens, ﬁ_{—lf%%gﬁﬁ%m)\g?{é&g E:.Eﬁféﬁﬂ ’
cards, and other devices that bear or BB Héﬁ*éﬁtﬁmw\mjﬁ“éﬁ
gener'ate identification code or password }EE’J?E&%:@FQ%}T&E\ EEQ_EA{\{EE
information, and to issue temporary or i BE%UWl‘I—Em%%E'\Jlﬁlﬂs?zé?MHU)\
permanent replacements using suitable, *M@E&%ﬂ}ﬁh—j_j\ﬁwsHy;ﬁ: s
rigorous controls? 8B, UREEAN NBRDHIAIE S ERY, 7
HEERRFREIERKRETFITNARILE R
BRFITH. W FRE B FIRE, TTIER
MABEZHRS, B AEEBEER, X2
RAMBXRYIERBFEL, RIERBEF
R A R 75 BERH TR0
Part 11 10.4 Are there transaction safeguards U BRERSK N/A It is the responsibility of the user organization to
11.300(d) :azlsavtzrténsp;s;jzt It;r;l;tft:z;ltzs: gzz:Sf’ %"—E%%ﬁﬁﬂ%ﬁ)@?{é&?\ﬁiﬁ?ﬁﬂ establish these transaction safeguards.
and to detect and report in an immediate BYAFRIT 7fi?é5§ﬁ§ltﬂﬁ’\])\m§ﬁué§i
and urgent manner any attempts at their TEW?E&?%:EFH%@?\fEFEf\fﬁﬁEiES
unauthorized use to the system security i ﬁE%uwl‘l—Em%%E?ﬁlﬂc’Féfﬂﬁu}\
unit, and, as appropriate, to organizational %D{%Eﬂzé‘ﬁl?}%fﬁﬂﬂ—j\&ﬂsHE;E: s
management? B, LX?S’ZESIE’N\%‘EE}E’\J%M%OM\Eﬁj, [z
HERRAARICRARETANARRES
B RFERITH. N FRE B FIRE, TTER
WA RIEHIN, MR EBEER, BXiE
RAMBRYIERBFEL, RIERBEIT
AT A R REIHTTIRFo
Part 11 10.5 Are there controls for initial and U N/A It is the responsibility of the user organization to
11.300(e) periodic testing of devices, such as establish controls to test devices initially as well
tokens or cards, that bear or generate as periodically to ensure they function properly
identification code or password and have not been altered in an unauthorized
information to ensure that they function manner.
properly and have not been altered in an
unauthorized manner?

15




11. System Development and Support

Part11 Requirements S,U | Other regulations or comments Yes/no If yes, how, specifically, is the requirement
Others satisfied using OpenLab EZChrom with OpenLab
ECM? If no, what is the recommendation?

Annex 11 11.1 Has the software or system been S,U | Annex114.5 Yes OpenlLab EZChrom is developed within the ISO
developed in accordance with an Brazil GMP 577 9001 Quality Management per Agilent Product
appropriate quality management system? GAMP Life Cycle standards.

Comment: This is an example for a joint
activity between user and supplier. The
User should require from the supplier
documented evidence that SW is
developed in a QM System. The supplier
has to develop the SW in a QMS
BE_BRN

1RV 7 RIS TR it S R R B B AR R AN R
IHE BHERAIX M,

Brazil 11.2 Is there a formal agreement in case S,U | Brazil GMP 589 Yes Agilent requires formal agreements with
of the software supplier subcontracts Again, joint activity. Supplier has all suppliers and follows ISO 9001 Supplier
software and maintenance services. Does must have such an agreement with Management policy.
the agreement include the contractor’s subcontractor, the user must verify that
responsibilities? the agreement is there.

E_EREN
EMEEIWE S FEHENURFHRNE
B, BIEARR AR IFIIZ. (R R R Mt
P ARSS BT (% L

B EMROIE S SR ES), _©
AV A7 & SR A FITIEN N, BRFIL
HHEE.

ICHQ10 11.3 For outsourced (development and S,U | ICHQ10,2.7¢c Yes Agilent requires formal agreements with
support) activities, is there a written all suppliers and follows ISO 9001 Supplier
agreement between the contract giver Management policy.
and contract acceptor?

ICHQ10 11.4 Are the responsibilities and S,U | ICHQ10,2.7¢c Yes Agilent requires formal agreements with all
communication processes for quality parties involved and follows ISO 9001 Supplier
related activities of the involved parties Management policy.

(contractors) defined?
Part 11 11.5 Is personnel developing and S,U | Again, joint activity, supplier must Yes All Agilent personnel are required to be trained
11.10(i) supporting software trained? have people trained, user should have (Ref. section 6.0 of the LSCA Quality Manual

assurance, e.g., through audit that SW
developers are trained, and training is
documented,

FEZBAR

BHEFIUTENRKN LB hFS
TR FESRD, WNINIE. 43 ERE, T
EREXNRERIARZENER S
R TEIRSTFIS R EAMEEITENUR
SR, L EZAEN A ERMNEEE
W MREELHN T AR, W ENLR
SRR BRI REMETE A EHTT
EINFIES.

posted at Agilent.com/quality).
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