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Preface

This preface contains the following topics:
e “About this guide” on page vi
e “Accessing user guides” on page viii
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Preface

About this guide

Vi

What this guide covers

This guide provides administrator instructions for the VWorks Standard edition. The
guide describes the software architecture and workflow and provides instructions for
the following:

e Generating and installing the license
e Configuring and managing the user access
e Backing up and restoring data and software

Note: For information on VWorks Plus, see the VWorks Automation Control Plus
Administrator Guide.

Table Terms used in this guide

Term Description

VWorks Automation Control ~ VWorks software component that you use to create
the protocols that run your automation devices.

VWorks Plus The compliance-enabled workstation edition of the
VWorks software. This edition includes VWorks and
OpenlLab Control Panel, Shared Services, Secure
Storage, and Content Browser installed on a single
computer.

VWorks Standard The workstation edition of the VWorks software that
is not compliance enabled. This edition includes
VWorks and OpenLab Control Panel and Shared
Services installed on a single computer.

Secure Storage (Openlab The secure data storage repository for VWorks
component) compliance-enabled editions.

Control Panel (OpenLab The user interface for Shared Services.
component)

Microsoft Control Panel Part of the Microsoft Windows operating system.

Shared Services (OpenlLab Set of administrative services that control VWorks
component) user access and file storage. Shared Services are
accessed via the Control Panel.




What is new in this edition

Preface

Feature and description See...

Updated Title page, last page, and -
Configuring the software chapter to reflect
the release of VWorks 14.4 software.

Related guides

For information about the following VWorks-related topics, see the corresponding

Agilent guide.

For information about ...

See...

Computer requirements

VWorks Automation Control
Site Preparation Checklist

Software installation

VWorks Automation Control
Installation Guide

Overview of the software components and workflow

VWorks Standard Quick
Reference Guide

e Setting up labware definitions and liquid classes

e Setting up an experiments database and labware
inventory database

e Migrating protocols from previous versions of
VWorks software

VWorks Automation Control
Setup Guide

e Setting up devices

e Writing protocols and creating forms
e Running protocols

e Troubleshooting protocols

VWorks Automation Control
User Guide

Setting up a specific device and operating the device
using VWorks and device diagnostics software

Relevant Agilent device user
guide

General safety information and potential safety
hazards that you might encounter when using
Automation Solutions products

Automation Solutions
Products General Safety
Guide

Software version

This guide documents VWorks Standard edition 14.1.1 and later versions.

vii



Preface

Accessing user guides

About this topic

This topic describes the different formats of user information and explains how to
access it for the Agilent Automation Solutions products.

Where to find user information

The user information is available in the following locations:

e Knowledge base. The help system for the Automation Solutions products is
available from:

— Help menu within the VWorks software: Select Help > Knowledge Base or press
F1.

- From the Windows desktop: Select Start (@) > All Apps > Agilent
Technologies > VWorks Knowledge Base.

For guidelines on using the VWorks context-sensitive help and knowledge base
features, see Using the knowledge base, below.

e PDF files. The PDF files of the user guides are installed with the VWorks software
(C:\Program Files (x86)\Agilent Technologies\VWorks\UserGuides) and are
available in the VWorks Knowledge Base.

e Website. You can search the online VWorks Knowledge Base or download the latest
version of any PDF file from the Agilent website at
https://automation.help.agilent.com.

Accessing safety information

Safety information for the Agilent Automation Solutions devices appears in the
Automation Solutions Products General Safety Guide and in the corresponding device
safety guide or user guide.

You can also search the knowledge base or the PDF files for safety information.

Using the knowledge base

Knowledge base topics are displayed using web browser software such as Microsoft
Edge.

Note: If you want to use Microsoft Internet Explorer to display the topics, you might
have to allow local files to run active content (scripts and ActiveX controls). For
instructions, see the Microsoft user documentation.

viii
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Accessing user guides

Opening the help topic for an area in the VWorks window

1 2

Q

"% Wwarks - [Row Serial Dilution_2R.pro] — O 'Y
EL File Edit diew Tools Window Help F X

=
Fvailable Tasks % |[fL Row Serial Dilution_2R pro

- XE % ﬁ.‘ "k P Logout §= Compite (B Start | 1} Pouse el L} Simuletion is off Jys Diagrostics
= v

X

Startup Protocol %) | Task Parameters

Define Plate Set Main Protocol %) Elr Farameters %)
Define Variabl... El D Piam 06 1T e T il
' A ’ «'ﬁ " fﬁ = 1 Bl Plate identity =
“, Delid Rat Bm) Pace Flats st Diusnt Addiion ssralDlePnl Upatack o 1 Plate name: 50 Plate
—— P o i :;;:;;’;: = : Plstetype: 96 Greiner 6551071 PS
Remove 1 1.Stacksr 2 lates have lids: [
Downstack — lo==- Iotes enter the s [T
Incubate kaﬁﬂwﬁ - Bl Process control
1mL) 3 B Sirnultaneous pli 1
» erlDiution  Flace Flabe ai Usesingle instan [~

Frocese using  Apilent Brave - .
6 Zgilent Brave - 14 Automatically up [ =
@ = 1 a2 7 Remave 1 -

Enter text to fiter on: : B
Cleanup Protocel 3
Availa... | Works... | Availa.., | Protocol Dptions 21 | | Advanced Settings a)
Wain Log row
Timestamp Class |Dc‘-'ic: Location |Process Task |D:xn’p‘tiun -

£

Ready

Mazin Log | Pipette Log  Time Constraints Log | Progress | Runset Manager

2205 &M JF Eve Nane protacel shorted by User

| admin (Adiristratochis lopged in 1

To access the context-sensitive help feature:

In the main window of the VWorks software, click the help button 2 . The pointer

r
changes to ® Notice that the different icons or areas are highlighted as you
move the pointer over them.

Click anicon or area of interest. The relevant topic or document opens.
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Accessing user guides

Features in the Knowledge Base window
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VWorks Software
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p Protein Sample Prep
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p BioTek Device Guides

p  Bravo Safety and GD
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© Agilent Technalogies, Inc. 2022 Privacy Statement | Terms of Use | Contact Us «ii Agilent ]

ltem  Description

1 Contents pane. Lists all the books and the table of contents of the books.

2 Tabs. Allows you to search the Knowledge Base by product type.

3 Topic area. Displays content of selected tab or topic. In the above example, the content of the Home
tab is displayed in the topic area.

4 Search bar. Enables you to search the entire knowledge base for a word or term.

5 Navigation buttons. Enable you to navigate through the next or previous topics listed in the Contents
pane.

6 Print button. Enables you to print the information in the topic area.
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1 About VWorks Standard

This chapter provides an overview of VWorks Standard edition.
The topics are:

e "Software architecture and components” on page 2
e “Workflow for VWorks Standard” on page 3
e “Logging into Control Panel” on page 4

Agilent



1 About VWorks Standard

Software architecture and components

VWorks Standard consists of components of OpenLab software and VWorks software.
All the required software components are installed on a single computer that connects
to an Agilent automation device or workstation.The following figure shows the
relationships between these components.

Figure VWorks Standard edition architecture

| Workstation PC

Components of Openlab software

Ep ggg:ﬁo' <4=p Shared Services <===p VWorks =)

i {

Storage
Local file system

OpenLab for VWorks components
VWorks Standard uses the following components of the Openlab software:

e Control Panel and Shared Services. Control Panel is the user interface for Shared
Services, which are set of administrative services. An administrator uses the
Control Panel to configure the following:

— User access management
— Software licenses
- Storage
— Instrument and project settings
e Shared Services storage. VWorks Standard uses the local file system for file storage.
The files are stored in a predefined Shared Services project folder:
/VWorks Projects/VWorks/
The files, such as protocols, are stored as .roiZip archives.

VWorks cannot load files (.roiZip extension) that have been modified or renamed
outside of the VWorks software.

Note: Unlike previous VWorks versions, VWorks Standard does not use the
Windows Registry for storing records, such as labware definitions and device
profiles.

VWorks component

The VWorks component provides the instrument control for the automation devices.
The software provides the tools to create labware definitions and liquid classes, set up
your devices, create device profiles, and create and run protocols.



Workflow for VWorks Standard

1 About VWorks Standard

The following table provides the software workflow, including user roles for each task.
The table has two sections: initial configuration tasks and ongoing tasks.

Table Workflow for VWorks Standard

Step Task Role See ...
Initial configuration and set up
1 In OpenLab Control Panel, do the following: “Logging in to Control Panel”
on page 4
* Install and manage software licenses. System Administrator ~ “Licensing the software” on
(Everything role) page 5
e Configure and manage user access to the ~ System Administrator ~ “Configuring the software”
software. (Everything role) on page 13
e Configure project settings. System or VWorks “Configuring VWorks project
Administrator settings” on page 29
e Understand the instrument (VWorks System or VWorks “Understanding the
computer) configuration. Administrator instrument configuration”
on page 32
2 Set up the VWorks software: VWorks Administrator VWorks Automation Control
 [fapplicable. Migrate protocols from earlier Setup Guide
Versions.
e Verify the VWorks labware definitions for ~ VWorks Administrator
any labware you plan to use. or Technician
e |f you have a Bravo Platform, specify the
pipetting speed and accuracy.
e [abware MiniHub. Establish connection to
the VWorks Inventory database for
labware inventory management.
e [fapplicable. Establish connection to the
VWorks Experiments database.
3 In the VWorks software, set up your VWorks Administrator  Device user guide, for
automation devices. or Technician example, Bravo Platform
User Guide
Ongoing use
4 In the VWorks software, create protocols to VWorks Administrator  VWorks Automation Control
run your automation devices. or Technician User Guide
5 Run VWorks protocols. VWorks Administrator, VWorks Automation Control
Technician, or User Guide
Operator
6 Perform periodic software and data backups. ~ VWorks Administrator ~ “Disaster recovery planning”

or Technician

on page 43




1 About VWorks Standard

Logging in to Control Panel

To log in to the Control Panel:

1 To start the Control Panel, click on the Windows desktop.

Alternatively, you can click All apps > Agilent Technologies > Control Panel.
2 Inthe Login window, enter your Login (user name) and password.

If this is the first time to log in to Control Panel after installing the software, enter
the following:

e Login: admin
e Password: openlab

Note: After installing the software license, you will configure user accounts in
Control Panel and change the password for this login.

v

Password
Agilent

Control Panel Connect to ®

[Local] Local server -

For OpenLab Software

Agilent

The Control Panel window opens.

Ll System Configuration - Control Panel @ ? - 0o x
MANAGEMENT

& 5 & | & =

Edit System Enable E Activitylog |  EditEmail Send Test
Setings Projects Setings Server  Message

System Configuration |  ProjectsSemings |  Instrument Semings | My semings Email Server

Administration <« | System Configuration

F2 My Settings * .
= Mysetne b System Settings

Local Configuration

s System Configuration b Projects Settimgs
O Security Policy
8 Users b Instrument Status Refresh
& Groups .. .
_ b Activity Log Settings
[ Roles
[l System Activity Log » Email Server
= Licenses
B Instrument Controllers
Diagnostics
¥ Content Management
-

Administration

Current user: My Name
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Licensing the software

This chapter describes how to obtain your software license. The topics are:
e “About the software licensing” on page 6

e “About the Control Panel Licenses page” on page 6

e “Workflow for software licensing” on page 7

e “Prerequisites for getting a license” on page 8

e “Getting a license” on page 9

e ‘Installing your license” on page 10



2 Licensing the software

About the software licensing

Types of licenses

Trial license

A trial license for the software allows you to run it for 60 days after the installation. In
order to run the software after the 60-day period, you must install your license file.

Licenses included with instrument purchase

Two licenses for the VWorks Standard edition are included with each purchase of an
automation instrument, such as the Bravo Platform. You must install one license file on
the computer that runs the automation instrument. The second license file may be
installed on a second computer, for example, a computer used for VWorks protocol

development.

License file

Alicense file contains your software license. You generate and download the license file
in SubscribeNet. This file will be installed on the computer where the VWorks software
is installed. The license file is bound to this computer, and cannot be moved to another

computer without regenerating the license in SubscribeNet.

About the Control Panel Licenses page

The following figure shows the Licenses page in Control Panel.

8 Licenses - Control Panel
MANAGEMENT

=+ X o B m @

View  Add FRemove Change CopyMAC SaveMAC  Get
Licenses License License  Server  Address  Address  License

Licensing

Administration «  Licenses
Local Configuration "

8 System Configuration License Server
O security Policy The license server and its default MAC address are shown below. Click Change Server to use a different license server.
& Users
Name: localhost MAC Address: 040e3c8dadbs
&% Groups
[® Roles To view all valid MAC addresses for the configured license server run the "MAC Address' utility. To do this, login to the
license server computer, click the Start menu, and select 'MAC Address'.
[l System Activity Log
= Licenses B
= Licenses
B Instrument Controllers
5 o The following license files are installed. Click Add to add a license file. Click View for license details. Select a license file and
sgnostics click Remove to delete the license file.
*{ Content Management .
=l 2 Files
Administrative Reports
@ P h Filename Host

Administration

Current user: My Name




2 Licensing the software

To view the Licenses page:

1 Loginto Control Panel Cp . For details, see “Logging in to Control Panel” on
page 4.

2 Inthe Control Panel navigation pane, click Administration > Licenses. The Licenses
page appears.

The ribbon at the top of the page includes the following controls that you can use
to manage your software licenses:

Add License and Remove License. Allows you to install and uninstall license
files.

Copy MAC Address. Copies the MAC address of the license server.

Save MAC Address. Saves the MAC address of the license server to a text file
(.txt) at the specified location.

Get License. Links to the Agilent SubscribeNet Electronic Software and License
Delivery web page, where you can obtain a license.

Change Server. Not applicable. This feature is only for systems that have a
license server on a separate computer from the client software.

Workflow for software licensing

Step  Forthis task... See...

1 Make sure you have the “Prerequisites for getting a license”
prerequisites for getting a license. on page 8

2 Generate and download your “Getting a license” on page 9
license.

3 Install your license using Control “Installing your license” on page 10
Panel.

4 Restart the computer for the license -

to have an immediate effect.




2 Licensing the software

Prerequisites for getting a license

License prerequisites

To generate, download, and install a license for your product, you will need:

The authorization code label provided in the envelope containing your Software
Entitlement Certificate.

If you have not received an envelope for your product, contact your vendor or
internal support.

The URL for SubscribeNet from the Software Entitlement Certificate.

The name of the computer (local host) where the VWorks software and the
Openlab components are running.

Note: If any changes are made to the computer name or domain reference after
the license is installed, remove the license. A new license will need to be created
in SubscribeNet, downloaded, and installed.

The MAC address. See the following procedure to retrieve the MAC address.

Note: If the network adapter that provides the MAC address used during license
creation is removed from the computer, your license will no longer be valid. A
new license will need to be generated with a currently available MAC on the
license server.

Retrieving your MAC address

To retrieve your MAC address:

1
2

In the Control Panel navigation pane, click Administration > Licenses.

Use the Copy MAC Address or Save MAC Address function to obtain the MAC
address for license generation.

= Licenses - Control Panel & - B0 x

+ X o B @B @&

View  Add Change CopyMAC SaveMAC  Get
Licenses  Licens Server  Address  Address License

Licensing

Administration « | Licenses

Local Configuration

Current user:

Administration

My Name

Filename

MAC Address

%2 System Configuration License Server
O Security Policy The license server and its default MAC address are shown below. Click Change Server to use a different license server.
Users
- Name: localhost  MAC Address: 040e3c2da4db5
&% Groups
& Roles To view all valid MAC addresses for the configured license server run the 'MAC Address' utility. To do this, login to the
license server computer, click the Start menu, and select 'MAC Address'.
F] System Activity Log
= .
B Licenses Licenses
O Instrument Controllers
. The following license files are installed. Click Add to add a license file. Click View for license details. Select a license file and
Liaeneetes click Remove to delete the license file.
.
5 Content Management Files
(2 Administrative Reports ,

Status




Getting a license

2 Licensing the software

This section describes how to generate and download your license in SubscribeNet.

If you are a new user who has not registered with SubscribeNet, see “New
SubscribeNet users” on page 9.

If you have registered with SubscribeNet, see “Users registered with SubscribeNet”
on page 9.

New SubscribeNet users

To generate and download your license:

1

2

Go to https://agilent.subscribenet.com/control/agil/AgilRegisterToAccount to
register the product with SubscribeNet.

On the registration page, enter the authorization code from the label and complete
the profile information.

Note: Required fields are marked with an asterisk (*).
The email address you enter will become your SubscribeNet login ID.

Click Submit. The system will generate and display an account name for you.
SubscribeNet will send a welcome email with your login ID and password.

Log in to SubscribeNet using your login ID and password.

Note: Once you log in, you can use the online user manual link for help with any
questions you have.

Select Generate or View licenses from the left navigation bar.
Follow the prompts to generate your new license.

You will be prompted for the HOST NAME of the computer and the MAC address.
The host name you enter must match with the network name of the computer
where the Control Panel (OpenLab) is running. Do not include any DNS suffix
(domain.com) references in the entered computer name.

When the system generates the license, view its details, and then click Download
License File. Save the license file to your computer and to a backup location, such
as a portable storage device.

Use your login ID and password when you revisit the Agilent SubscribeNet site to
regenerate a license file, add new authorization codes, or further configure the
license for your system.

Users registered with SubscribeNet

To generate and download your license:

1

If you already have a SubscribeNet account, go to
https://agilent.subscribenet.com/

Note: If you lost your SubscribeNet password, go to
https://agilent.subscribenet.com/control/agil/password to have it emailed to you.

Select the SubscribeNet account associated with this authorization code.
From the SubscribeNet navigation pane, select Register Authorization Code.

This will allow you to enter your new authorization code, which will make available
the new license entitlements.



2 Licensing the software

4 Follow step 5 through step 7 in the previous procedure (“New SubscribeNet users”
on page 9) to generate or view your new licenses.

Installing your license

You add the license to your system using Control Panel (OpenLab component).

To install your license:

1 If you have not already done so, log in to Control Panel. For details, see “Logging in
to Control Panel” on page 4

2 Inthe Control Panel navigation pane, click Administration > Licenses.
3 Intheribbon, click Add License.

£ Licenses - Control Panel 6 ? - 0 x
MANAGEMENT

E+ X ¢ 0 o e

View Change CopyMAC SaveMAC  Get
Licenses  License Server  Address  Address  License

Licensing

Administration « | Licenses

Local Configuration
% System Configuration License Server
O security Policy The license server and its default MAC address are shown below. Click Change Server to use a different license server.
& Users
° Name: localhost ~ MAC Address: 040e3c8da4b5
&% Groups
® Roles To view all valid MAC addresses for the configured license server run the "MAC Address' utility. To do this, login to the
license server computer, click the Start menu, and select 'MAC Address'.
El System Activity Log
& Licenses H
= Licenses
B instrument Controllers
T . The following license files are installed. Click Add to add a license file. Click View for license details. Select a license file and
1agnosnes click Remove to delete the license file.
*{ Content Management .
B 8 Files
(2 Administrative Reports , -
Filename Host MAC Address Status

Administration

Current user: My Name
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4

2 Licensing the software

In the Add Licenses dialog box, select one of the following:

e Selecta license file. Browse to and open the license file (.lic) saved from the
license generation process in SubscribeNet.

* Paste the contents of a license file. Copy the license text from a text file and
paste the copy in the provided field.

Add Licenses xX

Add licenses for Openlab products. Enter either the license file that was sent to you or its

contents.

(® Select alicense file
| Browse...

(O Paste the contents of a license file

OK Cancel

5 Click OK. The Licenses page in the Control Panel displays the status of installed
licenses.

Restart the computer for the license to have an immediate effect.

11



2 Licensing the software
Installing your license

This page is intentionally blank.
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3 Configuring the software

This chapter describes how to use Control Panel to configure the Shared Services
for VWorks Standard.

Components of OpenLab software

Control Panel 4=  Shared Services  <=m=p VWorks software

i |

|
I
Shared Service Storage |
|
I

Local file
system

The topics in this chapter are:

e “Configuring authentication” on page 14

e “Configuring the security policy” on page 17

e "Configuring users, groups, and roles” on page 19

e “Configuring VWorks project settings” on page 29

e ‘Understanding the instrument configuration” on page 32

e "About configuring automation devices in VWorks” on page 36
e “Configuring the email server” on page 37

Note: The changes that you make in Control Panel are recorded in the System
Activity Log. For details, see “Control Panel activity log and administrative reports”
on page 40.

% & & 13
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3 Configuring the software

Configuring authentication

14

VWorks Standard supports either Internal or Windows Domain as authentication
providers. After the software installation, internal authentication is configured by
default.

Changing the Control Panel authentication setting from Internal (default) to Windows
Domain will erase any existing users and user groups. You should reinstall the VWorks
software after changing the authentication setting to Windows Domain. Installing the
VWorks software automatically recreates the predefined VWorks user groups.

Authentication options

Internal (default)

The Internal option uses OpenlLab components of the VWorks Standard edition to
perform the authentication. You create the users and manage user access in the
Control Panel, and Shared Services provides the user authentication.

Internal authentication is the only mode in which you can create new users within the
Control Panel (OpenLab). If you want to use internal authentication, you can proceed to
“Setting the security policy parameters” on page 17.

Windows Domain

The Windows Domain option uses Microsoft Windows to perform the user
authentication. You import the users and groups that exist in the active Windows
directory into OpenlLab Control Panel and then assign them to the appropriate VWorks
groups or roles.



3 Configuring the software

Table Workflow for Windows Domain authentication

Step For this task... See...
1 In OpenLab Control Panel, configure Windows “Configuring Windows
Domain authentication. Domain authentication”
on page 16
2 If you changed the Control Panel authentication  VWorks Automation
setting after running the VWorks installer, re-run  Control Installation Guide
the VWorks installer to automatically publish the
predefined VWorks user groups and roles.
3 In Microsoft Windows, create users and user Microsoft Windows user
groups and configure the Security Policy. documentation
4 In OpenlLab Control Panel, set up the users and “Configuring users,
user groups: groups, and roles” on
. page 19
a Import the Windows users and user
groups from Windows Domain.
b Assign the imported Windows users to
predefined VWorks groups. This
automatically grants the appropriate
instrument and project privileges.
C Assignany imported Windows groups to

predefined VWorks roles, and also
assign the appropriate instrument and
project privileges.

15
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Configuring Windows Domain authentication
Make sure you install or reinstall VWorks after configuring Windows Domain

authentication. The VWorks installer automatically installs a predefined set of VWorks
groups that contain all the required privileges for using the VWorks software.

To configure Windows Domain authentication:

If you have not already done so, log in to the Control Panel Cp .

2 Inthe System Configuration page, click Edit System Settings in the top-left corner of
the ribbon. The Edit System Settings dialog box opens.

3 Select the authentication provider Windows Domain from the list, and then click
Next.

System Configuration - Control Panel G ? - O x
MANAGEMENT

@‘1 g Edit System Settings x
B

Edit System
Settings - .
E Current configuration:

System Configuration |  ProjectsSettings | Instrument Settings

The authentication provider is Internal
Administration & System Conﬁgurat Please select another option from the list if you wish to use a different provider.
[E8 My Settings 2
Local Configuration

. Keep current configuration -
4 System Settings

Keep current configuration

Setup: nt located at:
% System Configuration None
Authentication provide Inte .
O security Policy Storags type: Windows Domain.  he list if you wish to use a different storage type.
& Users . ECM
% Groups Storage path:
D Rol . .
[ Roles » Projects Settings
] System Activity Log
i Licenses » Instrument Status |
O Instrument Controllers . )
Diagnostics » Activity Log Setting
£
‘;[ Content Management » Email Server

Administration
Previous Next Cancel

Current user: My Name

Do not change the storage type. The storage type is determined automatically based on
the VWorks edition for which you have a license.

4 In the Edit System Settings dialog box, select the Windows Domain check box, click
Next, and then confirm your settings.

When complete, the Control Panel will restart.
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Edit System Settings x

Additional parameters:

You have chosen Windows Domain as the authentication provider.

Please specify the following additional parameters.

Authentication Parameters

[ Use demain user to query domain information {user must have rights to obtain
user and group information from the domain)

Domain:
User:

Password:

Select an account that will be used to administer the system. Select Account

Previous Next Cancel

5 Runthe Agilent VWorks 14.4 installer to re-install the VWorks software. This will

republish the predefined VWorks groups. The VWorks groups have all the roles and
privileges required to run the VWorks software.

Note: For instructions, see the VWorks Automation Control Installation Guide.

Configuring the security policy

Adjust the security policy as follows:

Internal authentication. You can set all security policy parameters in the Control
Panel using the following procedure.

Windows Domain authentication. You can set only the inactivity time in the Control
Panel. All other parameters are defined by the Windows system. See the Microsoft
Knowledge Base for instructions.

Setting the security policy parameters

To configure the security policy in Control Panel:

A WON =

If you have not already done so, log in to the Control Panel CP .

In the Control Panel navigation pane, click Administration > Security Policy.
In the ribbon, click Edit Security Policy.
Edit the settings per your requirements, and then click OK.

17
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MANAGEMENT

%

Edit Security
Policy

Security Policy

Administration «
My Settings fud
Local Configuration
System Configuration
Security Policy

Users

Groups

Roles

System Activity Log
Licenses

Instrument Controllers
Diagnostics

Content Management
-

[ G Y

Administration

Current user: My Name

Security Policy - Control Panel A ? - O %

Security Policy

Minimum password length: 5
Password expiration period (days): 0

Maximum unsuccessful login attempts before locking account: 3

Account lock time (minutes): 15
Inactivity time before locking the application (minutes): 10
Edit Security Policy x
Minimum password length: 5
Password expiration period (days): 0
Maximum unsuccessful login attempts before locking account: 3
Account lock time (minutes): 15

Inactivity time before locking the application (minutes) (0 to never lock): 10

5 When the restart message appears, restart Control Panel to ensure that any

changes take effect.

18
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Configuring users, groups, and roles

This section contains the following topics:
e “User groups and roles” on page 19

“Workflow for configuring users and groups” on page 21
e “Creating a user (internal authentication only)” on page 21

“‘Importing Windows users (Domain authentication only)” on page 23

“‘Importing Windows user groups (Domain authentication only)” on page 24
e “Assigning imported groups to roles (Domain authentication only)” on page 24

“Changing a password and managing user data” on page 26
e “Removing users” on page 28

User groups and roles

System administrator

You configure a system administrator account in the Control Panel with all privileges
(Everything role) before setting up other users. This administrator account is for a
superuser who has access privileges to everything in the software.

Agilent recommends having a primary and a backup for these roles to ensure coverage
in the event that the primary administrator is unavailable.

VWorks groups

The most efficient way to assign user privileges is to assign users to the predefined
VWorks groups, which are automatically created when the VWorks software is
installed. These VWorks groups, listed in the following table, are already associated
with the corresponding VWorks roles, plus all the project and instrument privileges
required to run the VWorks software.

VWorks roles

The VWorks roles listed in the table are automatically created when the VWorks
software is installed. Each role defines what the users assigned with the role are
allowed to view or do.

To log in to the VWorks software, you must have a role of VWorks Administrator,

VWorks Technician, VWorks Operator, or VWorks Guest. In addition, privileges for an
instrument and project are required.
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Groups

Roles and privileges

VWorks
Administrators

VWorks Administrator role

Log in and log out of Control Panel and VWorks.
View and manage projects or project groups

Edit project content, including deleting content
Manage project group access

VWorks Administrator privileges in VWorks to

— Runa protocol that contains compiler errors.

— Delete development state records of interest.

— Perform all the functions of VWorks Technicians.

Instrument Administrator role

Instrument User role

VWorks
Technicians

VWorks Technician role

Log in and log out of Control Panel and VWorks.

View projects or project groups

Edit project content

VWorks Technician privileges in VWorks to

Perform all functions listed in the VWorks Tools menu.
Create and save protocols.

Create and edit devices using the device manager.
Perform all the functions of VWorks Operators.

Instrument Administrator role

Instrument User role

VWorks
Operators

VWorks Operator role

Log in and log out of Control Panel and VWorks.
View projects or project groups

Edit project content

VWorks Operator privileges in VWorks to

— Run protocols.

— Operate devices using diagnostics software.

— Access the VWorks Knowledge Base through the Help
menu.

— Use context-sensitive help.

Instrument User role
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Groups Roles and privileges

VWorks Guest VWorks Guest role

e |oginandlog out of Control Panel and VWorks.
e VWorks Guest privileges:
- Loginand log out of VWorks.

— Access the VWorks Knowledge Base through the Help
menu.

— Use context-sensitive help.

The effect of privileges:

If you do not have the privilege to perform a function associated with a particular
menu command, the text of the command is gray.

If you do not have the privilege to perform the functions accessed from a particular
tabbed page, the tab is not visible to you.

In some cases, if you do not have the privilege to perform an operation, when you
attempt the operation you get an error message telling you that your privileges are
insufficient.

Workflow for configuring users and groups

To create the required VWorks users, do one of the following:

Internal authentication. You create each user in the Openlab Control Panel and add
them to one of the predefined VWorks groups. See “Creating a user (internal
authentication only)” on page 21.

Windows domain authentication. You import the Windows domain users into
Control Panel (OpenLab component) using the following procedures:

- “Importing Windows users (Domain authentication only)” on page 23

- “Importing Windows user groups (Domain authentication only)” on page 24
and “Assigning imported groups to roles (Domain authentication only)” on
page 24

Creating a user (internal authentication only)

Use this procedure if your system configuration uses internal authentication.

To create a new user:

If you have not already done so, log in to the Control Panel CP .

In the Control Panel navigation pane, click Administration > Users. The Users page
appears, which displays the current list of users that have been assigned to
VWorks groups.

In the ribbon, click Create User. The Create User dialog box opens.
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MANAGEMENT

+ 0

Create Ed
User 5

Users - Control Panel

Name (ID): | Scarlett

Create User

Administration « | Users Description: | VWorks Technician

My Settings Name General = Group Membership  Role Membership
Local Configuration g admin Password: (R
% System Configuration o o
- v Ig g tech Confirm password: | eesssses

Security Polic o
N ey 5 operE Full name: Scarlett Harris
o Users 8 jsmith
o o Email:
&% Groups & jbrown
B Rol o Contact Information:

oles 8 bbear

vl Swi

E] System Activity Log 2 techn [#] User must change password at next logon
) rmes 8 Vwadmin User cannot change password
B instrument Controllers Password never expires
Diagnostics [ Account is disabled
I Content Management Account is locked out

Administration

Cancel

Current user: My Name

4
5

22

Enter a Name (ID) and Description for the user.

In the General tab, enter a Password for the user and Confirm password.

Note: The password length and expiration period is set under the Security policy.
Optional. Enter the user's Full name, Email, and Contact Information.

The full name is used in activity log entries and the welcome message at the lower
right of the Control Panel.

Select the password options:

e Typically, you select User must change password at next logon so that the user
can set their password and keep it private.

e To prevent the user from changing the password assigned here, select User
cannot change password.

e To set the password to never expire, select Password never expires.

Note: To prevent the user from logging in to the VWorks software, select Account
is disabled.

Click the Group Membership tab, select the VWorks group for this user, and click OK.
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Create User x

Name (ID): | New User Demo
Description:
General

Group Membership Role Membership

Member of:

Name Description

‘ VWorks Administrators
VWorks Guests
VWoarks Technidians

VWaorks Operators

Cancel

These predefined VWorks groups correspond to the predefined VWorks roles. For
details, see “User groups and roles” on page 19.

Importing Windows users (Domain authentication only)

If you are using Windows Domain as the authentication provider, you can import users
into the Control Panel and assign them to groups using the following procedure.

Note: The computer must be connected to the server of the company network to
import Windows users.

To import Windows users and assign them to groups:

1

In the Control Panel navigation pane, click Administration > Users. The Users page
appears and displays the current list of users that have been assigned to VWorks
groups.

In the ribbon, click Import.

Users - Control Panel

MANAGEMENT

Administration « | Users =
My Settings
Local Configuration

% System Configuration

Name Description

8 AGILENT\chpeters E00B37206

& AGILENT\letsolis CN5262334

O Security Policy
Users

&% Groups

In the Search Users dialog box, type the search string for the user name.

In the Search Results list, select the user you want to import, and click Add. The
user is added to the Selected Users list.

Repeat steps 2 through 4 until you have added all the user names that you want to
import, and then click OK.

In the Control Panel navigation pane, click Administration > Groups. The Groups
page appears.
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7

Select one of the Groups, and then click Edit Group on the ribbon. The Edit Group
dialog box opens.

Ep: Groups - Control Panel A ? - o0 x

Current user: My Name

MANAGEMENT

Create Group x

Amenistration « Groups Name: VWorks Operators

E2 My Settings & e Description: | Viworks Operators

Local Configuration & Vwarks Administrat¢ Users | Role Membership

8 System Configuration 2% vwarks Technicians

O security Policy &% vWorks Operators Members are:

& Users o2 VWorks Guests Name Description

&% Groups [0 admin Admin

[ Roles O ech Technician

[l System Activity Log opera Operator

& Licenses Jsmith Operator

B Instrument Controllers O jorown Technician

Diagnostics bbear Operator

1 Content Management O techn Technician

- D VWadmin VWorks Administrator
Administration Cancel

8

In the Users tab, select the check box of the user to be assigned to this group, and
then click OK.

Do not change the roles for the predefined VWorks groups. The VWorks software
requires one of the following roles Everything, VWorks Administrator, VWorks
Technician, or VWorks Operator.

Importing Windows user groups (Domain authentication only)

If you use are using Windows Domain as the authentication provider, you can import
user groups from the active Windows directory. After you import the groups, you assign
the groups to one of the VWorks roles.

To import a Windows user group:

1
2
3
4

5

In the Control Panel navigation pane, click Administration > Groups.
In the ribbon, click Import.
In the Search Groups dialog box, type the search string for the group name.

In the Search Results list, select the group you want to import, and click Add. The
group is added to the Selected Groups list.

Click OK.

Assign the imported group to a VWorks role using the following procedure.

Assigning imported groups to roles (Domain authentication only)
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Do not change the roles for the predefined VWorks groups. The VWorks software
supports only the roles of Everything, VWorks Administrator, VWorks Technician,
VWorks Operator, and VWorks Guest.

Use the following procedure to assign previously created or imported users to
membership in a selected group.

To assign a group to a predefined VWorks role:

1 Inthe Control Panel navigation pane, click Administration > Roles. The Roles page
appears.

2 Select one of the predefined VWorks roles:
e VWorks Administrator
e VWorks Technician
e VWorks Operator

£l Roles - Control Panel A ? - 0O x
MANAGEMENT

+ 2 X

Create Edit Delete
Role Role Role

Roles
Edit Role
Administration  « = Roles
B8 My Settings = Name 4 Description -
Local Configuration [ Archivist Archive and Dearchive content
7 System Configuration 3 Content Management Administrator View, Read, Add, Modify, Move, and Delzte content
O security Policy 3 Content IManagement Approver View, Read, Add, Modify, and Sign content
8 Users b Content Management Contributor View, Read, Add, and Modify content
& Groups 3 Content lManagement PDF Template Manag  View, Create, Update and Delete PDF Templates
[® Roles b Content Management Reader View and Read content
F] System Activity Log 3 Everything Al privileges
L b Instrument Administrator Manage instruments and locations
O Instrument Controllers 3 Instrument User View and run instruments
Diagnostics b Project Administrator Manage projects and project 2roups
¥ Content Management 3 Project Content Deletion Delete content from projects
- - -D -“ﬂ‘i’"éﬁl'”ﬁﬁﬁ‘”hmmm.—”%’e uﬁangmm *‘ES
b | VWorks Administrator WWorks Administrator
I b VWorks Operator Works Operator I
Administration I [ VWiorks Technician VWorks Technician —l ~
— - — — — — — — — —— — —

Current user: My Name

For a description of the role privileges, see “User groups and roles” on page 19.
3 Inthe ribbon, click Edit Role. The Edit Role dialog box opens.
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‘ Edit Role x I

Name: VWorks Operator

Description: | VWorks Operator
Role type
Role privileges Members

Assigned Users and Groups: Add user or group [ | Remove user or group

Name Description
2 bhear Operator
& jsmith Operator
8 opera Operater

Save As Cancel

4 Inthe Members tab, click Add user or group. The Search Users and Groups dialog
box opens.

Search Users and Groups x

Use this dialog to search all previously created or imported users and
groups.

Enter search string
| Search
Search Results

Name Full name Add

Selected Users and Groups

Name Full name Remove

oK Cancel

5 Type the user name in the Enter search string box, and click Search.
6 Inthe Search results box, select the name and click Add.
7 Click OK.

For imported groups, you will also assign permissions for a given project and a given
instrument in subsequent procedures of this guide.

Changing a password and managing user data

Requirements
You may use the following procedures if:
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Your system is configured for Internal authentication
You have Everything privileges

Note: Users who do not have Everything privileges may log in to change their
own password, but they will have limited access to other Control Panel features.

Changing your password

To change your password:

1

3
4

In the Control Panel navigation pane, click Administration > My Settings.

o My Settings - Control Panel a ? - o x

MANAGEMENT

G""

Change My |
Password

Wy Setings |

Administration <« || My Settings
& My Settings
Local Configuration
[l System Activity Log

Name lane Smith
Email jane123 smith@agilent.com

Contact information 1-800-227-3770
@ Licenses

Group memberships:
Name Description
VWorks Administrators VWorks Administrators

Change My Password x
Role member
R Old password:

Instrument Adi

New password:
Instrument Ust )

Confirm new password:
Content Manay

VWorks Admin

Project Conten Cancel

Administration

Current user: Jane Smith

In the ribbon, click Change My Password. The Change My Password dialog box
opens.

Type the Old password, New password, and Confirm new password.
Click OK.

Editing user data and resetting user passwords

To edit a user’s data and reset their password:

1
2
3

In the Control Panel navigation pane, click Administration > Users.
In the Users page, select the user.
In the ribbon, click Edit User. The Edit User dialog box opens.

¢ Inthe General tab, you may change the user password. For example, to reset
the user password:

— Select Change password.

— Clear the remaining password check boxes, and then select User must
change password at next logon.

¢ In the Group Membership tab, you may change the user’s group assignment.
¢ In the Role Membership tab, you may change the user's role assignment.
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MANAGEMENT

+ & X

Create Edit Remove
User  User User

¥4 Content Management .

Administration

Current user: My Name

4 Click OK.

Removing users

To remove a user:

Users - Control Panel

Edit User

Name (ID): | jsmith

i 3 Description: | O 1
Administration « || Users prion: | Gperator
My Settings ~ p— General Group Membership Role Membership
—_———— — g
Local Configuration 8 admin I Ehangepassword_l
2 System Configuration 8 tech Password: . .
[SSectinyiRokcy & opera Confirm password: | @ .
2
A s & pmim Full name: John Smith
&% Groups 5
= " 8 Jorown Email: Jjohn.smith@agilent.com
™ Roles & bb
o Bher Contact Information:
[l System Activity Log & t=chn [ = e e ——
= U o ywadmh L User must change password atnextlngnu
& Licenses & VWadmin — S o ——
O Instrument Controllers User cannot change password
Password never expires
Diagnosti P
Ee Diagnostics

[] Account is disabled

Account is locked out

1 Inthe Control Panel navigation pane, click Administration > Users.

2
3
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In the Users page, select the user.
In the ribbon, click Remove User.

Cancel
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The VWorks project folder is configured automatically during the VWorks software

installation at
/VWorks Projects/VWorks

The project folder stores the VWorks labware entries, liquid classes, pipetting
techniques, device files, protocols, forms, runsets, and other miscellaneous files for

your protocols.
No additional projects are required.

Workflow to configure VWorks project settings

Step  For this task...

See...

1 View the VWorks project settings.

“Viewing VWorks project settings” on
page 29

2 Windows Domain authentication
only. Assign project privileges to any
imported groups.

“Assigning project privileges to
imported groups (Windows Domain)
on page 30

n

3 Determine if you want to restrict file
saving to the fourth level folder to
maintain future compatibility with
legacy ECM servers.

“About the VWorks project folder
structure” on page 31

Viewing VWorks project settings

To view the VWorks project settings:

1

If you have not already done so, log in to the Control Panel

FCp .

2 Inthe Projects page, click VWorks Projects, and then click VWorks.

o5

MANAGEMENT

[ VWorks

4 [ VWorks Projects

VWorks - Control Panel

Properties

Name:

+ o xO| G o

Create Edit Delete  Refresh Edit Edit Signature:
Project  Project All Privileges settings
Projects and Groups Properties

Projects «  VWorks

4 @ Projects

VWorks Workstation

VWorks

Project folder path: | /VWorks Projects/VWorks

Description:

4 Details
Project Id:
Created:
Modified:

3
2020-10-02 11:06:37-07:00
2021-04-1% 13:54:40-07:00

Modified by: | admin

» Activity Log (last 7 days)

Projects

Current user: My Name

6 ? - 0 x
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Assigning project privileges to imported groups (Windows Domain)

By default, the roles of users or user groups are globally set for all project groups and
projects. The role settings are inherited from the root node Projects.

e |f users are assigned to one of the predefined VWorks groups, the project privileges
are already set globally. No additional project privileges are required.

e [fusers are part of an imported Windows group, perform the following procedure to
assign global project privileges for the group.
To assign global project privileges for an imported group:

1 inthe Projects page select the Projects icon in the navigation pane, as the following
figure shows.

2 Intheribbon, click Edit Privileges. The Edit Privileges dialog box opens.

g Projects - Control Panel & - B0 x
MANAGEMENT
+ ¢ X Oo| C
E ect ect  Refresh Edit
All Privileges
Projects and Grou; ———
: s Edit Privileges ? x
Projects « Projects
L _— Add User or Group | | Remove User or Group
4 Projects i
L 5 ] — Assigned users and groups
4 [ VWorks Projects e Name Description
[ vWorks & admin Admin
&% VWorks Administrators VWorks Administrators
&% VWerks Technicians VWoris Technicians
&% VWorks Operators VWorks Operators
&% VWorks Guests VWoris Guests
Roles for admin
Name Description -
[0 vworks Administrator VWorks Administrator
O  vworks Technician VWorks Technician
[0  vworks Operator VWiorks Operator
[0  content Management Reader View and Read content
[0  content Management Approve  View, Read, Add, Maodify, and Sign content
[0  content Management Contribi  View, Read, Add, and Modify content -
Cancel
Projects
Current user: My Name:

3 Inthe Edit Privileges dialog box, click Add User or Group. The Search Users and
Groups dialog box opens.
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Search Users and Groups x

Use this dialog to search all previously created or imported users and
groups.

Enter search string
| Search

Search Results

Name: Full name Add

Selected Users and Groups

Name Full name Remove

OK Cancel

Use the Search Users and Groups dialog box to add the groups for the projects.
Click OK after you finish adding groups.

Click OK to close the Edit Privileges dialog box.

If you have multiple projects, you may assign specific users or user groups to each
project or project group using the following procedure.

To assign privileges for a specific project:

1

2

3
4

In the Projects page, select the relevant project in the navigation pane, and then
click Edit Privileges in the ribbon.

In the Edit Privileges dialog box, clear the Inherit privileges from parent check box.
Click Remove In the confirmation message.

In the Edit Privileges dialog box, click Add User or Group.

In the Search Users and Groups dialog box, locate and add the users or groups for
the given project. Click OK after you finish adding groups.

About the VWorks project folder structure

By default, the Shared Services storage for VWorks Standard is on the local drive at:
C:/OLSS Projects/VWorks Projects/VWorks/

An administrator can create additional folders under the /VWorks Projects/VWorks/
folder to meet the needs of your organization, for example,

/VWorks Projects/VWorks/General/Protocols/

1 VWorks
Projects

VWorks
2
Protocols
3
General
4
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The legacy OpenLab ECM 3.x servers do not allow files to be saved in folders above or
below the fourth level in a project. If compatibility with legacy OpenlLab ECM 3.x servers
is required, make sure you select the Restrict file saving to 4th level folders option in the
VWorks software. For detailed instructions on setting this option, see the VWorks

Automation Control Setup Guide.

Understanding the instrument configuration

Instrument defined

In the context of OpenLab for VWorks, an instrument is either the VWorks computer that
is physically connected to an automation device, such as the Bravo Platform, or the
VWorks computer that is used for creating protocols, which is not necessarily

connected to an automation device.

A configured instrument and project are required to log in to the VWorks software.
Typically, only one instrument is configured in OpenLab Control Panel for the VWorks

software.

(Optional) Editing instrument properties

You can use the following procedure if you want to edit the instrument properties, for

example, to change the instrument name.

To create an instrument:

Cp|

1 If you have not already done so, log in to the Control Panel ,

On the Instruments page, click Create , and then click Create Instrument.

Note: The Create Location option is not applicable for the VWorks software.

Ll Instruments - Control Panel

C O

Edit Edit
Privileges  Columns

MANAGEMENT

+ 2 X

<
Create Ed Refresh
v oA n Al
Properties
Instruments & Instruments
4 @ Instruments

% 5CD93970H6

Status 4 Name Location

3 5CD93970H6

Project

VWorks . T S Instruments

Instruments

Current user: My Name

@A ? - 0 x

Type
‘VWorksinstD)

Application
VWorks Workstation
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3 On the Create Instrument page, set the following properties.

[ci] Instruments - Control Panel B ? -0 x
MANAGEMENT
Instruments and Locations F'mpEﬂ;ES ;ele;ed Row
Instruments & Create Instrument
4 @ Instruments 7S
[ 5CD93970HE Name: Bravo 4L
Description:
Application:
Instrument controller:
Instrument type: VWaorksInstDriver -
Contact:
\nstruments Default project: EI Always use Default project .
EE
Current user: My Name
Property Description
Name By default, the software uses the computer name.
You can type a different name for the instrument. For
example, if this computer controls a Bravo Platform, you
might type Bravo.
Note: When you create a VWorks desktop shortcut, this
instrument name is used as the shortcut label.
Description Optional. Type any comments about this instrument.
Application VWorks Workstation (This value is fixed.)
Instrument Computer name (This value is fixed.)
controller

Instrument type

VWorksInstrDriver

Contact

Optional. Type the name or title of the contact for this
instrument.
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Property Description

Default project Click the browse button (/) and select a project in the
Select Project dialog box, for example, VWorks Projects.

Select Project x

@ MNone
4 @ Projects
4 [ VWorks Projects
3 Vworks

If you do not select a default project, you will be prompted
to select a project anytime you launch this VWorks
instrument.

Always use Select the check box to prevent users from storing data for
Default project  this instrument to a different project folder..

Before you can use the instrument, you must configure it.

Assigning instrument privileges for imported user groups (Windows Domain)

By default, the roles of users or user groups are globally set for all project groups and
projects. The role settings are inherited from the root node Projects.

e |f users are assigned to one of the predefined VWorks groups, the project privileges
are already set globally. No additional project privileges are required.

e |fusers are part of an imported Windows group, perform the following procedure to
assign global project privileges for the group.
To assign global project privileges for an imported group:

1 inthe Projects page select the Projects icon in the navigation pane, as the following
figure shows.

2 Inthe ribbon, click Edit Privileges. The Edit Privileges dialog box opens.



3 Configuring the software

& Projects - Control Panel a8 ? - 0 %

Edit
Columns

Edit Privileges ? x
Projects « Projects
- — ey . Add User or Group | | Remove User or Group
4 Projects
L ;E Projects 4 Name Assigned users and groups
4 [ VWorks Projects VWorks Name Description
[ vWorks & admin Admin
£ VWorks Administrators VWorks Administrators

a3

&% Vworks Technicians VWorks Technicians
&% Vworks Operators VWorks Operators
&% Vworks Guests VWorks Guests

Roles for admin

Name Description -
[0 vworks Administrator VWorks Administrator
O  vworks Technician VWorks Technician
[0  vworks Operator VWiorks Operator
[0  content Management Reader View and Read content
[0  content Management Approve  View, Read, Add, Maodify, and Sign content
[0  content Management Contribi  View, Read, Add, and Modify content

Projects

Current user: My Name

3 Inthe Edit Privileges dialog box, click Add User or Group. The Search Users and
Groups dialog box opens.

| Search Users and Groups x ‘

Use this dialog to search all previously created or imported users and
groups.

Enter search string

| Search
Search Results
Name Full name Add
Selected Users and Groups
Name Full name Remove
oK Cancel

4 Use the Search Users and Groups dialog box to add the groups for the projects.
Click OK after you finish adding groups.

5 Click OK to close the Edit Privileges dialog box.

If you have multiple projects, you may assign specific users or user groups to each
project or project group using the following procedure.

To assign privileges for a specific project:

1 Inthe Projects page, select the relevant project in the navigation pane, and then
click Edit Privileges in the ribbon.
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2 Inthe Edit Privileges dialog box, clear the Inherit privileges from parent check box.
Click Remove In the confirmation message.

3 Inthe Edit Privileges dialog box, click Add User or Group.

4 In the Search Users and Groups dialog box, locate and add the users or groups for
the given project. Click OK after you finish adding groups.

About configuring automation devices in VWorks

To communicate with and to control Agilent automation devices, the VWorks software
uses a device file, which contains the relevant devices. A device can be a robot (for
example, automated liquid handler or microplate handler) or a location on the lab
automation workstation that can hold a piece of labware. The following are examples of
devices:

e BenchCel Microplate Handler
e Bravo Platform

e PlateLoc Sealer

e Microplate Labeler

e Labware MiniHub

e Platepad

e Waste Bin

For details on how to configure VWorks devices, see the VVWorks Automation Control
User Guide in the VWorks Knowledge Base.
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Configuring the email server

If you want to allow the VWorks software to send email notifications, for example,
when a run error occurs, the Control Panel must be connected to an email server.

Requirements

Work with your IT organization to meet these requirements.

e The computer running the VWorks software must be able to communicate with
your outgoing email server (SMTP server). The email server settings must be
configured in the Control Panel.

e After connecting to an email server in the Control Panel, you must also enable
email notifications in the VWorks software Options dialog box. For details, see the
VWorks Automation Control User Guide.

Procedure

To connect an email server to the Control Panel:

1 Inthe Control Panel Administration page, select System Configuration in the
navigation pane, and then click Edit Email Server in the ribbon.

Jci System Configuration - Control Panel B ? - 0 x
MANAGEMENT

& C3 o & | & =2

Edit System Instrument Activity Log Edit Email  Send Test
Settings Semings Setrings Server  Message

System Configuration |  ProjectsSettings | Instrument Settings | My settings Email Server

Administration « = System Configuration

~

& My Settings . Edit Email Server x
o ) 4System Settings
Local Configuration
Setup: Workstation
B System Configuration From Address: |
Authentication provider: | Internal
O Security Policy SMTP Server
Storage type: Content Management
& Users Sl & Host:
Storage path:
&% Groups =P / port: 25
D Rol B - ization:
[© Roles 4 Projects Settings Authorization: []
System Activity Lo :
8 s whog Prejects are enabled T
G Licenses User Name:
B instrument Controllers » Instrument Status Refresh Password:
Diagnostics 0
I Content Management b Activity Log Settings

» Email Server

Administration

Current user: My Name

2 Inthe Edit Email Server dialog box, set the following properties.

Property Description

From Address The name of a valid email account on your mail server that
will be used to send the natifications.

Host The URL of the mail server.

Port The TCP port used for outgoing mail.

Authorization The option to specify that authorization is required.

TLS Transfer Layer Security connection.

User Name If authorization is required, the user name.
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Configuring the email server

Property Description

Password If authorization is required, the password.

3 Tosend atest message, click Test. Enter an email address of a potential recipient
and message, and then click Send.

4 Click OK.
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4 System maintenance

This chapter includes the following topics:

e “Control Panel activity log and administrative reports” on page 40
e “Shared Services Maintenance utility” on page 42

e “Disaster recovery planning” on page 43

e “Software backup and recovery” on page 44

e “Data backup” on page 45

e ‘Datarecovery” on page 47
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Control Panel activity log and administrative reports

40

This section describes the System Activity Log and Administrative Reports pages in the
Control Panel.

For a description of license management, see “Licensing the software” on page 5. For a
description of the authentication provider, security policy, and user management, see
“Configuring the software” on page 13.

System Activity Log

Note: For information on activity logs in the VWorks software, see the V\Works
Automation Control User Guide in the VWorks Knowledge Base.

The System Activity Log contains information on the various events associated with
Shared Services. You can filter the list in order to view only events of a specific type, in a
specific time range, created by a specific user, or containing a specific description.

The following types of events are recorded:
e System

¢ Instrument

e Project Management

e User

e Group

e Security
e License

The messages can come from other components, such as the user management,
system messages, or event messages. The System Activity Log records these events
irrespective of whether you have been alerted to them or not.

To display the System Activity Log:
In the Control Panel navigation pane, click Administration > System Activity Log.

Jci System Activity Log - Control Panel A ? - 0 %
MANAGEMENT

B

Export  Print

System Activity Log | Selected Row

Administration « System Activity Log
My Settings

b Filters
Local Configuration
% System Configuration Date/Time ¥ User Description -~
O security Policy b 2021-080917:22350700  MyName (admin)  User "admin” unlocked the Ul session
8 Users '3 2021-08-09 17:20:46-07-00 My Name (admin) Control Panel was locked due to inactivity timeout. User "admin® is logged in.
@ G b 2021-08-09 17:02:06-07-00 My Name (admin) User "admin" unlocked the Ul session,
2 Groups
B Roles '3 2021-08-09 16:59:48-07-00 My Name (admin) Control Panel was locked due to inactivity timeout. User "admin® is logged in.
~ 2021-08-09 16:42:43-07:00 My Name (admin)] User "admin” unlocked the Ul session.
El System Activity Log 4 v ! !
'3 2021-08-09 16:36:56-07-:00 My Name (admin) Control Panel was locked due to inactivity timeout. User "admin® is logged in.
@ Licenses
B 2021-08-09 16:26:11-07.00 My Name (admin}) User "admin” unlocked the Ul session.
B instrument Controllers
'3 2021-08-09 15:18:55-07-00 My Name (admin) Control Panel was locked due to inactivity timeout. User "admin® is logged in.
Diagnostics
B 2021-08-09 15:08:15-07.00 My Name (admin}) User "admin” unlocked the Ul session.
Y Content Management
— v '3 2021-08-09 15:01:28-07-:00 My Name (admin) Control Panel was locked due to inactivity timeout. User "admin® is logged in.
b 2021-08-09 14:43:26 07-00 My Name (admin) User "opera” was changed .
12 3 » b3 1-3500f102

Administration

Current user: My Name
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Administrative Reports view

In the Administrative Reports view, you can additionally create and export various XML
or PDF reports related to the system configuration, including:

e Instruments Report. Provides detailed information about configuration and access
privileges for all online instruments on the system. Typically, one online instrument
is configured for VWorks Standard.

* Projects Report. Provides detailed information about configuration and access
privileges for all projects on the system.

* Roles and Privileges Report. Describes all roles defined on the system, including
details of all privileges included in each role.

e System Report. Provides a consolidated view of the system, which includes
projects, roles, users, and groups.

Note: Reports about instrument controllers and instruments are not applicable
for the VWorks software.

e User's and Group's Role Assignment Report. Provides an overview of all users and
groups with their assigned roles.

To display the Administrative Reports view:
In the Control Panel navigation pane, click Administration > Administrative Reports.

cil Administrative Reports - Control Panel &

MANAGEMENT

& B

Create  Export
Report XML

Administrative Reports

Administration « = Administrative Reports

Local Configuration Select a report type and click Create Report or Export XML.
£ System Configuration
Instrument Controllers Report
[Sf=ecmivRalny Instruments Report
g Ue=e Projects Report
&3 Groups Roles and Privileges Report
[ Roles System Report
[l System Activity Log User’s and Group’s Role Assignment Report
[ Licenses
O Instrument Controllers
Diagnostics
¥ Content Management
[Z Administrative Reports ,
Administration

Current user: My Name
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Shared Services Maintenance utility

The Shared Services Maintenance utility is automatically installed with VWorks
Standard to help administrators manage the system.

To open the Shared Services Maintenance utility:
Select Start (3@ ) > All Apps > Agilent Technologies > Shared Services Maintenance.

A user must have Windows administrator rights to access this utility.

Backup and Restore tab

The Shared Services database contains information that is accessed by the Control
Panel, such as users, roles, permissions, and projects. The Backup and Restore tab
provides a simple interface for backing up and restoring the Shared Services database.

For details, see “Data backup” on page 45 and “Data recovery” on page 47.

Windows Domain tab

In the Shared Services Maintenance utility, the Windows Domain tab is relevant if you
use Windows domain authentication to identify your VWorks Standard users.

VWorks Standard must be given access to the server where these credentials are
stored. In the Windows Domain tab, you specify or change the credentials that VWorks
Standard will use to access your Windows domain server.

Server Settings tab

Although the Server Settings tab can be used to manage different server connections,
VWorks Standard typically connects only to the local host computer.
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Prepare a recovery plan for the unlikely case of VWorks Standard becoming inoperable
due to a hardware or software failure. This plan must include information and
procedures for completely restoring the operating system, software, and data. Make
sure that the disaster recovery plan has been tested and confirmed to be working.

The Disaster Recovery Plan must include the following:

Category

Details

Computer specifications

CPU, memory, and hard disk configuration information

Computer identity

e Computer name, IP, domain, URI, and so forth

e Computer administrator information: user name and
passwords for logging in to the server

e If applicable, user names and passwords for the
database

Software

OS version and build

Installation parameters

¢ |Installation folder

e Project folder

¢ |Installation log files

e Shared Services language

e Shared Services database name

Installed licenses

Registered applications

Third-party software
information

Applications and their revisions and installation paths

Backup and restore

e Backup procedures
¢ Backup media location and organization details
e Restore procedures

Ensure the following:

e Regular backups. Administrators should perform periodic full backups and
differential backups between the full backups. These backups are the only way to
restore a system in the event of a hardware or software failure.

e Tested procedures. Make sure your disaster recovery plan and restore procedures
are tested to confirm that the backups are sufficient to restore your system.
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Software backup and recovery

Software backup workflow

Step For this task... Description
1 Exit any running Close the VWorks software, Control Panel, and any other open applications.
applications.
2 Stop Windows In Microsoft Windows, open Services and stop the following service:
Services.

Agilent Openlab Shared Services

3 Create an image See Microsoft Windows documentation.
of the current
system.

4  Start Windows In Microsoft Windows, open Services and start the following service:

Services. Agilent OpenLab Shared Services

See Microsoft Management Console help for more information on stopping and
starting services.

O s = e

Eile  Action  View Help

= |Ee=Hm »unwn

& Services (Local) ©° Services (Local)
Agilent OpenLAB Shared Services Marne ° Description Status Startup Type  ©
Q;A:tlveXInsta\\Er(A)dnstSV) Provides Us... Manual =
Stop the service e q " 3
Dause the service M{"Adaptwe Brightness Monitors a... Manual ] | 4
Restart the service hAdobe Acrobat Update Service Adobe Acro..,  Started Automatic
& Agilent 39900E Connection Service Started Automatic

Q;Agilent OpenLAB Automation Agilent Ope...  Started Autormnatic
Haost of Agilent OpenLAB Shared »..,:)'Agllent OpenLAB Diagnostics To..,  Supports mu., Started Automatic
Services server & Agilent OpenLAB Instrument Ser.,  Openl®B A, Started Automatic
Q;Agilent OpenLAB License Server Manages lic... Started Autormnatic
».‘.‘,:)-Agilent OpenLAB Licensing Supp... Provides co..  Started Automatic

ent OpenLAE S| Started

salfrescoTomcat Started Automatic
».‘.‘,:):Applicat\on Experience Processes a..  Started Marual
\S;’;Appllcatmnldantlty Determines .., Manual
Q;Applicat\nnlnfnrmat\nn Facilitatest..  Started Manual
».‘.‘,:):Applicat\on Layer Gateway Service  Provides su.. Manual
S;’;Appllcatmn Management Processes in.. Manual
Q;ASP.NET State Service Provides su... Disabled
».‘.‘,:):BackgroundIntelligentTransFer S Transfers fil.., Manual
\S;’;Base Filtering Engine The Base Fil..,  Started Automatic
Q;Bithcker Drive Encryption Service  BDESWC hos... Manual il
‘_-‘l_. B .. :

\ Extended AStandard

About software recovery

See the Windows Installation documentation for detailed information on how to
perform software recovery using a Windows Recovery DVD.
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Data backup
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This section describes how to create backup copies of the Shared Services data and
the VWorks data.

Data backup workflow

Step

For this task...

See...

1

In the VWorks software, use the Backup
Manager > Backup command to create a
backup file (.vbk) of the following:

e Existing state of the labware inventory
database

¢ Labware definitions and liquid classes
e Pipette techniques

VWorks Automation Control
User Guide (Backing up and
restoring files)

If applicable, create a backup of the
Experiments database by exporting all the
experiment IDs to a backup file (expTags
file).

Also make a backup copy of any archived
experiment ID files.

VWorks Automation Control
Setup Guide (Archiving,
exporting and importing
experiment data)

Close OpenlLab Control Panel and the
VWorks software.

In Microsoft Windows, open Services and
stop the following service:

Agilent OpenlLab Shared Services

Microsoft Management
Console (MMC) help

Perform a Shared Services database
backup to back up the user management
information.

“Performing Shared Services
database backup” on page 46

Create a backup copy of the VWorks
Projects folder.

Store the backup copy in a secure location.

“Creating a backup copy of
VWorks Projects folder” on
page 47

In Microsoft Windows, open Services and
start the following service:

Agilent OpenlLab Shared Services

Microsoft Management
Console (MMC) help
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46

Performing Shared Services database backup

The Shared Services database contains information that is accessed by the Control

Panel, such as users, roles, permissions, and projects. The Backup and Restore tab in
the Shared Services Maintenance utility provides a simple interface for backing up and

restoring the Shared Services database.

The Shared Services Maintenance utility automatically generates file names for the

backup files. Do not change these file names, as the utility relies on a specific naming

convention.

To create a backup copy of the Shared Services database:

1 Select Start (5@ ) > All Apps > Agilent Technologies > Shared Services Maintenance.

2 Inthe Backup and Restore tab, specify the following:

e Backup Directory. Make sure you use a safe location as the backup directory, for

example, a USB drive, a network location, or an external storage device.

¢ Retention Time (days). When a new backup is performed, the currently set
retention time is used to delete any files older than specified.

3 Select the type of backup: Full or Differential.

4 Click Backup.

& OpenLAB Shared Services Maintenance

| Database Server
Database Mame

Backup Directory

Available Backups
Backup

Activity Log Export

Backup and

Server02

Shared Services

C:\DBArchive

| Retention Time (days) | s00

SharedServices-20160408153135-6
SharedServices-20160408151130-6
SharedServices-20160408141404-6
SharedServices-20150808141417-6
SharedServices-20150408141500-6

T¥...

FULL
FULL
FULL
FULL
FULL

Restore Windows Domain

start Date

4/8/2016 3:31:35 PM
4/8/2016 3:11:30 PM
4/8/2016 2:14:04 PM
8/8/2015 2:14:17 PM
&/8/2015 2:15:00 PM

Backup completed successfully

Server Settings

Browse

End Date

4/8/2016 3:31:35 PM
4/8/2016 3:11:34 PM
4/8/2016 2:14:04 PM
8/8/2015 2:14:17 PM
4/8/2015 2:15:00 PM

Backup Restore




Creating a backup copy of VWorks Projects folder
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Note: The VWorks software has features that provide backups of only a subset of the
VWorks files. For information on these features, see the VWorks Automation Control
User Guide.

To make a backup of the VWorks Projects folder:
Copy the VWorks Projects folder specified during installation (for example,

c:/olssprojects/vworks projects/)and any additional VWorks project
folders that you created.

Back up the copy to a safe location, for example, a network location or an external
storage device.

Data recovery

Data recovery workflow

Before running the recovery procedures, ensure that the Openlab Control Panel and
the VWorks software are closed.

Step

For this task...

See...

1

In Microsoft Windows, open Services and
stop the following service:

Agilent OpenlLab Shared Services

Microsoft Management
Console (MMC) help

Restore the VWorks projects folder.

“Restoring the VWorks project
content” on page 48

Restore the Shared Services database
from a backup.

“Restoring Shared Services
database” on page 48

In Microsoft Windows, open Services and
start the following service:

Agilent OpenlLab Shared Services

Microsoft Management
Console (MMC) help

In the VWorks software, use the Backup
Manager > Restore command to restore a
backup (.vbk file) of the following:

e Existing state of the labware inventory
database

e Labware definitions and liquid classes
e Pipette techniques

VWorks Automation Control
User Guide (Backing up and
restoring files)

In the VWorks software, if applicable,
restore the Experiments database from an
exported backup file (expTags file) and
any archived experiment D file.

VWorks Automation Control
Setup Guide (Archiving,
exporting and importing
experiment data)
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Restoring the VWorks project content

Note: The VWorks software has backup and restore features for only a subset of the
VWorks files. For information on these features, see the VWorks Automation Control
User Guide.

To restore the content in the VWorks Projects folder:

Copy the contents from the previously saved backup copy of the VWorks Projects folder
to the location used at the moment of backup, for example:

c:/olssprojects/vworks projects

Restoring Shared Services database

The Shared Services Maintenance utility automatically generates file names for the
backup files. Do not change these file names, as the utility relies on a specific naming
convention.

To restore the Shared Services database:

1 Select Start (3@ ) > All Apps > Agilent Technologies > Shared Services Maintenance.

2 Inthe Backup and Restore tab, click Browse, and then select the folder that contains
the previously created backups.

3 Select the backup that you want to restore, and click Restore.

&1 OpenLAB Shared Services Maintenance [_ (O] %]

Activity Log Export Backup and Restore | Windows Domain Server Settings

| Database Server Server-02
| Database Name Shared Services
Backup Directory C:\DBArchive Browse
Retention Time (days) s00
Available Backups
|| Backup Ty... Start Date End Date
SharedServices-20160408153139-6 FULL 4/8/2016 3:31:39 PM 4/8/2016 3:31:39 PM
SharedServices-20160408151130-6 FULL 4/8/2016 3:11:30 PM 4/8/2016 3:11:34 PM
SharedServices-20160408141404-6 FULL 4/8/2016 2:14:04 PM 4/8/2016 2:14:04 PM
SharedServices-20150808141417-6 FULL 8/8/2015 2:14:17 PM 8/8/2015 2:14:17 PM
SharedServices-20150408141500-6 FULL 4/8/2015 2:15:00 PM 4/8/2015 2:15:00 PM
Backup completed successfully Backup Restore




A Optional configuration

This appendix provides procedures that are not required:
e “About Control Panel projects” on page 50
e "Optional instrument configuration” on page 52
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About Control Panel projects

50

By default, the VWorks software is automatically configured to use the project
/VWorks Project/VWorks
No other projects are required.

The Control Panel enables you to create additional projects using the following
procedure. However, the following should be considered:

The VWorks shortcuts on the desktop and in the Windows start menu are
configured for the default VWorks project. If you create another project, see “About
the Create VWorks Desktop Shortcuts feature” on page 52.

Any project edits (for example, project privileges) apply only to the project you are
editing.

Creating a project in Control Panel (optional)

To create a project:
1 Inthe Control Panel CI) navigation pane, click Projects.
2 inthe Projects page select one of the following:
* Projects. To create a project at the same level as /VWorks Projects.
e VWorks Projects. To create a project under /VWorks Projects.
3 Click Create in the ribbon, and then click Create Project or click Create Project

Group.

Note: A project group is a collection of projects, for example, VWorks Projects is
a project group that contains the VWorks project.

£ VWorks Projects - Control Panel a ? - o x

Refresh Edit

All Privileges

rou
Projects « | VWorks Projects
4 @ Projects
4 [3 VWorks Projects
Co VWworks

Name 4 Group Description Creation Date Created By

VWorks VWorks Projects 2020-10-0211:06:37-07  admin

Projects

Current user: My Name

4 Specify the following in the Properties tab.
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4 @ projects
4 3 VWorks Projects
[ vWorks

Projects

Current user: My Name

Projects «  Create Project

Properties WWaorks Workstation

Projects - Control Panel e ? - O x

Name: My New Project
Project folder path: | /My New Project Browse
Include project groups in project path

Description:

Applications: VWorks Workstation

o

Property

Description

Name

Type the name of the project.

Project folder path

Click Browse to specify the path.
In the Select Project Folder dialog box, specify the folder.

The folder path must be at the root level of the Shared
Services storage repository.

Select Project Folder x

Selected folder: /VWorks Projects/VWorks

4 \V'Works Projects &
4 \VWorks
b AM Methods

P Devices
P Forms
b General

b JSWrapperTasks
b Labware

b Liguid Classes

b Logs 2021 04

b Miscellaneous

New Folder Cancel

Description

Optional. Type any comments about this instrument.

Application

Select the VWorks Workstation check box.

5 Click OK to save the project.
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Optional instrument configuration

52

About configuring an instrument

To configure an online instrument
1 Inthe Control Panel Instruments page, select the instrument in the navigation pane,

EE
and click Configure Instrument sl in the ribbon.
Instrument

2 Inthe VWorks Instrument Configuration dialog box, type the name of the Workstation
Folder, such asWorkstation.

The Workstation Folder stores the VWorks global option settings, the device
profiles, the log activity files, and so forth that are specific to this VWorks
instrument.

[&] Agilent VWorks Instrument Configuration - X

Instrument Name

Workstation Folder Workstation

coneel ek

For details on instrument properties, see “(Optional) Editing instrument properties” on
page 32.

About the Create VWorks Desktop Shortcuts feature

The VWorks installer automatically places a VWorks shortcut |[a] on the Windows
ViWarks) |

desktop. This shortcut specifies the default instrument and VWorks project when
starting the VWorks software.

The Control Panel includes a Create VWorks Desktop Shortcuts feature that allows you
to create additional shortcuts. If you have created projects in addition to the VWorks
project in the Control Panel, you may want to have different shortcuts for those
projects.

To create a customized VWorks desktop shortcut:

1 Inthe Control Panel Instruments page, select the instrument, and then click Create
VWorks Desktop Shortcuts in the ribbon.
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L VWorks Bravo 3 - Control Panel @G ? - 0O x

MANAGEMENT

c X ol | & & *

Edit Delete Refresh Edit Lock Configure Create VWorks
Instrument  Instrument All Privileges Instrument  Instrument  Desktop Shortcuts

Instruments and Locations Properties Actions Selected Row

Instruments « VWorks Bravo 3 Not Connected
4 @ Instruments
i VWorks Bravo 3

Start Instrument

1 Project: | Vorks 1 4 Launch Offline
b oo o o o e e —— -l

> Status

v Details

> Activity Log (last 7 days)

Instruments

Current user: My Name

2 Notice that the shortcut label matches the name of the instrument. The following
examples show a shortcut with the default computer name as the label and a
shortcut for an instrument named VWorks Bravo 3.

Figure Examples of customized VWorks shortcuts

When you use a customized shortcut to start the VWorks software, the Control Panel
login window appears. After you enter your login credentials, the VWorks software
opens.

v
cp e

Password
Agilent

COI‘ItI’Ol Panel Connect to [0)

[Local] Local server -

For Openlab Software

i Agilent

Launching VWorks from the Instruments page

If you are already logged in to the Control Panel, you are not prompted for login
credentials when your start VWorks from the Instruments page using the Launch
button.
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To launch VWorks from the Control Panel:

1 Inthe Instruments page, select the instrument.
2 Under Start Instrument, select the Project.

3 Click Launch.

L VWorks Bravo 3 - Control Panel & ? -0 x
MANAGEMENT
g X ol A & %
Edit Delete Refresh Edit Lock Configure Create ViWorks
Instrument  Instrument Al Privileges Instrument  Instrument  Desktop Shortcuts
Instruments and Locations Properties Actions Selected Row
Instruments « | VWorks Bravo 3 Not Connected
4 @ Instruments
Start Instrument
Ll VWorks Bravo3 || o o e e o o

r
IPro]ect: VWorks J £ Launch Offline

» Status
> Details

b Activity Log (last 7 days)

Instruments

Current user: My Name
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Optional instrument configuration
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In This Guide

This guide provides configuration and
administration instructions for VWorks
Standard edition, including:

* License generation with SubscribeNet
+ Configuring and managing user access

» Software and data backup and restore
procedures
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