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Safety Notices
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Do not proceed beyond a
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In the Compliance mode, MassHunter GC/MS Acquisition and Quantitative Analysis, in
conjunction with Agilent OpenLab Enterprise Content Manager (ECM), supports the
requirements of the U.S. Food and Drug Administration (FDA) regulations on the handling
of electronic records and electronic signatures published as 21 CFR Part 11. Records are
treated as regulated records.

This book describes how to set up and use MassHunter GC/MS Acquisition B.07.03 and
MassHunter Quantitative Analysis B.07.01, in the Compliance mode. OpenLab ECM version
3.4.1 SP2 or higher is required to support MassHunter Compliance mode.

NOTE: The Compliance mode does not support Qualitative Analysis.

Chapter 1 describes the general steps you should follow to set up ECM when used with
MassHunter GC/MS Acquisition and Quantitative Analysis running in the Compliance
mode. It also details the differences between retrieving and checking out a file directly
from ECM.

Details for setting up and managing ECM users, groups, roles, etc, are beyond the scope of
this document. Those details are included in the OpenLab ECM Online Help.

Chapter 2 describes how to install MassHunter GC/MS Acquisition in Compliance mode,
depending on which version is currently installed. It then details how to assign users to
Windows security groups and configure instruments and settings.

Chapter 3 describes routine tasks performed in MassHunter GC/MS Acquisition in
Compliance mode.

Chapter 4 provides general guidance on how to install and set up MassHunter Quantitative
Analysis depending on which version is currently installed. It then details how to associate
ECM roles with MassHunter Quantitative Analysis command groups.

Chapter 5 describes routine tasks performed in MassHunter Quantitative Analysis in
Compliance mode.

Chapter 6 describes how to view or print audit-trail logs and how to enable or disable the
audit reasons shown in logs in both MassHunter GC/MS Acquisition and Quantitative
Analysis.
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Where to find more information §

Chapter 7 provides a complete list of all the commands in each MassHunter Quantitative
Analysis command group: Batch Analysis, Method Development, Batch Review, and
Report.

Chapter 8 provides a list of the default privileges assigned to the pre-defined Windows security
groups Analyst I, Analyst Il, Analyst lll, and Manager which are used in MassHunter GC/MS
Acquisition. The permissions are grouped by their function.

Chapter 9 includes examples of the network configurations supported by MassHunter
compliance mode.

All supported configurations require an ECM server installation of version 3.4.1 SP2 or
greater.

In addition to MassHunter’s online Help, the Federal Registry 21 CFR Part 11, and the ECM
documentation accompanying your hardware and software, Agilent also provides a
comprehensive collection of:

* Manuals

» Videos

* User Applications

* Method development tools

* A MassHunter GC/MS Software Compliance Assessment document

These are located on the:
» Agilent GC and GC/MS Manuals and Tools DVD set or Agilent Hardware DVD

» Agilent GC/MS Software Information and Manuals memory stick

To Install Your Hardware Library
Insert Disk 1 into your DVD drive and follow the prompts.

This can be installed by anyone who has authority to copy
information onto the receiving computer.

To Install Your Software Library

Insert the memory stick into a USB port and follow the prompts.

This can be installed by anyone who has authority to copy
information onto the receiving computer.
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Chapter 1 describes the general steps you should follow to set up ECM when
used with MassHunter GC/MS Acquisition and Quantitative Analysis running in
the Compliance mode. It also details the differences between retrieving and
checking out a file directly from ECM.

Details for setting up and managing ECM users, groups, roles, etc, are beyond
the scope of this document. Those details are included in the OpenLab ECM
Online Help.
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1. Agilent OpenLab ECM - Overview

Introduction

Introduction

OpenLab ECM version 3.4.1 SP2 must be installed and tested prior to installing
MassHunter.

When using MassHunter in the Compliance mode, all regulated records are stored in ECM,
with digital signatures being applied using ECM.

The workstation on which MassHunter is running must be connected to an ECM server
(version 3.4.1 SP2 or greater) and the ECM client must be installed on the workstation and
be operational.

MassHunter GC/MS Acquisition and MassHunter Quantitative Analysis programs must
both be configured to the same ECM database account.

Users of both MassHunter GC/MS Acquisition and Quantitative Analysis require an ECM
user account on the ECM database account that is configured for their MassHunter
workstation.

ECM stores user IDs and privileges that apply to the ECM database as well as to the
MassHunter GC/MS Acquisition and Quantitative Analysis programs.

ECM user account information can be authenticated directly by ECM (Built-In) or by a
Windows Domain server.

MassHunter GC/MS Acquisition running in the Compliance mode uses Windows security
groups on the local MassHunter workstation to associate Windows users with MassHunter
privileges.

+ A GC/MS Acquisition user is assigned to an ECM user group, and the group is then
assigned to a Windows security group.

+ The Agilent GCMS Configuration Editor associates MassHunter GC/MS Acquisition
commands with these Windows security groups.

MassHunter Quantitative Analysis running in ECM Compliance mode uses roles created
in ECM to associate users with MassHunter privileges. For MassHunter Quantitative
Analysis:

+ A Quantitative Analysis user is assigned to an ECM user group, and the group is then
assigned to an ECM role.

» The MassHunter Audit Trail Map (ATM) program associates MassHunter Quantitative
Analysis command groups to ECM roles.

10



1. Agilent OpenLab ECM - Overview

Set up the ECM server

Create an ECM database account
for MassHunter workstations.

Set up MassHunter users in
ECM.

Create ECM user groups for
MassHunter Quantitative
Analysis users and add members
to the groups.

Create ECM user groups for
MassHunter GC/MS Acquisition
users.

Create ECM Quantitative
Analysis roles and add
Quantitative Analysis groups to
these roles.

Set up the ECM server

Follow these steps to prepare your OpenLab ECM for use with MassHunter Compliance
mode.

Details for setting up and managing ECM users, groups, roles, etc, are beyond the scope of
this document. Those details are included in the OpenLab Enterprise Content Manager
Administrator's Guide. Please refer to that document for complete details.

A single ECM database account is required to allow sharing of users across
MassHunter GC/MS Acquisition, Quantitative Analysis, and ECM.

ECM privileges will be used to control access to database folder Locations from
MassHunter.

MassHunter GC/MS Acquisition and MassHunter Quantitative Analysis, must both be
configured to the same ECM database account.

Both MassHunter GC/MS Acquisition and Quantitative Analysis require that every user be
identified in ECM and granted ECM file privileges.

ECM Users can be added through the ECM built in account or from your Windows Domain
users list.

Consider how you organization will be operating and create appropriate groups in ECM for
Quantitative Analysis users. Then assign users to each group.

Two such groups could be:
+ Developers = Who could have access to all Quantitative Analysis commands.

+ Analysts = Who could have access to just a part of the Quantitative Analysis
commands.

Similar to the groups you established for Quantitative Analysis users, create appropriate
groups for the Acquisition users. Then assign users to this group. A typical group could be:

+ MassHunter GC/MS Acquisition Users.

Two such roles could be:

* Developers = Who could have access to all Quantitative Analysis privileges. See
“Sample ECM Developer Role for Quantitative Analysis” on page 12.

+ Analysts = Who could have access to just a part of the Quantitative Analysis
commands. See “Sample ECM Analyst Role for Quantitative Analysis” on page 13.

1



1. Agilent OpenLab ECM - Overview Set up the ECM server

Assign the built in ECM In addition to assigning users to the custom roles (such as Developer and Analyst), also
Contributor role to both include them in the built-in ECM role entitled:Contributor. The Contributor role contains
MassHunter GC/MS Acquisition ECM privileges such as:

and MassHunter Quantitative
Analysis users or groups.

* File reading
+ File Creation

* File retrieving

Sample ECM Developer Role for This role could allow a developer access to all the Quantitative Analysis commands.
Quantitative Analysis

Edit Role (=2

M ane: |Devel0per

D escriptian: |

[ Awailable in folder acoess tab

Privileges

wiew | Edit |Delte| Add | Run | =]

Content: Move Folder

Content: Record R etention
Caontent: Rekey File

System: Advanced Search
Syztem: Archive Agent J
System: Archive Configuration

System: Archive Files

System: Archive Storage Configuration ﬂ

oK | Cancel |

12



1. Agilent OpenLab ECM - Overview Install the ECM Workstation Client

Sample ECM Analyst Role for This role could allow the analyst access to all commands except those required for editing
Quantitative Analysis the Quantitation method.

Edit Role (===l

Mame: |Ana|_l,lsts

Diescription: |

[~ tueailable in folder access tab

Privil

View | Edit [Delete| Add | Run | =]

Content: Move File

Content: Move Falder

Content: Record Retention

Content: Rekey File J
Syztem: Advanced Search

Spetem: Archive Agent

Spstem; Archive Configuration
System: Archive Files j

QK | Cancel |

Install the ECM Workstation After the ECM server is installed and accessible over a network from the MassHunter
Client workstation, you can install the ECM workstation client as described below.

1. Gather the following from the Record your details here for future reference, if desired.
ECM server Administrator.

Item Typical Value Your Values
ECM Server URL http://ECMServerName/ecm

ECM Username UserName

ECM Password FEERERRRRRR R

ECM Account ABCD

Domain Local or Domain®

ECM LCDF location GCmS®

a. If you do not have a corporate domain, ECM supports a “Built-in” domain.
b. In ECM file system terminology, this could be an L, LC, LCD, or LCDF depending on your ECM storage
structure.

2. From Internet Explorer, go to the An ECM Login screen is displayed.
ECM server URL.

13


http://ECMServerName/ecm

1. Agilent OpenLab ECM - Overview Install the ECM Workstation Client

Enter a valid user name,

password, account, and domain pailadd (B Lagi (2
provided by the ECM account Server URL:  http://scsopenlab =)
Administrator, and click Login. [ davidwp

Pasaward: xxxxxxx>1

Account; lsca

Diomair: aglent %

Remember account & dormain

Login ][ Cancel ]

4. ECM Components are The first time you access the ECM server from the computer where your MassHunter
downloaded. workstation is installed, the ECM server will download and install the following components
onto the MassHunter workstation:

+ Agilent OpenLab ECM API
* Agilent OpenLab ECM Client
+ Agilent OpenLab ECM Resources

[=le ==

Search Programs and Features Fel |

r e =
AT ||:'L » Control Panel » Programs » Programs and Features v|"|

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

'5' Turn Windows features on or

i Organize *  Uninstall = - \@l
Install a program from the -
network MName Publisher i
Adobe Reader XI (11.0.10} Adobe Systems Incorporated |
Agllentlnstallatlun Qualification Tool A.04.01.002 Agilent Technologies :
Agllent MassHunter Workstation Qualitative Analysis B.07.00 Agilent Technologies
‘ﬁAgilEnt MassHunter Workstation Quantitative Analysis B.07.01 Agilent Technologies, Inc.
4% Agilent OpenLAB ECM APIv1.0.258 Agilent Technologies
gAgiIEnt OpenlAB ECM APIV1.0.26.0 Agilent Technologies
42 Agilent OpenLAB ECM Client Agilent Technologies
<% Agilent OpenLAB ECM Resources Agilent Technologies
W GlobalProtect Pale Alto Metworks
& Google Chrome Goegle Inc. =
‘ ] 2

Adobe Systems Incorporated Product version: 16.0.0.305

Help link: http:/fwww.adobe.com/go/flashplayer_su...

We recommend you do not install the ECM Scheduler or ECM Cyberprinter because the
MassHunter GCMS Acquisition software is not tested with these components.

5. To complete the installation,
restart your machine.

14



1. Agilent OpenLab ECM - Overview Test User's ECM Credentials

Test User’s ECM Credential To verify file access rights are properly configured in both Windows and ECM, have each
user do the following before attempting to log in to MassHunter.

Log into the workstation.

Open Internet Explorer and go to
the ECM URL.

Create a folder within their
assigned ECM environment.

Upload a file to their assigned
ECM environment.

Retrieve Versus Checkout When users log into ECM directly from Internet Explorer, they may, depending on their
privilege, be able to retrieve or checkout a file.

* Retrieved files are not locked in ECM.
The file in ECM is still available to anyone else.

+ Checked outfiles are locked in ECM.
Only the individual who checked out the file can check the file back in to ECM, or undo
the Checkout. However, with appropriate permissions, users may retrieved a copy of a
checked out file.

Important! Please remember that users can access and check out files from ECM in two ways:
» By logging in to ECM via Internet Explorer

+ By logging in to ECM via MassHunter

Regardless of how a user accesses ECM, files that are checked out of ECM remain

unavailable to MassHunter until they are checked back in to ECM, or the checkout is
canceled. A batch file that is checked out can be accessed as Read-Only.

If afile is checked out by anyone, and MassHunter GC/MS Acquisition attempts to load
that file, a message similar to the following is displayed.

Alert @

| Unable to download; EChcheckcopy indicates Checked out by another
Fouser

In MassHunter GC/MS Acquisition, files (methods, sequences, and mass spectral data)
are automatically checked in to ECM.

Files downloaded from ECM by GC/MS Acquisition (e.g., methods and sequences) are
retrieved, by default. They are not checked out and locked.

15



1. Agilent OpenLab ECM - Overview

To retrieve a file:

Add the ECM server to the list of
Trusted Sites in Internet Explorer
on your workstation.

Access the file in OpenLab ECM
Explorer via Internet Explorer.

Right-click and select Retrieve.

Navigate to the designation
folder and click OK.

Retrieve Versus Checkout

In Internet Explorer, select Tools > Internet Options > Security > Trusted Sites > Sites. In
the window that appears, uncheck Require server verification (https:) for all sites in this
zone. In the Add websites to the zone: field, type the URL for your ECM server and click
Add. Click Close > OK. Restart Internet Explorer to apply the changes.

» The file is copied to your selected destination.
+ The file in ECM is still available to anyone else.

See your ECM documentation for more complete details on using the checkout option in
ECM.
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Chapter 2 describes how to install MassHunter GC/MS Acquisition in
Compliance mode, depending on which version is currently installed. It then
details how to assign users to Windows security groups and configure
instruments and settings.
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2. MassHunter GC/MS Acquisition - Setup and Configuration Review the Installation and Setup Steps

Review the Installation and
Setup Steps

1. Verify the prerequisites.

2. Select your installation type, and
Install MassHunter GC/MS
Acquisition.

3. Review Windows security groups
and privileges.

Before installing MassHunter GC/MS Acquisition in Compliance mode, ensure:

» The LAN is an Agilent supported LAN (page 81) layout.

* You are logged on with Local Windows Workstation Administrator credentials.
+ The PC is running under Windows 7 Professional SP1 (64-bit).

+ The standalone ECM (3.4.1 SP2) server is operational.

* Agilent OpenLab ECM - Overview (Page 9) has been set up for MassHunter GC/MS
Acquisition and MassHunter Quantitative Analysis.

* The ECM client (page 13) has been installed on the MassHunter workstation.

NOTE: Details for installing MassHunter GC/MS Acquisition are included in the Agilent
MassHunter Workstation Offline Qualitative and Quantitative Analysis for GCMS
Installation Guide.

The instructions here provide general guidance only. Please refer to the above document
for complete installation details.

There are three general conditions under which you may be installing MassHunter GC/MS
Acquisition in Compliance mode. See the pages listed below for details on your particular
setup.

+ The workstation has no previous version of MassHunter GC/MS Acquisition Installed
(page 24).

+ The workstation has MassHunter GC/MS Acquisition installed in the Standard
Workflow mode (page 25).

+ The workstation has MassHunter GC/MS Acquisition installed in the User Management
and Audit Trail mode (page 26).

During installation, MassHunter GC/MS Acquisition created four Windows security groups:
» Acquisition Analysts |

* Acquisition Analysts Il

» Acquisition Analysts Il

* Acquisition Managers

Each of these groups has a different set of access privileges (called Roles and
Responsibilities).

+ The highest level group is Manager. This group has access to all privileges. Each lower
level group has a subset of the privileges of the next higher level.

* The lowest level group is Analyst I.

18



2. MassHunter GC/MS Acquisition - Setup and Configuration Review the Installation and Setup Steps

Before assigning users to groups, review the default privileges assigned to each group and
edit the privileges, if required, for your organization.

See “MassHunter Acquisition Windows Security Groups” on page 73.

See “Change Group Privileges” on page 79 for details on how to change these settings.

MassHunter GC/MS Acquisition also created a new user "GCMSCFR11" as part of the
local administrator group. This user has the needed windows privileges to run the
MassHunter GC/MS Acquisition application, and the Configuration Editor. Task manager
here shows that the user GCMSCFR11 is running the msinsctl.exe (MassHunter GC/MS
Acquisition) program.

File Options View Help
Applications | Processes |Sarwoes | Performance | Netwarking IUsers |
=
Image Name User Name
addst.exe *32 prodsupgems
AlMStatus.exe *32 prodsupgcms
coSvcHst exe 32 prodsupgcms
srss.exe
dwm.exe prodsupgems
explorer.exe prodsupgems
hkemd.exe prodsupgems
IAStorIcon.exe *32 prodsupgems
igfxpers.exe prodsupgems
igfusrvec.exe prodsupgcms
igfutray.exe prodsupgcms
iusb3mon.exe *32 prodsupgecms
mmc.exe prodsupgems
mmc.exe prodsupgems
mmc.exe prodsupgcms
msinsctl, exe *32 GCMSCFR11
PrivacylconClient.exe prodsupgems
RAVBQG4.exe
RAVCple4.exe prodsupgcms
Snagit32.exe *32 prodsupgecms
SnagitEditor.exe *32 prodsupgems
SnagPriv.exe *32 prodsupgems
splwowg4.exe GCMSCFR11
taskhost.exe prodsupgems
taskhost.exe prodsupgems
taskmar.exe prodsupgcms
TacHelp.exe *32 prodsupgcms
winlogon.exe
4 m | C
[ f&i‘show processes from all users ]

19



2. MassHunter GC/MS Acquisition - Setup and Configuration Review the Installation and Setup Steps

4. Assign each user to a group.

5. Configure one instrument.

6. Create the initial LCDF structure.

7. Tune the instrument.

After reviewing the four MassHunter GC/MS Acquisition Windows security groups, assign
each user to one of the groups.

See “Assign Users to a Windows security group” on page 22 for details on how to do this.

REMEMBER: Before a user can access MassHunter GC/MS Acquisition, they must:
* Be assigned to one of the four MassHunter Windows security groups. (page 22) The
userlD and Password must be the same as those set up for this user in ECM.

+ Have avalid ECM user account. Refer to your ECM documentation for details on how to
set up ECM user accounts.

If either one of these two requirements is missing, users will not be able to access MassHunter
GC/MS Acquisition.

After you have installed the ECM components and MassHunter GC/MS Acquisition on
your workstation, you may configure one instrument. See “Configure an Instrument” on
page 27 for details.

After configuring ECM on the ECM server, and downloading the ECM components to the
workstation, the first time you login to MassHunter GC/MS Acquisition as the
Administrator, you will be presented with a series of screens to identifying the ECM server
path for your Data, Methods, Sequences, Tune Evaluations, and Air and Water reports.

This first screen identifies where in ECM your Data will be saved. This will be followed by a
screen for methods, sequences, tune evaluations, and air and water.

oLl Specify ECM LCDF path for Data [
Enter the Location (L) of the LCDF path
JGCMS]
Enter the Cabinet (C) of the LCDF path
5977 GCMS

Enter the Drawer (D) of the LCDF path
Feb 2015

[ OK ] [ Cancel ] [ Browse... ]

4

+ To accept the default and continue, click OK. If the path is not already set up in ECM,
the system will set it up now and display the next screen. This may take several seconds.

+ To create a new Cabinet, Directory or Folder in ECM, and click Browse to access ECM
and create the path.

At the completion of the wizard, tune the instrument. Initializing the instrument will have
overwritten the default tune, atune, etune, etc.

20



2. MassHunter GC/MS Acquisition - Setup and Configuration Review the Installation and Setup Steps

8. Configure MassHunter GC/MS
Acquisition.

9. Assign users to a Windows
security group.

To complete your installation process, access the Configuration Editor, and:

» Configure an instrument (page 27)

» Set the User Password Reset interval (page 28)

+ Set the Idle Timeout interval for MassHunter GC/MS Acquisition (page 29)
* Review Roles and Responsibilities (page 73)

+ Enable/Disable Audit Reasons (page 56)

+ Edit the Pre-defined "Reason for Change" List (page 57)

The privileges each user has in MassHunter GC/MS Acquisition are based on the
Windows security group to which they have been assigned. After you have reviewed the
roles and responsibilities associated with these groups, assign each MassHunter GC/MS
Acquisition user to one of the groups. See “Assign Users to a Windows security group” on
page 22.

+ To review the default privileges, see “MassHunter Acquisition Windows Security
Groups” on page 73.

+ See “Change Group Privileges” on page 79 for details on how to change these defaults.
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2. MassHunter GC/MS Acquisition - Setup and Configuration  Assign Users to a Windows security group

Assign Users to a Windows
security group

1. Click Start then type edit local

and press Enter.

Control Panel (3)
% Edit local users and groups
Change temporary Internet file settings
& Change the date, time, or number format

| edit Iocal|

® | Shut down | » |

2. The Local Users and Groups

- B
) ) h el lusrmgr - [Local Users and Groups (Local)] E@Iﬂ
dialog displays. Double-click —
groups. e=|E =]
& Local Users and Groups (Local) ||| pame Actions
J_ Users “ Users Local Users and Groups (Local) -
~| Groups =
I Groups More Actions
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2. MassHunter GC/MS Acquisition - Setup and Configuration

To add local or domain users to
the Acquisition Groups, double-
click the group to which the user
needs to be added, and click add.

Enter the user id and click Check
Names. If the user id entered is
correct, then click OK. In this
example, the updated user name
would be under the Acquisition
Managers properties.

5. Click Apply to update the page.

Assign Users to a Windows security group

+ If adding a domain user and the domain
Locations and select the domain name.

Acquisition Managers Properties l"E'_J M
Elm-gr'wu#ﬁmp!ﬂx-mﬁmpﬂ e -—
Fie e General |
- IBE
& Local User roups (Local) || Mame Desenption Actions % Acquisttion Managers
::gu P
roves ¥ Backup Operators Backup Opesators can averide se... ‘More Actions
5 Cryptograghic Operst... Members are 4t per
3 Distribiuted COM Users jaunch, 3 Deseription: MassHunter Acquistion Managers
3 Event Log Readers Members of this group can read ¢
B Guests Guests have the same access as m...
B IusRS Built-in group used by Intemet nf... Members:
35 Network Configuiatio... Member group can haves...
I performance Log Users
Il
|
i
MassHunter Acqu
MassHuriter Acqui
|
|
ul Changes to a user’s group membership
Add... Remove are not effective until the nexd time the
user logs on.
|
G [ o] [
L

is not shown in From this location, click

+ If adding a local user and the workstation is not shown in From this location, click
Locations and select the workstation name.

-
Acquisition Managers Properties

50 |

(B ]9 e

General 1 Select Users, Computers, Service Accounts, or Groups
—
Select this oby
B oo Socimsreioe
r Users, Service Accounts, or Groups Object Types..
From this location:
S
Il
Mermbers Enter the object names to select (examples): /'—-"\~

cthomson

Advanced.

( Check Names )

counts, or Groups

=

(B ¥ [t
[ 0ot Types..

Changes to a user's group membership
are not effective until the nexd time the

Add... Remove
userlogs on

Object Types...
From this location:
agilent.com Locations..

Enter the object names to select (2xamples):
icthomson (cthomson@aagilent.com

[CheckNama J

Advanced...

L

g

Acquisition Managers Properti _ |

Description: MassHunter Acquision Managers

Members:
& AGILENT\cthomson (cthomson @agient, com)

Changes to a user's group membership
are not effective until the next time the

Acquisition Managers Properti - ]

Generl | I
% Acaquistion Managers
Description: MassHurter Acquistion Managers

Members:
& AGILENT\cthomson

Changes to a user's group membership
are not effective untilthe next time the

oK && ‘m !Hap

user logs on.
s ) o | [
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2. MassHunter GC/MS Acquisition - Setup and Configuration Installation where no previous version of

Installation where no
previous version of
MassHunter GC/MS
Acquisition is installed

Insert the DVD and follow the
prompts to access this screen.

Select Activate Compliance, and
click Next to continue.

During the installation of
MassHunter GC/MS Acquisition,
you may be prompted to install or
update some Windows
components and reboot your PC.

NOTE: Details for installing MassHunter GC/MS Acquisition are included in the Agilent
MassHunter Workstation Offline Qualitative and Quantitative Analysis for GCMS
Installation Guide. The instructions here provide general guidance only. Please refer to the
above document for complete installation details.

There are three general conditions under which you may be installing MassHunter GC/MS
Acquisition in Compliance mode. See the pages listed below for details on your particular
setup.

» The workstation has no previous version of MassHunter GC/MS Acquisition Installed
(shown below, on this page) (page 24).

» The workstation has MassHunter GC/MS Acquisition installed in the Standard
Workflow mode (page 25).

» The workstation has MassHunter GC/MS Acquisition installed in the User Management
and Audit Trail mode (page 26).

To install MassHunter GC/MS Acquisition B.07.03 in the Compliance mode on a
workstation that has no previous version of MassHunter GC/MS Acquisition installed:

Agilent MassHunter Werkstation X
Configure

MassHunter g
InSta"a Choose compliance type: | Activate Compliance (Openlab ECM 3 "

Compliance support features with OpenLAB ECM will be installed, This option requires that
License Agreement the computer is connected to the OpenlAB ECM server and that the OpenLAB ECM client is

already installed on this computer,
Installation Folder
Features
Configure

. Choose desktop icons: Quant-y-Way Classic Ul
Review K ll!l R
[T |
4] EeE
More Options...
£3-- Ayilent Technologies.
Back Next Cancel

After you reboot and log in to your PC, the Installation wizard will proceed to complete the
installation of the required Windows components.
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2. MassHunter GC/MS Acquisition - Setup and Configurationinstallation where MassHunter GC/MS Acquisition

Installation where NOTE: Details for installing MassHunter GC/MS Acquisition are included in the Agilent
MassHunter GC/MS MassHunter Workstation Offline Qualitative and Quantitative Analysis for GCMS
Acquisition is installed in Installation Guide. The instructions here provide general guidance only. Please refer to the

above document for complete installation details.
the Standard Workflow

mode N\ There are three general conditions under which you may be installing MassHunter GC/MS

Acquisition in Compliance mode. See the pages listed below for details on your particular

setup.

+ The workstation has no previous version of MassHunter GC/MS Acquisition Installed
(page 24).

+ The workstation has MassHunter GC/MS Acquisition installed in the Standard
Workflow mode (shown below, on this page) (page 25).

+ The workstation has MassHunter GC/MS Acquisition installed in the User Management
and Audit Trail mode (page 26).

If MassHunter GC/MS Acquisition B.07.03 is already installed on your workstation in the
Standard Workflow mode, you may use this procedure to activate the MassHunter GC/MS
Acquisition B.07.03 Compliance mode.

Note: If MassHunter GC/MS Acquisition was pre-installed on your Agilent supplied
workstation at the factory, it will be in the Standard Workflow mode.

From the Control Panel, select 15! [ProductName] - InstallShield Wizard ==

Programs and Features. Moy Installation Type

Choose the feature type that suits your needs.

Select Agilent MassHunter GC/
MS Acquisition and click
Change.

(7)1 Activate User Management and Audit Trail Only

Select Activate compliance and Enables Viewer, Reasons Management Prompt Dialogs (Audit
click next. Trail always occurs).

) Activate Compliance

Follow the installer program Compliance support features with ECM will be installed. This option

requires that the computer is connected to an ECM server and the
prompts to Complete the RIOCESS: ECM dient is already installed on this computer.

< Back ” MNext = ] [ Cancel
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2. MassHunter GC/MS Acquisition - Setup and Configurationinstallation where MassHunter GC/MS Acquisition

Installation where
MassHunter GC/MS
Acquisition is installed in
the User Management and
Audit Trail mode

To activate the Compliance mode,
uninstall the current version then,
insert the MassHunter GC/MS
Acquisition B.07.03 installation disk
and select Activate Compliance
during the re-installation procedure.

NOTE: Details for installing MassHunter GC/MS Acquisition are included in the Agilent
MassHunter Workstation Offline Qualitative and Quantitative Analysis for GCMS
Installation Guide. The instructions here provide general guidance only. Please refer to the
above document for complete installation details.

There are three general conditions under which you may be installing MassHunter GC/MS
Acquisition in Compliance mode. See the pages listed below for details on your particular
setup.

» The workstation has no previous version of MassHunter GC/MS Acquisition Installed
(page 24).

» The workstation has MassHunter GC/MS Acquisition installed in the Standard
Workflow mode (page 25).

» The workstation has MassHunter GC/MS Acquisition installed in the User Management
and Audit Trail mode (shown below, on this page) (page 26).

MassHunter GC/MS Acquisition Compliance cannot be activated on a workstation that
currently has MassHunter GC/MS Acquisition installed in the User Management and Audit
Trail mode.

Agilent MassHunter Workstation

MassHunter AR

InStaHET Choose compliance type: Activate Compliance (Openlab ECM 3x)

Compliance support features with OpenLAB ECM will be installed, This option requires that
the computer is connected to the OpenlAB ECM server and that the OpenLAB ECM dlient is

License Agreement "
already installed on this computer,

Installation Folder
Features

Configure

Choose desktopicons:  ant-Wy-Way Classic Ul

= DS S g

Review

More Options...

; yilent Technologies

Back Next Cancel
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2. MassHunter GC/MS Acquisition - Setup and Configuration Configure an Instrument

Configure an Instrument After you have installed ECM on the server, downloaded ECM components to the
workstation, and installed MassHunter GC/MS Acquisition B.07.03 in Compliance mode,
you may configure one instrument.

Login to your workstation with
Windows Administrator
privileges.

Double-click the Configuration |

Editor Icon. i gg}

Provide a valid user name and

password, and click Login. OpenlAB ECM Login =
Server URL: hitp: //zczopenlab. soz. agilent. com E]
U sermarne: prodsupgemms
Pasgword: T
Azcaunt: lsca
I Diomain: agilent @ |
[ Remember account & domain
[ Login ] [ Cancel ]

Complete the configuration for
your instrument as applicable.
Notice that, because you have
installed MassHunter GC/MS
Acquisition in the Compliance
mode, the Regulated Workflow
Mode is selected in the

configuration editor. This cannot ':2';” ]
be changed. 182.168.254.12

Click OK to complete the G:h;m“w
configuration. Your configured [msn6e )
instrument may look similar to ;";:;2_‘mm

this in the Configuration Editor.

Enable Direct Communication betwesn instruments

Todfiow Made [Reguiated 4_;)
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2. MassHunter GC/MS Acquisition - Setup and Configuration Set the Password Reset Interval

Set the Password Reset To set or modify the interval required for users to reset their password:
Interval

1. Inthe Configuration Editor, select
Configure > Specify Secured ¥ Agilent GC/MS nstrurnent Configuration
User Password Reset. | File [ Configure | AuditTrail  Help

i Instrument...

Set WS Systern Pressure Units

Manage Roles and Respaonsibilities...

I Specify Secured User Password Reset., I
r Specify Idle Timeout interval..

2. Ent.er the number of days after = — — — S .
which the password must be

Changed, and press 0K. Input Password change interval in days (0-365)
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2. MassHunter GC/MS Acquisition - Setup and Configuration

Set the Idle Timeout Interval

To modify the inactivity timeout interval:

1. Inthe Configuration Editor, select
Configure > Specify Idle
Timeout interval.

2. Enter the time, in minutes, you
wish to use for the idle timeout
interval, and press OK.

Set the Idle Timeout Interval

Part of the requirements of FDA CFR21 Part 11 is that unattended workstations should
automatically lock. For MassHunter GC/MS Acquisition that timeout interval is set in the
Configuration Editor.

If MassHunter GC/MS Acquisition detects no activity from the current user for a specified
time, it will automatically lock the system and display the MassHunter GCMS Account
Login dialog.

MadaHunter GCASE Az guliition Login

Usein | I
Pazsword

Once MassHunter GC/MS Acquisition is locked, any user with a valid UserID and
Password may log into the system and unlock it. The menu items available are those
permitted to the user that unlocks MassHunter GC/MS Acquisition.

% Agilent GC/MS Instrurnent Configuration
File | Configure | AuditTrail  Help

i Instrument...

Set M3 Systern Pressure Units

Manage Roles and Responsibilities,.,

I Specify Idle Timeout interval... I

’7 Specify Secured User Password Reset..,

ol Input o) S

Enter Idle time in minutes before Lock/Switch User will be activated
10
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2. MassHunter GC/MS Acquisition - Setup and Configuration Set the Idle Timeout Interval
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3
MassHunter GC/MS Acquisition -
Routine Tasks

Manually Lock and Switch Users 32

Review User Access Privileges 32

Understand ECM Storage Locations and File Types 33

Save and Retrieve Data, Methods, and Sequence Files 34
Change the ECM Storage Locations 35

Test the Communication with the ECM Server 36

View the Current LCDF path to the ECM Server 37

Open the ECM Server via Internet Explorer 38

Import a Method from a Location Outside the ECM Server 39

Chapter 3 describes routine tasks performed in MassHunter GC/MS Acquisition
in Compliance mode.
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3. MassHunter GC/MS Acquisition - Routine Tasks Manually Lock and Switch Users

Manually Lock and Switch
Users

1. To manually lock MassHunter
GC/MS Acquisition, click the
Lock and Switch User icon.

When a valid UserID and
Password are entered, the
system resets the MassHunter
GC/MS Acquisition allowed
operations to those assigned to
the windows security group that
the logged in user is a member.

Review User Access
Privileges

MassHunter GC/MS Acquisition defers the electronic signatures of records to an ECM
activity. Therefore, the operator doesn't have to sign every record. However, it is the
operator's responsibility to manually lock the MassHunter GC/MS Acquisition program
each time they walk away from the workstation.

:'f:: Ember_2/Enhenced MessHunter - DEFALLT .M S ATUMEL / default.sequencexm
Method  Instument  Sequence  Wiewr Abom Checkout  Window

FerW-Z210MManager E‘]

I E;J Imstrament Condrol

=

ok and Sartch User

The system displays a login box with the cancel button disabled.

The only way to unlock MassHunter GC/MS Acquisition is to login with valid user
credentials.

MaisHurter GEAS Acguiiition Login

Uzedn | I
Pazsword

0K

When using MassHunter GC/MS Acquisition in the Compliance mode, menu options that
are displayed to each user are based on the user's access privileges. For MassHunter GC/
MS Acquisition, those privileges are control by the Windows security group to which they
are assigned.

See “MassHunter Acquisition Windows Security Groups” on page 73... for the default
settings of menu items available to each group.

See “Change Group Privileges” on page 79 for details on how to change these defaults.

32



3. MassHunter GC/MS Acquisition - Routine Tasks Understand ECM Storage Locations and File Types

Understand ECM Storage
Locations and File Types

When using MassHunter GC/MS Acquisition in the Compliance mode, all regulated
records are stored in ECM, with digital signatures being applied using ECM.

Default settings will look similar to this structure, however, your ECM administrator can
modify this as needed for your organization.
» L= Location, identifies the physical place where file cabinets are stored
» C=Afile Cabinet
* D= _Contains Drawers
* F=Inside the Drawers are Folders
* F=Inside the Folders are Files
-8 m Location
--|[Z OFf Diff Purp —————— Cabinet
¥ Dec 2005 — Drawer
(T3 Auir_water Folder
Ty data
Ch Method
Ch Sequence

T Tune
I Tune_Ewal

Files saved to ECM from MassHunter GC/MS Acquisition may include the following files
types:

+ Data (.D.SSIZIP)

+ Method (.M.SSIZIP)

+ Sequence (.XML.ZIP)

+ Tune (.CSV)

+ Air Water (.CSV)

* Tune Evaluation (.CSV)

Data files (.D.SSIZIP) include a zipped version of the data folder with all its contents
(including a audit-trail log file if one exists) in a single compressed file.

Method files (.M.SSIZIP) include all method components, including the method's
cumulative audit-trail log if one exists, in a single compressed file.

Sequence files (.XML.Zip) includes the sequence dataset file and the cumulative audit-trail
log file (if one exists) in a single compressed file.
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3. MassHunter GC/MS Acquisition - Routine Tasks ~ Save and Retrieve Data, Methods, and Sequence Files

Save and Retrieve Data,
Methods, and Sequence
Files

Access to Method and Sequence files (while operating in the Compliance mode) is through
standard Load and Save menus. For example:

* To Load a Method, select Method > Load Method
» To Save a Method, select Method > Save Method

» To Save a Method as a different mane, select Method > Save Method As...

» To Load a Sequence, select Sequence > Load Sequence
+ To Save a Sequence, select Sequence > Save Sequence

+ To Save a Sequence as a different mane, select Sequence > Save Sequence As...

When data, methods, and sequences are stored in ECM, all the associated data is
packaged together in a single file with a SSIZIP extension.

This file type is a standard ZIP file and can be extracted with standard unzip applications.

When you save a file to ECM or retrieve a file from ECM the packaging and un-packaging of
the files is automatically handled for you.
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3. MassHunter GC/MS Acquisition - Routine Tasks Change the ECM Storage Locations

Change the ECM Storage
Locations

1. Select ECM > Review/Change

ECM Preferences. Graphics | ECM | Help
| Review/Change ECM Preferences
ECM Diagnostic

—_— Report ECM Cenfiguration

Help
About ECM

} Run ECM Explorer @ @
Run Time

2. Select the folder you wish to =
change, and click OK. =" B | “

@ Data

() Method
() Sequence
) Tune

() Air Water

() Tune Evaluation

oK Cancel
]

3. Modify the path as required and
click OK.

5! Specify ECM LCDF path for Data

Enter the Location (L) of the LCDF path
GCMS

Erter the Cabinet (C) of the LCDF path
597 7emu

Enter the Drawer (D) of the LCDF path
Feb 2015

oK ] [ Cancel ] [Bmwse...
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3. MassHunter GC/MS Acquisition - Routine Tasks Test the Communication with the ECM Server

Test the Communication
with the ECM Server

1. Select ECM > ECM Diagnostic.

At the prompt, enter the number
of times you wish to test the
connection (10, for example), and
click OK.

3. Review the test results in the
bottom line of the instrument
control screen.

The ECM diagnostic option allows you to check your connection to OpenLab ECM by
uploading a test file to ECM and reporting the results in a dialog to you.

Graphics | ECM | Help

Review,/Change ECM Preferences
I ECM Diagnostic
_— Report ECM Configuration

Help
About ECM
Run ECM Explorer

} |7 Run Time

a5l Input

Enter the number [1->1000] of uploads/downloads of a ~2.7 mbyte file:
10

[ ok | [ cancel |

The system attempts to upload and download a test file the number of times specified (e.g.,
10 in this example), and reports the results of the test in a dialog.

ra

n! Spectrurn

MS Sqedrum

05
0.2

Repetitions: 10 Size: 7359828 Awerage Uptime: 27 Swerage downtirne: 0L in seconds,
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3. MassHunter GC/MS Acquisition - Routine Tasks

View the Current LCDF path
to the ECM Server

1. Select ECM > Report ECM
Configuration.

2. Review the path shown.

View the Current LCDF path to the ECM Server

Graphics Help

Review/Change ECM Preferences

ECM Diagnostic
I Report ECM Cenfiguration |

Help
About ECM
Run ECM Explorer

Run Time

Q€

-

j ecm.txt - Notepad

File Edit Format View Help

current ECM Paths

LCDF for Sequence FIles

LCDF for Tune File Reports
LCDF for Air water Reports
LCDF for Tune Evaluations

37

LCDF for Data Directories:
LcDF for Method Directories:
T GCMSY5977emu’Feh

GC/M5--=ECM Configuration

GCMSY 597 7emu’ Feb
GCMSY 597 7emu’ Feb

T GCMSY5977emu’Feh
T GCMSY5977emu’\Feh
T GCMSY5977emu’Feh

2015%DATAY
2015 Method®,
2015 5equence’,

20154 Tune,
2015%ATr_water®,
20154 Tune_Eval®,



3. MassHunter GC/MS Acquisition - Routine Tasks Open the ECM Server via Internet Explorer

Open the ECM Server via
Internet Explorer

1. Select ECM > Run ECM
Explorer.

2. View the ECM server from
Internet Explorer.

Help

Review/Change ECM Preferences
ECM Diagnostic

Report ECM Cenfiguration

Graphics

Help
About ECM
Run ECM Explorer

Q €

Run Time

& http://scsopenlab.scs.agilent.com/ecn O » B ¢ X = OpenlLAB ECM Explorer

Agilent Technologies

Action Yiew Favorites Help

E‘ Enterprize - - -
=] Content 5975_6830 5975 7890 B978CI_78904 5975offine 3
) GCMS

-5 5CS ECM Admiristration - = = _
i Users & Teams [make your o P P
# Inbos )

2 Scheduler 5977 GCMS 5977 offine 5977 turbo 5977194 BI77-
Q:] Search Results

59774 - 6850 £830 FNOGCTR 7
Diffugion Purmp

AMMRITTT adachi adwp AntdSDfortdE ARG
Beta-M5 boorner Boomer and Branko Cl
Belle
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3. MassHunter GC/MS Acquisition - Routine TasksImport a Method from a Location Outside the ECM Server

Import a Method from a
Location OQutside the ECM
Server

Select Method > Import Method
components from another 2 5077emu/Regulated MassHunter - DEFAULT.M / ATUME.U / default.sequencexml
method... W Instrument  Sequence  View  Abort  Checkout  Window  (
Load kethod..,

Save Method

Save Method As...

Run kethod..,

Print Method..,

Wiews hethod Audit Trail

Edit Entire hethod..,
Additional Method Information..,

L

[ 1 DEFALLT.M

z |

I Import Method components fram another method.., I

Zip/Unzip Methods and Data...
Exit Colurmnn-1 Flow ¢

2. Navigate to and select the
desired file.
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MassHunter Quantitative Analysis -
Setup and Configuration

Review the Installation and Setup Steps 42

Installation where there was no previous version of MassHunter
Quantitative Analysis 43

Installation where MassHunter Quantitative Analysis B.07.01 is installed
in the Standard Workflow mode 44

Installation where MassHunter Quantitative Analysis B.07.01 is installed
in the User Management and Audit Trail mode 45

Installation where an older version of MassHunter Quantitative Analysis
is installed (pre B.07.01) 46

Associate ECM Roles to MassHunter Quantitative Analysis Command
Groups 47

Chapter 4 provides general guidance on how to install and set up MassHunter
Quantitative Analysis depending on which version is currently installed. It then
details how to associate ECM roles with MassHunter Quantitative Analysis
individual commands and command groups.
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4. MassHunter Quantitative Analysis - Setup and Configuration Review the Installation and Setup Steps

Review the Installation and
Setup Steps

1. Verify the prerequisites.

2. Select your installation type, and
Install MassHunter Quantitative
Analysis.

3. Associate ECM Roles with
MassHunter Quantitative
Analysis Roles (Command
Groups).

Before installing MassHunter Quantitative Analysis in ECM Compliance mode verify the
following:

» The LAN layout is supported by Agilent.

* You have local Windows workstation administrator credentials.

+ The workstation is running Windows 7 Professional SP1 (64-bit) or Windows 10.
+ The standalone ECM (3.4.1 SP2 or newer) server is operational.

* The ECM client is installed on the MassHunter workstation.

NOTE: The installation of MassHunter Quantitative Analysis is covered in detail in the
Agilent MassHunter Workstation Offline Qualitative and Quantitative Analysis for GCMS
Installation Guide. Refer to that document for complete details. This section is intended to
provide general guidance only.

There are four general conditions under which you may be installing MassHunter
Quantitative Analysis in the Compliance mode. Each of these cases is described on the
pages indicated below:

+ The Workstation has no previous installation of MassHunter Quantitative Analysis
(page 43)

+ The Workstation has MassHunter Quantitative Analysis B.07.01 installed in Standard
Workflow mode. (page 44)

+ The Workstation has MassHunter Quantitative Analysis B.07.01 installed in the User
Management and Audit Trail mode. (page 45)

+ The Workstation has a version of MassHunter Quantitative Analysis that pre-dates
B.07.01. (page 46)

Before anyone can access MassHunter Quantitative Analysis:

+ They must have a valid ECM user account that is associated to an ECM role. (Refer to
your ECM documentation for details on how to set up ECM user accounts).

+ ECM roles can contain MassHunter Quantitative Analysis commands. Quantitative
Analysis commands are associated with ECM roles in ECM or in the Quantitative
Analysis ATM Configuration program.

See “Associate ECM Roles to MassHunter Quantitative Analysis Command Groups” on
page 47 for details.
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4. MassHunter Quantitative Analysis - Setup and Configurationinstallation where there was no previous version of

Installation where there
was no previous version of
MassHunter Quantitative
Analysis

Insert the DVD and follow the
prompts to access this screen.

Select Activate Compliance, and
click Next to continue.

During the installation, you may
be prompted to install or update
some Windows components and
reboot your PC. After you reboot
and log in to your PC, the
Installation Wizard will proceed
to complete the installation of the
required Windows components.

If Report Templates were copied
to the workstation, upload them
from the workstation to a
location in ECM that MassHunter
Quantitative Analysis users will
be able to access.

NOTE: The installation of MassHunter Quantitative Analysis is covered in detail in the
Agilent MassHunter Workstation Offline Qualitative and Quantitative Analysis for GCMS
Installation Guide. Refer to that document for complete details. This section is intended to
provide general guidance only.

There are four general conditions under which you may be installing MassHunter
Quantitative Analysis in the Compliance mode. Each of these cases is described on the
pages indicated below:

» The Workstation has no previous installation of MassHunter Quantitative Analysis
(shown below on this page) (page 43)

» The Workstation has MassHunter Quantitative Analysis B.07.01 installed in Standard
Workflow mode. (page 44)

» The Workstation has MassHunter Quantitative Analysis B.07.01 installed in the User
Management and Audit Trail mode. (page 45)

+ The Workstation has a version of MassHunter Quantitative Analysis that pre-dates
B.07.01. (page 46)

If the Workstation has no previous version of MassHunter Quantitative Analysis
installed:

Agilent MassHunter Workstation x

MassHunter Configure

Installer

Choose compliance type: | ctivate Compliance (OpenLab ECM 3.x) |

Compliance support features with OpenlAB ECM will be installed. This option requires that

License Agreement the computer is connected to the OpenlAB ECM server and that the OpenLAB ECM client is
already installed on this computer.

Installation Folder

Features

Configure

Choose desktop icons: Quant-My-Way Classic UL

Review

Maore Options...

: gilent Technologies

Back Next Cancel

Report templates used must be from the same version of MassHunter Quantitative
Analysis that is being used.

Remember: Upload the report templates from your local drive to ECM.
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4. MassHunter Quantitative Analysis - Setup and Configuration Installation where MassHunter Quantitative

Installation where NOTE: The installation of MassHunter Quantitative Analysis is covered in detail in the
itati Agilent MassHunter Workstation Offline Qualitative and Quantitative Analysis for GCMS
assHunter Quantitative
Analysis B.07.01 is installed Installation Guide. Refer to that document for complete details. This section is intended to

. provide general guidance only.
in the Standard Workflow

mode There are four general conditions under which you may be installing MassHunter
Quantitative Analysis in the Compliance mode. Each of these cases is described on the
pages indicated below:

» The Workstation has no previous installation of MassHunter Quantitative Analysis
(page 43)

» The Workstation has MassHunter Quantitative Analysis B.07.01 installed in Standard
Workflow mode (shown below on this page). (page 44)

» The Workstation has MassHunter Quantitative Analysis B.07.01 installed in the User
Management and Audit Trail mode. (page 45)

+ The Workstation has a version of MassHunter Quantitative Analysis that pre-dates
B.07.01. (page 46)

If MassHunter Quantitative Analysis B.07.01 is already installed on your workstation in the
Standard Workflow mode, you may use this procedure to activate the MassHunter
Compliance mode.

Note: If MassHunter Quantitative Analysis was pre-installed on your Agilent supplied
Workstation at the factory, it will be in the Standard Workflow mode.

Click Control Panel > Start and

Agilent MassHunter Workstati
enter Programs and Features. sl e erEane

Maintenance

MassHunter
Installer

Select Agilent MassHunter
Quantitative Analysis and click
Change.

Change

Maintenance Lets you change the way features are installed.

Repair

Repairs emors in the most recent installation by fixing missing and corrupt files, shortcuts, and registry entries.

Click Change.

Remove

Removes the product from your computer.

Select Activate Compliance.

Continue to follow the prompts.

Agilent Technologies

If Report Templates were copied
to the workstation, upload them
from the workstation to a
location in ECM that Quantitative
Analysis will have access.

Cancel
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4. MassHunter Quantitative Analysis - Setup and Configuration Installation where MassHunter Quantitative

Installation where
MassHunter Quantitative
Analysis B.07.01 is installed
in the User Management
and Audit Trail mode

NOTE: The installation of MassHunter Quantitative Analysis is covered in detail in the
Agilent MassHunter Workstation Offline Qualitative and Quantitative Analysis for GCMS
Installation Guide. Refer to that document for complete details. This section is intended to
provide general guidance only.

There are four general conditions under which you may be installing MassHunter
Quantitative Analysis in the Compliance mode. Each of these cases is described on the
pages indicated below:

+ The Workstation has no previous installation of MassHunter Quantitative Analysis
(page 43)

» The Workstation has MassHunter Quantitative Analysis B.07.01 installed in Standard
Workflow mode. (page 44)

+ The Workstation has MassHunter Quantitative Analysis B.07.01 installed in the User
Management and Audit Trail mode (shown below on this page). (page 45)

+ The Workstation has a version of MassHunter Quantitative Analysis that pre-dates
B.07.01. (page 46)

MassHunter Compliance cannot be activated on a workstation that currently has
MassHunter Quantitative Analysis B.07.01 installed in the User Management and Audit
Trail mode. To activate the Compliance mode, uninstall the current version then, reinstall
version B.07.01 and select Activate Compliance during the installation procedure.

If Report Templates were copied to the workstation, upload them from the workstation to a
location in ECM that Quantitative Analysis will have access.
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4. MassHunter Quantitative Analysis - Setup and Configurationinstallation where an older version of MassHunter

Installation where an older
version of MassHunter
Quantitative Analysis is
installed (pre B.07.01)

NOTE: The installation of MassHunter Quantitative Analysis is covered in detail in the
Agilent MassHunter Workstation Offline Qualitative and Quantitative Analysis for GCMS
Installation Guide. Refer to that document for complete details. This section is intended to
provide general guidance only.

There are four general conditions under which you may be installing MassHunter
Quantitative Analysis in the Compliance mode. Each of these cases is described on the
pages indicated below:

+ The Workstation has no previous installation of MassHunter Quantitative Analysis
(page 43)

» The Workstation has MassHunter Quantitative Analysis B.07.01 installed in Standard
Workflow mode. (page 44)

+ The Workstation has MassHunter Quantitative Analysis B.07.01 installed in the User
Management and Audit Trail mode. (page 45)

+ The Workstation has a version of MassHunter Quantitative Analysis that pre-dates
B.07.01 (shown below on this page). (page 46)

MassHunter Compliance is not supported in versions prior to B.07.01. If you have a version
of MassHunter Quantitative Analysis that is earlier than B.07.01, uninstall that version and
install version B.07.01 or higher, and select Activate Compliance when prompted during
installation.

If Report Templates were copied to the workstation, upload them from the workstation to a
location in ECM that Quantitative Analysis will have access.

46



4. MassHunter Quantitative Analysis - Setup and ConfigurationAssociate ECM Roles to MassHunter Quantitative

Associate ECM Roles to Access privileges for MassHunter Quantitative Analysis are controlled through the Audit
MassHunter Quantitative Trail Map (ATM) program. The following describes how to associate ECM roles to

Analysis Command Groups

MassHunter Quantitative Analysis roles using the Audit Trail Map (ATM) program.

1. Start the Audit Trail Map (ATM)
program.

2. Enter ECM system administrator

; £ ECM Login ==
credentials.

Server URL:  httpif/quant-dsdev.scs.agilent.com/ec

Username:  admin

Password: | eesssssssss

Account:  GCMS

Domain:  built-in C|
Remember account & domain
]

3. Notice the four MassHunter

- . MassHunter Quantitative Analysis Roles
Quantitative Analysis Roles

(Command Groups) and ECM YT — = o s
roles. File  Help

EstiilanalysH rrer T e v marm e T e s
See “Overview” on page 74 fora Method Development group
complete listing of the gt Revew Batch Analysis

Report
commands in each group. [ :Approver

[T :Archive Administrator
[[] :Archive Agent

[C] :BPM User ECM Roles
[E] :Contributor

[C] Folder Administrator

[C] :Reader

[[] :Retention Manager

[ :Scheduler Administrator
[T :Scheduler Agent

[T :System Administrator
Analysts

Developer
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4. MassHunter Quantitative Analysis - Setup and ConfigurationAssociate ECM Roles to MassHunter Quantitative

4. Select the Batch Analysis Users assigned to this role may create a batch, review the results of a batch, integrate and

command group or select quantitate the results, and print batch reports.
individual commands under
Batch Analysis, and enable the 3 ATM Configuration oo e
ECM roles that should be allowed File Help
these privileges (e.g., Analyst and : Required User Role to execute commands in this
Developer). | et Development group

 fepor Batch Analysis

D:Appm\rer

[C] :Archive Administrator
[C :Archive Agent
[C]:BPM User

[0 :Contributor

[T Folder Administrator
[C] :Reader

[[] :Retention Manager
[F] Scheduler Administrator
[C] :Scheduler Agent

[F] :System Administrator
Analysts

Developer

Click the arrow in front of Batch Analysis to display the full list of commands associated
with this role.

£ ATM Configuration (ell®]|[=]
File Help
4 Bl Ayt " User Validation and Reason
CmdAddSample E
CmdAnalyze G

CmdApplyMethodToAllSamples

CmdCalibrate — i .
CmdClearCalibration & Requires User Validation

" Requires Command Reason

CmdClearManuallntegration
CmdClearResults
CmdImportSamplesFromWorklist
Cmdintegrate
CmdManuallylntegrateApplylstdRtTo
CmdManuallylntegrateApplyTargetRs

m

CmdManuallylntegrateDropBaseline
CmdManuallylntegrateMerge
CmdManuallylntegratePeak
CmdManuallylntegrateQualifierPeak
CmdManuallylntegrateSnapBaseline
CmdManuallylntegrateSplit
CmdNewBatchTable

Click the arrow once again to return to the previous view.
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4. MassHunter Quantitative Analysis - Setup and ConfigurationAssociate ECM Roles to MassHunter Quantitative

5. Select the Method Development
command group or select
individual commands under
Method Development, and
enable the ECM roles that should
be allowed these privileges (e.g.,
Developer).

Select the Batch Review
command group or select
individual commands under
Batch Review, and enable the
ECM roles that should be allowed
these privileges (e.g., Analyst and
Developer).

Select the Report command
group or select individual
commands under Report, and
enable the ECM roles that should
be allowed these privileges (e.g.,
Analyst and Developers).

Select File > Save to save your
changes before exiting ATM.

Users assigned this role may run all the commands in the Method Development command
group. For example, they may create, modify, delete, and save methods.

Users assigned this role may open and review a batch.

Users assigned this role may generate reports.
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4. MassHunter Quantitative Analysis - Setup and ConfigurationAssociate ECM Roles to MassHunter Quantitative
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Chapter 5 describes routine tasks performed in MassHunter Quantitative
Analysis in Compliance mode.
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5. MassHunter Quantitative Analysis - Routine Tasks Review User Access Privileges

Review User Access
Privileges

Understand ECM Storage
Locations and File Types

When using MassHunter Quantitative Analysis Compliance software, menu options that
are displayed to each user are based on the user's role assignment in ECM.

The ECM roles are then assigned to Quantitative Analysis individual commands or
command groups in the Quantitative Analysis ATM program. A Users privileges in the
Quantitative Analysis program are limited to the ATM command groups to which their ECM
role is assigned.

See “Associate ECM Roles to MassHunter Quantitative Analysis Command Groups” on
page 47 for details on changing privileges for a user in the Quantitative Analysis program.

All regulated records are stored in ECM, with digital signatures being applied using ECM.

Default settings will look similar to this structure, however, your ECM administrator can
modify this as needed for your organization.

» L= Location, identifies the physical place where file cabinets are stored
* C = Afile Cabinet

+ D = Contains Drawers

* F =Inside the Drawers are Folders

* F =Inside the Folders are Files
=il Enterprise
= Content
Bl Data
21 QuaniExamples
= Demo

-

D drawer
[ DrugsOfAbuse
..... o | Librany
Y il o
-8 GC
-3 LCUY
= Methods
-3 MS
1§25 O-TOF
Lile]e]e!
= Q00Q-7010
¥5 Report Template
-5 TOF

&l

- E

&

Files saved to ECM may include the following files types:
Data (.D.SSIZIP)

* Method (.M.SSIZIP, .quantmethod.xml)

+ Batch (batch.bin.ssizip)

+ Libraries (.L.SSIZIP, mslibrary.xml, reflibrary.xml)

Data files (.D.SSIZIP) include a zipped version of the data folder with all its contents
(including a audit-trail log file if one exists) in a single compressed file.

Method files (.M.SSIZIP, .quantmethod.xml) include all method components, including the
method's cumulative audit-trail log if one exists, in a single compressed file.

The .SSIZIP file type is a standard ZIP file and can be extracted with standard unzip
applications.
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5. MassHunter Quantitative Analysis - Routine Tasks Access Files from Quantitative Analysis

Access Files from Access to files (while operating in Compliance) is through standard menus. For example:
Quantitative A“aIYSis + To create a new Batch, select File > New Batch

+ To Save a Batch, select File > Save Batch

+ To generate a report, select File > Generate

When you save a file to ECM or retrieve a file from ECM the packaging and un-packaging of
the .SSIZIP files is automatically handled for you.

Add Quantitative Analysis
Report Templates to ECM

1. Open Internet Explorer and go to See your ECM administrator or the ECM Online help for information on the ECM privileges
the ECM URL. required to perform this procedure.

Create the LCDF structure To use report templates for Quantitative Analysis, users must have access to the ECM
required by your organization, location where the templates are stored.

such as the example shown here.

See “Associate ECM Roles to MassHunter Quantitative Analysis Command Groups” on
page 47 for details on changing privileges for a user in the Quantitative Analysis program

- Agilent Technologies

E‘ Enterprize
= Content
-y Data

o GCMS
m L
o1 LocationForefade
i logfiles
o MaszHunter QOO Dev
o1 MassHunter Quant Dey
o MaszsHunter Test Dev
1 Methads
o Templates
o Studies
1 Worklists
o Repart Templates
9 [E en-us-Letter

: I5TD
-y ByGroup_Graphics
% ] Parts_Giraphics
-F% ESTD
-§=y Outliers
E-F%1 Other
o I Compliance

[ Inbos
[]---@ Scheduler
----- Q:] Search Resultz
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5. MassHunter Quantitative Analysis - Routine Tasks ~ Add Quantitative Analysis Report Templates to ECM

3. Add the report templates to the See the ECM Online help for details on adding files including installing and using the Send
ECM folders. To > Agilent OpenLab ECM menu.

Agilent Technologies

B A Action Yiew  Favorites  Help -
E“ Enterprise EI@
E-E3 Content s
a0 @uvl T T [ e D e + [ 43| [ Sarch Compliance 2|
B Report Templat _
- erusLette Organize = | Open Burn MNew folder = 1 @
25 15TD .
-3 By ca DATA (D) *  Name Date modified Type
B3 Other MassHunter
| QuantReport AuditTreit o & nus Lonoms11anan  XLTX File
Layouts = open
leg Restore previous versions
i-9] Search Resuls Methods
Report Templ R =D +| & Agient OpenLABECM |
e = ]y Compressed (zipped) folder
. o BE  Deskiop (create shoricut)
" [ Documents
e Create shortcut § Fax recipient

licem) Delete 1 Mail recipient
| Drugt Rename 3 DVDRW Drive (E)
s Envin ™ 4 [ - Properties L gems (\WmustangtsOl) (Z:)

QuantReport_AuditTrail_B_06_00.xltx Date mediied: 472072015 IT:10 AM

XLTX File Size: 29.7 KB
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A GC/MS Acquisition - Edit the Pre-defined “Reason for Change” List 57
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Chapter 6 describes how to view or print audit-trail logs and how to enable or
disable the audit reasons shown in logs in both MassHunter GC/MS Acquisition
and Quantitative Analysis.
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6. Audit Trails

GC/MS Acquisition -
Enable/Disable Audit
Reasons

To enable or disable this feature:

1. Access the Configuration Editor.

2. Select: Audit Trail > Enable/
Disable Audit Reasons.

GC/MS Acquisition - Enable/Disable Audit Reasons

Depending on how you configure MassHunter GC/MS Acquisition, each time a user
initiates an action which may result in modification to a sequence file, method file, or
instrument configuration, they may be prompted for a reason for that modification. The
reasons they enter are recorded in the audit-trail log.

With this feature enabled, when a user modifies a regulated record they will be prompted
for a reason for the change. The user may then:

+ Select a reason from a pre-defined list of reasons.
(There are three separate pre-defined lists; one for Methods, one for Sequences, and
one for Instrument Configurations.)

+ Enter a custom reason as free-form text. The length of the free-form text will be limited
only by available system resources.

With this feature disabled, when a user modifies a regulated record, the date, time, and
user's name of the change is still recorded; however, the reason for the change (the
description column) is left blank.

3:"_, Agilent GCMAS Instrument Configuration

File  Configure | AuditTrail | Help

i |7 Wiew Instrurnent &udit Trail

I Emable/Disable Audit Reasons
hdanage bethod Audit Reasan lists..,

fanage Sequence Audit Reason lists..,

Ma tanage Instrument Sudit Reason lists,,
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6. Audit Trails

GC/MS Acquisition -
Edit the Pre-defined
"Reason for Change” List

To modify one of these pre-defined

lists:

1. Inthe Configuration Editor, select
Audit Trail > (Manage Method
Audit Reason lists), (Manage
Sequence Audit Reason lists),
or (Manage Instrument Audit
Reason Lists).

2. To edit or delete an item:

3. To add a new item to the list:

GC/MS Acquisition - Edit the Pre-defined “Reason for Change” List

If the Audit Reasons feature is enabled, when a user modifies a method, sequence, or
instrument configuration, he will be prompted for a reason for the change. He can then:
» Select a reason from a pre-defined list of reasons, or

» Enter a custom reason as free-form text.

There are three separate pre-defined lists, one for:
* Method changes

» Sequence changes

+ Instrument Configuration changes

%} Agilent GCAMS Instrurnent Configuration

File  Configure | Audit Trail | Help

1| ® Wiew Instrument Sudit Trail

Enable/Disable Audit Reasons
Manage Method Audit Reasan lists..,

Manage Sequence Audit Reason lists.,

Ma Manage Instrument Audit Reason lists..,

a Select the pre-defined reason you want to edit or delete, and click Edit/Clear.

b Edit the pre-defined text or clear the text shown to delete the reason, and click OK.

a2 METHODS: Edit/Clear, or add Mew reason (=30

<E rited Herer
Mew configuration parameters

[ E dit/Clear ] l New ] l Done ] l Help ]

a Click New.

b Enter the text you want to show in the list of pre-defined reasons (for example,
changed oven ramp parameters), and click OK.

o2l METHODS: Edit/Clear, or add New reason @
<Enter Re: ere>
Mew configuration parameters
l E dit/Clear l l Mew l l Done l l Help I
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6. Audit Trails GC/MS Acquisition - View Instrument Audit Trail

GC/MS Acquisition -
View Instrument Audit Trail

To view a log of any edit made to the
instrument configuration, in the
Configuration Editor, select Audit
Trail > View Instrument Audit Trail. Eneble/Die Audit fasers =

Manage Method Audit Reason lists... ;
- gilent GC/MS Instrument Configuration
Manage Sequence Audit Reason lists...

I File Configure | AuditTrail | Help

1% View Instrument Audit Trail |

flonle Gc GCIP Workdiow Mode Laboratory D Number

N Manage Instrument Audit Reason lists...

View Instrument configuration audit trail

5! Audit-1rail Log Viewer UnMassHunter\aLMaSELURE\ L\ umulativeAudit | rail.xmi

Date/Time Instrument Operator Change Description
b | Thursday, February 05, 2015 9:51:... | prodsup01 AGILENT\PROD...
Thursday, February 05, 2015 7:38:... | prodsup01 AGILENTWPROD... | Updated instrument corfiguration for D:\MassHunter\GCMS
Thursday, February 05, 2015 7:38:... | prodsup01 AGILENTWPROD... | Initial Instrument audit trail
Loggable Modifications
Eventilime Thursday, February 05, 2015 9:51:34 4 User ldentifier
Event Description Updated instrument corfiguration for D:\MassHunter\GCMSSECURE1
System |dentifier prodsup01
Identifier Description
’ Mass Spectrometer Address changed from 130.27 55 81to 130.27.109.132
4 Gas Chromatograph Address changed from 127.0.0.1t0 130.27.109.131
GC/MS Acquisition - In MassHunter GC/MS Acquisition, select Method > View Method Audit-Trail Log.
View and Print a Method (Displays the Audit-Trail log for the currently loaded Method.)
Audit-Trail Log + To print the Summary Audit-Trail log, view the log, and then click Print.

+ To print the Details Audit-Trail log, view the log, select Detailed Print, and then click
Print.

+ To preview the log before printing, view the log, and then click Print Preview. This
displays a copy of the report in the Microsoft Report View, which you may review before
printing.
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6. Audit Trails GC/MS Acquisition - View and Print a Sequence Audit-Trail Log

GC/MS Acquisition = In MassHunter GC/MS Acquisition, select Sequence > View Sequence Audit-Trail Log.
View and Print a Sequence (Displays the Audit-log for the currently loaded Sequence.)
Audit-Trail Log * To print the Summary Audit-Trail log, view the log, and then click Print.

+ To print the Details Audit-Trail log, view the log, select Detailed Print, and then click
Print.

+ To preview the log before printing, view the log, and then click Print Preview. This
displays a copy of the report in the Microsoft Report View, which you may review before

printing.
GC/MS Acquisition -
View and Print an
Instrument Configuration
Audit-Trail Log
In the Configuration Editor, select
AuditTrail > View Instrument Audit- g Agilent GCME Instrurnent Configuration
Trail. (Displays the log for each File  Configure | AuditTrail | Help
configured instrument.) 119 | View Instrument Audit Trail

Enable/Disable Audit Reasons
Manage Method Audit Reason lists..

Manage Sequence &udit Reason lists..,

Ma Manage Instrurnent Audit Reason lists...

+ To print the Summary Audit-Trail log, view the log, and then click Print.

* To print the Details Audit-Trail log, view the log, select Detailed Print, and then click
Print.

+ To preview the log before printing, view the log, and then click Print Preview. This
displays a copy of the report in the Microsoft Report View, which you may review before
printing.
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6. Audit Trails

Quantitative Analysis -
Audit Trail Overview

Quantitative Analysis - Audit Trail Overview

MassHunter GC/MS Quantitative Analysis operating in the Compliance mode provides
audit reports that include details of each time a Batch Analysis, Method Development,
Batch Review or Report command is used.

Additionally, as this mode is designed to support the requirements of the U.S. Food and
Drug Administration (FDA) regulations and the handling of electronic records and
electronic signatures published as 21 CFR Part 11, records are treated as regulated
records.

Based on the settings in the Audit Trail Management program (ATM), each time a user
issues a command in MassHunter Quantitative Analysis, they may be prompted to supply
one, or both, of the following:

» Supply a reason for the change

» Supply their valid user name and password

The information entered at the time they issue the command is included in the audit
reports.
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6. Audit Trails Quantitative Analysis - Generate an Audit Report

Quantitative Analysis = Audit reports are generated in the same manner as all other reports in MassHunter
Generate an Audit Report Quantitative Analysis. Refer to your online Help for more details on generating reports. The
following is a brief summary of generating a batch audit trail report.

Select Report > Generate...

E Agilent MassHunter Quantitative Analysis (for QQQ) - DrugsOfabuse - DrugsOfAbuseDerma-si
File Edit “iew Analyze Method Update Library | Report| Tools Help

0 H| G [;E Analyze Batch = | @) La |€_,j-' Generate.., |] Rest
Batch Table Open Report Folder..,
Sample: @] Sample-2 v ﬂ ‘-15' Queue Wiewer.,,
Sample Query... o et
@ 4 Mame Drata File Type evel| Brg, LateTime E®p. Conc.
»| | |Sample? | CMaMSam 02d | Sample | |5r12/2006 215PM | |
| |Sampled | CMAMSam_03d | Sample | [5r1z2/2006 18P | |
2. Click New to create a method B o —
s o enerate Report
template for the Audit Trail "
Report. Batch fil:
Eatch falder -4kt a-pf-b0701-21 8304ProjectFileshD atat A 0 84D rugsl
E atch file: Drugs0fabuzel emao-small. batch. bin
Repaort folder:

M:\mhqtha-pl-b0701 -21 530\ FrojectFileshD ata’ 0 D0MDrugs ibbuseh

Fieport methaod:
Choose... i MHew... |
5 amples/Compounds:

Al zamples Chooze samples. .
All compounds Choose compounds...

Generate:

@ Generate reports now
[] Open report folder after reparts generated

() Queus repart task

Cancel

ClICk Add Template'" B Na\”gate [ Report Method Edit Quantitative Analysis) =<
to the location in ECM where you R G Tl
DiH|% B9 |a

saved your report templates, and Terdtc | Feoke | i setirgs]

Templatz Repart mode Destination file. Publish format Languags Page Size Printer Open published file Post Process. At Tral Repert
select, the report template you P e T . . P S g =
wish to use. (For example,
AuditTrail.report.xml.)

! >
Add Templals ]! Remove Tenplats | Edi Post Pragsssss.
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6. Audit Trails Quantitative Analysis - Generate an Audit Report

4. Be sure to check the Audit Trail
box. If using the PDF report
template, you do not need to
check the Audit Trail box.

Click Save and Exit.

Click OK. The report is generated
to the destination listed.

Generate Report @
Batch file:
Batch folder: :mhgtha-pf-b0707 -21 8304 ProjectFileshD atat QO DD ugsl
Batch file: Drugs0fsbusel ema-small batch. bin
Feport folder:

M:Amhatha-pF-b0701-21 830 ProjectFileshD atab 300 Drugs0idbuse\d

Feport method:
M:Ambgtha-pf-b0701-218304ProjectFileshD ata\Q Q0N DrugsOfabuse\D0&_Reporttdethc

[ Choose... ][ Mew... ][ Edit...

Samples/Compounds:

All zamples Chooze samples...
All compounds Chooze compounds...

Generate:
@ Generate reports now
[] Open report folder after reports generated

() Queue repart task

ok ] [ Cancel
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6. Audit Trails

Quantitative Analysis -
Enable/Disable Audit
Reasons

To enable or disable this feature for a
command:

1. Start the Audit Trail Map (ATM).

2. Enter ECM system administrator

Quantitative Analysis - Enable/Disable Audit Reasons

The Audit reason feature is enabled on an individual command basis.

A

ol
Configuratio
il

{3 ECM Login E==
credentials.
Server URL:  httpi/quant-dsdev.scs.agilent.com/ec
Username: admin
Password: | essesssesss
Account:  GCMS
Domain:  built-in ()
Remember account & domain
]
3. There are four MassHunter
Quantitative Analysis Roles fﬁ:Tj:"ﬁwmm =l
(Command Groups). Batch Analysid Reauired Uner Rl to sxacote commands n thie
Method Development group
Select the group to which the 22:‘::“”“” Batch Analysis
command belongs. For example, [ Approver

[E] :Archive Administrator
[C] :Archive Agent
[71:BPM User

[E :Contributor

[C] Folder Administrator
[C] Reader

[T] :Retention Manager
[ :Scheduler Administrator
[C] :Scheduler Agent

[C] :System Administrator
Analysts

Developer

select the Batch Analysis group if
the command is a Batch Analysis
command.

MassHunter Roles ECM Roles

(Command Groups)
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6. Audit Trails Quantitative Analysis - Enable/Disable Audit Reasons

4. Click the arrow in front of the
group name to display the full list

F

\ Y Q ATM Configuration \ = IFET”7§37|
of commands associated with File Hel
1 P
this group. 4 |Batch Analysis * | iaee Niliiation and Rsaan
CmdAddSample E '
CmdAnalyze =

CmdApplyMethodToAllSamples

CmdCalibrate . .
CmdClearCalibration & Requires User Validation

|_| Requires Command Reason

CmdClearManuallntegration
CmdClearResults
CmdlmportSamplesFromWorklist
Cmdintegrate
CmdManuallylntegrateApplylstdRtTo
CmdManuallylntegrateApplyTargetRs

m

CmdManuallylntegrateDropBaseline
CmdManuallylntegrateMerge
CmdManuallylntegratePeak
CmdManuallylntegrateQualifierPeak
CmdManuallylntegrateSnapBaseline
CmdManuallylntegrateSplit
CmdNewBatchTable
CmdOpenAndApplyMethedFromFile
CmdQuantitate
CmdRemoveCalibration
CmdRemaveSample |4

CmdRemoveSamples
CmdRestorelntegrationParameters
CmdRestoreQualifierintegrationParar
CmdSaveBatchTable
CmdSaveBatchTableAs
CmdSelectPeak
CmdSetintegrationParameters

P T .
< n »

64



6. Audit Trails Quantitative Analysis - Enable/Disable Audit Reasons

Select the command for which In this example the AddSample command is selected.
you want to activate the User
Validation and Reason feature.

Enable either one or both of the = S
validation requirements. - Gl T = | 2L
File Help
“ 8 User Validation and Reason
CmdAddSample
CmdAnalyze CmdAddSample
CmdApplyMethodToAllSamples I Requires Command Reason
CmdCalibrate -
CmdClearCalibration || Requires User Validation
Select any additional commands
in this group and set their
validation requirements, as
desired.
Click the arrow once again to
return to the previous view and
repeat the process for commands
in another group, if desired.
When you are finished, select
File > Save to save the changes.

. Now, when a user completes this If either one of the validation reasons was unchecked in ATM, it will be greyed out on this
command in MassHunter, they screen. If both “Required Command Reason” and “Requires User Validation” were checked
will be presented with a screen in ATM, both must be completed in MassHunter, as shown in this example.
similar to the following. - -

Useralidation and Reason ¥ | =|

Action:  Create a new method manually from sampl

User and Password [w
This operation requires valid user and password

User. Usemame

RN

Password:

Reason:
This operation requires reason

You reason for creating the new method
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6. Audit Trails Quantitative Analysis - Enable/Disable Audit Reasons
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MassHunter Quantitative Analysis
Command Groups

Overview 68

Batch Analysis Command Group 69
Method Development Command Group 70
Batch Review Command Group 71

Report Command Group 71

Chapter 7 provides a complete list of all the commands in each MassHunter
Quantitative Analysis command group: Batch Analysis, Method Development,
Batch Review, and Report.

See “Assaociate ECM Roles to MassHunter Quantitative Analysis Command
Groups” on page 47 for details on how to associate these to Quantitative
Analysis users.
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7. MassHunter Quantitative Analysis Command Groups Overview

Before using MassHutner Quantitative Analysis, each user must be assigned to an ECM
Role (listed in the right column of the ATM program).

Each ECM Role is associated with one or more MassHunter Quantitative Analysis
individual commands or command groups (shown in the left column of the ATM program).

There are four MassHunter Quantitative Analysis command groups in ATM:

» Batch Analysis

* Method Development

+ Batch Review

* Report

The tasks a user may perform in MassHunter Quantitative Analysis are based on which
Command groups are associated with the ECM Role to which they are assigned. See

“Associate ECM Roles to MassHunter Quantitative Analysis Command Groups” on page 47
for details.

For example, here all users included in the System Administrator, Analysts, and Developer
ECM Roles, have access to the MassHunter Report commands.

L3 ATM Configuration EI@
File Help
! Batch Analysis Required User Role to execute commands in this group
I Method Development
L BachBoiew S
“ M [E1 :approver
EditReportMethod [T :&rchive Administrator
GenerateReport [T :vrchive Agent
[E1:8PM User
[T Contributor
[T :Falder Administrator
[T :Reader
[C] :Retention Manager
[[] :5cheduler Administrator
[] :Scheduler Agent
:System Administrator
Analysts
Developer

MassHunter Roles ECM Roles
(Command Groups)

Each Command group is described below.
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7. MassHunter Quantitative Analysis Command Groups Batch Analysis Command Group

Batch Analysis Command
Group

In the Batch Analysis command group there are commands used for routine batch analysis
tasks such as:

* Add or Remove samples

» Analyze, Calibrate, and Integrate the Batch

+ Save

The complete list is shown below. Notice, in this example, only those users assigned to

either the Analysts or Developer group will have access to these commands in
MassHunter Quantitative Analysis.

3 ATM Configuration — a >

File  Help

=~ Command Groups
=) Batch Analysis
- CmdAdd Sample
- CmdAnalyze
- Cmd ApplyMethod ToAll Samples
- CmdCalibrate
- CmdClearCalibration
- CmdClearManualIntegration
- CmdClearResults
- Cmd Import Samples FromWorklist
- CmdIntegrate
- Cmd Manuallyintegrate Applylstd Rt To Tanget
- CmdManuallylntegrate Apply Target Rt ToQualifier
- CmdManuallyintegrate DropBaseline
- CmdManuallyIntegrate Merge
- CmdManuallyIntegrate Peak
- Cmd ManuallyIntegrate QualfierPeal:
- CmdManuallylntegrate Snap Baseline
- Cmd ManuallyIntegrate Split
- CmdMNewBatch Table
- CmdOpenAnd ApphyMethodFrom Batch
- CmdOpenAnd ApplyMethodFromFile
- CmdQuantitate
- CmdRemoveCalibration
- Cmd Remove Sample
- CmdRemove Samples
- CmdRestorelntegrationParameters
- CmdRestoreQualifierintegration Parameters
- CmdSaveBatch Table
- CmdSaveBatch TableAs
- Cmd Select Peak
- Cmd5Set IntegrationParameters
- Cmd Set Integrator
- Cmd Set Peak Attribute
- Cmd Set Peak QualifierAtribute
- Cmd SetQualifierintegration Parameters
- Cmd5Set Sample Attribute
- Cmd Set TargetQualifierAttribute
- Cmd ZeroOut Peak
[+~ Batch Review
[+ Method Development
[+~ Repart
- Settings
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7. MassHunter Quantitative Analysis Command Groups Method Development Command Group

Method Development In the Method Development command group there are commands used for routine method
Command Group development tasks such as Create, Import, and Save a new Method.

The complete list is shown below. Notice, in this example, only those users assigned to the
Developer group will have access to these commands in MassHunter Quantitative
Analysis.

£ ATM Configuration - O >

Eile Help

[BE Command Groups

(- Batch Analysis

Batch Review

- Method Development

- CmdAddMethodCalibration

- CmdAddMethod Target Compound

- CmdAddMethod TangetQualifier

- CmdAppendMethodFrom Acquisition

- CmdAppendMethodFromFile

- CmdAppendMethodFromScanData

- CmdAverageQualfierRatios

- CmdAverage Retention Time

- CmdCleanUpCalibration Table

- CmdCopyCalibrationLevels

- CmdCreatefcgMethod FromGuant SIMMethod
- CmdCreateDynamicQuant Targets

- CmdCreatelevelsFromCal Samples

- CmdCreateLevelsFromFile

- CmdCreateMethod FromCefFile

- CmdCreateMethodFromChromatographicData
- CmdCreateMethodFrom Library

- CmdCreateMethodFromScanData

- CmdCreateNewMethod

- CmdCreateSeral DilutionLevels

- CmdCreateSenal DilutionLevelsForCompounds
- CmdDuplicateCompounds

- CmdImport Method FromAcquisition

- CmdImport Method From Batch

- CmdImport Method FromFile

- CmdImport Method From Sample

- CmdRemoveMethodCalibration

- CmdRemoveMethod TargetCompound

- CmdRemove Method TargetQualifier

- CmdSaveMethodAs

- CmdSetBatchExdended Property

- CmdSetCalibration Attribute

- CmdSetLevelEnable

- CmdSetMethodCalibrationAttribute

- CmdSet Method Tanget Compound Attribute
- CmdSetMethod TargetCompound Attributes
- CmdSetMethod TargetGualifierAttribute

- CmdSetMethod TargetGQualfierAttributes
- CmdSet TargetCompoundAttrbute

- CmdSetupManuallylntegrate Peak

- CmdSetupManuallyintegrateQualifierPeak
- CmdSetUpReference Spectra

- CmdShift Retention Time:

- CmdStart Method Editing

- CmdSwapQualifierWithQuantifier

- CmdUpdate MassAssignment

- CmdUpdateCGualfierRatio

- CmdUpdateGualfierRatios

- CmdUpdate Retention Time

- CmdUpdate Retention Time From [STD

- CmdUpdate Retention Times

- Edit Report Method

[+ Report

- Settings
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7. MassHunter Quantitative Analysis Command Groups Batch Review Command Group

Batch Review Command
Group

In the Batch Review group there is a single command:
» OpenBatchTable

Notice, in this example, those users assigned to either the Analysts or Developer group
will be able to Open a Batch in MassHunter Quantitative Analysis.

£} ATM Configuration

File  Help

=R Command Groups
- Batch Analysis

-|- Batch Review

¢ i.CmdOpenBatchTable
Method Development

¢ [ Report

... Settings

Report Command Group

In the Report group there are two commands:
+ EditReportMethod

* Generate Report

Notice, in this example, those users assigned to the System Administrator, Analysts, and
Developer group will be able to use these commands in MassHunter Quantitative Analysis.

£ ATM Configuration - O x

Eile  Help

B Cormend Grous|

| M- Batch Analysis

Batch Review

- Method Development

=~ Report
GenerateMethodReport
‘.. Generate Report

n




/. MassHunter Quantitative Analysis Command Groups Report Command Group
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MassHunter Acquisition Windows
Security Groups

Overview 74

Sequence Menu 75

GC - Instrument Menu 75

MS - Instrument Menu 76
CTC/PAL - Instrument Menu 76
Miscellaneous Instrument Menu 77
View Menu 77

Batch Menu 78

Checkout Menu 78

Change Group Privileges 79

Chapter 8 provides a list of the default privileges assigned to the pre-defined
Windows security groups QuantAdministrators, QuantBatchAnalyzer,
QuantBatchReviewer, QuantMethodDeveloper, and Quant Report Generator, which
are used in MassHunter GC/MS Acquisition. The permissions are grouped by
their function.

The privileges each user has in MassHunter GC/MS Acquisition are based on
the Windows security group to which they have been assigned. After you have
reviewed the roles and responsibilities associated with these groups, assign
each MassHunter GC/MS Acquisition user to one of the groups. See “Assign
Users to a Windows security group” on page 22

Agilent Technologies



8. MassHunter Acquisition Windows Security Groups Overview

Overview The privileges each user has in MassHunter GC/MS Acquisition are based on the
Windows security group to which they have been assigned. After you have reviewed the
roles and responsibilities associated with these groups, assign each MassHunter GC/MS
Acquisition user to one of the groups. See “Assign Users to a Windows security group” on
page 22

Method Menu Default privileges to entries under the Method menu and Method icons are listed in the
following table. See “Change Group Privileges” on page 79 for details on how to change
these settings.

Analyst Analyst Analyst

Method Menus and Icons | I n Manager
Additional method information v v v
Load Method v v v
Run Method v v v
RTL — Acquire RTL Calibration Data v v v
RTL — Unlock Method or Relock Method v v v
Edit Entire Method v v
Edit Method Information v v
Print Method 4 v
Save or Save As Method 4 4
Intelligent Sequence v v
Parameters — Edit or Print

Use Classic DA menu v v
Edit Intelligent Sequence Parameters v
Edit Method 7
Set Default Paths v
View Method Audit Trail 4
Zip/Unzip Method and Data v
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8. MassHunter Acquisition Windows Security Groups Sequence Menu

sequence Menu Default privileges to entries under the Sequence menu and icons are listed in the following
table. See “Change Group Privileges” on page 79 for details on how to change these
settings.

Sequence Menus and Icons Analystl Analystll Analystlll Manager
Simulate Sequence v v v v
Load Sequence v v v
Run Sequence v v v v
Save Sequence v v v
View Sequence Log v v v
View Sequence Quality Log v v v
Edit Sequence v v v
Position and Run Sequence v v v
Print Sequence Log v v v
Save Sequence As v v
Additional Sequence Options v v

GC - Instrument Menu Default privileges to entries under the GC segment of the Instrument menu and icons are
listed in the following table. See “Change Group Privileges” on page 79 for details on how
to change these settings.

GC - Instrument

Menus and Icons Analyst]l Analystll Analystlll Manager
GC Show/Hide Status v v v v
GC Sleep v v v v
GC Wake v v v v
GC Parameters v v
GC Real Time Plots 4 4
GC Sample Prep v v
GC Configuration v
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8. MassHunter Acquisition Windows Security Groups MS - Instrument Menu

MS - Instrument Menu

CTC/PAL - Instrument
Menu

Default privileges to entries under the MS segment of the Instrument menu and icons are
listed in the following table. See “Change Group Privileges” on page 79 for details on how
to change these settings.

MS - Instrument
Menus and Icons Analystl Analystll Analystlll Manager

MS Vacuum Control 4 4 v
MS Tune File 4
MS CI Control

Tune MSD

Edit Tune Parameters

MS Edit Parameters

MS Temperatures

Configure MS Source

Select MS Tune File

MS Status Panel

NIENENENEN ENENEN
NENENENEN ENENEN

Apply button
Edit button

Override button

Default privileges for access to entries under the CTC/PAL segment of the Instrument
menu and icons are listed in the following table. See “Change Group Privileges” on page 79
for details on how to change these settings.

CTC/PAL Instrument

Menus and Icons Analystl Analystll Analystlll Manager
Change Configuration v
Configuration

Edit Cycles

Edit Method

Import Cycles

NN NN
NI N RN RN

Parameters
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8. MassHunter Acquisition Windows Security Groups Miscellaneous Instrument Menu

Miscellaneous Instrument Default privileges to miscellaneous entries under the Instrument menu and icons are listed
Menu in the following table. See “Change Group Privileges” on page 79 for details on how to
change these settings.

Miscellaneous Items on the

Instrument Menu and Icons Analystl Analystll Analystlll Manager
Switch Filament v v v
ALS Parameters v v
Backflush Wizard v v
HeadSpace Parameters 4 v
Inlet/Injection types v v
Edit Monitors v v
QTOF MassCal v v
HeadSpace Parameters v
View Menu Default privileges to entries under the View menu and icons are listed in the following

table. See “Change Group Privileges” on page 79 for details on how to change these
settings.

View Menus and Icons Analystl Analystll Analystlll Manager

Data Analysis v v v v
Instrument Control
Arrange Monitors
Chromatogram
Save Layout

Spectrum

NN N NN RN
NN N NN RN

Tile Horizontal

RN ENEN NN
N ENE NN NN

Tune and Vacuum Control
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8. MassHunter Acquisition Windows Security Groups Batch Menu

Batch Menu Default privileges for access to entries under the Batch menu and icons are listed in the
following table. See “Change Group Privileges” on page 79 for details on how to change
these settings.

Batch Menu and Icons Analyst] Analystll Analystlll Manager
Run Batch v v v v
Load and Run Batch v v v v
Load Batch v v v v
Set Up and Run Batch — short menu 4 v v v
Simulate Batch v v v v
Position and Run Batch v v v
Print Batch v v v
Print Batch Log v v v
Print Post-Batch Sequence Table v v v
Print Pre-Batch Sequence Table v v v
View Batch Log v v v
Save Batch v v v
Edit Batch v v v
Select Post Batch Reports v v
More Batch v v
Checkout Menu Default privileges to entries under the Checkout menu and icons are listed in the following

table. See “Change Group Privileges” on page 79 for details on how to change these
settings.

Checkout Menu and Icons Analyst] Analystll Analystlll Manager
Evaluate Tune v v v v
High Mass Check v v v v
Sensitivity Check v v v v
Checkout Tune v v v v
v v v v

View Previous Tunes...
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8. MassHunter Acquisition Windows Security Groups Change Group Privileges

Change GI’Ole Privileges During installation, MassHunter GC/MS Acquisition created four Windows security
groups.

» Manager (The highest level of privileges)
» Acquisition Analysts llI
* Acquisition Analysts Il

* Acquisition Analysts | (The lowest level of privileges)

To change these settings:

Login to your workstation with
Windows Administrator
privileges.

Double-click Configuration E

Editor. w lui%}

3. Provide a valid user name and

password, and click Login. RRentAS ECM Lagin =
Server URL: hitp: //zczopenlab. soz. agilent. com E]
Uzername: prodzupgoms
Paggword: T
Account: lsca
I Domain: anilent @ h
[ Remember account & domain
[ Login ] [ Cancel ]

4' In the Conflguratlon Edltor’ seIeCt %} Agilent GC/MS Instrument Configuration

conflgure > Manage ROIes and File | Configure | AuditTrail Help
RespOHSIbllltles. i Instrument...

Set MS System Pressure Units

| hanage Raoles and Responsibilities.., ‘ Current Ag”en-t @
— Specify Secured User Password Reset.., —_—

Specify Idle Timeout interval...

Simulator 330 7000

79



8. MassHunter Acquisition Windows Security Groups Change Group Privileges

5. Click the column heading to sort

o gl B Roles and Responsibilities Editar :

the list by Description, and locate _

the responsibility you want to Responsibility Description Minimum Role Reguired

Change. Instrument - Edit Monitors (menu) Acquisition Analysts I -
Instrument - CTC/PAL Parameters (icon) Acquisition Analysts I
Instrument - CTC/PAL Import cycles (menu) Acquisition Analysts I
Instrument - CTC/PAL Edit method (menu) Acquisition Analysts I

In the Responsibility column,

select the item you want to

modify, Method load menu, for

example.

DOUbI_e CIICk the corre3p0ndlng B Roles and Respaonsibilities Editar @

entry in the Role column to _
Responsibility Description Minimum Role Required

display a drop-down selection

R Method - Load Method {(menu and icon) - o

I|St. Acquisition AnalystsI |
Method - Print Intelligent Sequence Parameters menu Acquisition Analysts I

Method - Print method (menu)

Methad - RTL Relock (menu)

Method - RTL Unlack (menu)
hathad - Bun Mathad fmann and irand

Acguisition Analysts I

Acquisition Managers

8. Select the new Minimum Role For example, you could change the Load Method menu:

you want to use for this
Responsibility.

* From a minimum role requirement of Analyst |

* To a minimum role requirement of Analyst Il
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9
Supported Network Topologies for
Compliance Security Mode

Single GC/MS Workstation (Acquisition PC) 82

GC/MS Workstation (Acquisition PC) Plus a Data Review Station
(Review PC) 82

GC/MS Workstation (Acquisition PC) Plus Data Processing (Process PC)
Plus Data Review (Review PC) 83

Scaled Network Solution Multiple GC/MS Systems 83

Scaled Network Solution Multiple GC/MS Systems + Multiple
Processing and Review Stations 84

Chapter 9 includes examples of the network configurations supported by
MassHunter compliance mode.

All supported configurations require an ECM server installation of version
3.4.1 SP2 or greater.

i Agilent Technologies



9. Supported Network Topologies for Compliance Security ModeSingle GC/MS Workstation (Acquisition PC)

Single GC/MS Workstation » Datais acquired, processed, reviewed and approved on a single GC/MS Workstation
(Acquisition PC) (Acquisition PC).
» Data and Results are secured using OpenLab ECM Server.

ce/vs Y Acauisition P=Y conr sorver
Instrument PC

Data
Results

GC/MS Workstation + Data is collected and processed on a GC/MS Workstation (Acquisition PC).
(AchISItIOIl PC) Plus a + All data is secured using OpenLab ECM Server.
Data_Rewew Station » Results are reprocessed and approved on a second PC (Review PC).
(Review PC)
GC/MS . Acquisition “ ECM Server Review
Instrument PC PC

Collect Secure Reprocess
Data Data Data

Process Approve
Data Results
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9. Supported Network Topologies for Compliance Security ModeGC/MS Workstation (Acquisition PC) Plus Data

GC/MS Workstation
(Acquisition PC) Plus Data
Processing (Process PC)
Plus Data Review (Review
PC)

Scaled Network Solution
Multiple GC/MS Systems

Instrument

Data is collected and processed on a GC/MS Workstation (Acquisition PC).
All data is secured using OpenLab ECM Server.

Results can be reprocessed and approved on a separate PC (Process PC).

Results can also be reviewed on an additional PC (Review PC).
Process

PC PC
Collect Secure Process
Data Data Data

Review
PC

GC/MS . Acquisition “ ECM Seir;,rérr

Review
Data

» Alab acquires, processes, reviews, and approves data from a single instrument on a

single PC, as illustrated in the brackets below.

+ Data and Results from multiple instruments are secured using OpenLab ECM Server.

Therefore, a lab could have multiple versions of what is in the brackets, all going in to
the same OpenLab ECM server.

GC/MS . Acquisition
Instrument PC

Collect
Data 9
Process
Data
Approve
Results

n x GC/MS

“ ECM Server

Secure
Data
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9. Supported Network Topologies for Compliance Security Mode Scaled Network Solution Multiple GC/MS

Scaled Network Solution » Alab collects and processes data on one acquisition PC.

Mu“iple GC/MS SVStems + * Results from any instrument can be reprocessed and reviewed from alternate PCs.
Multiple Processing and )

Review Stations

All data is secured using OpenLab ECM Server.

GC/MS . Acquisition
Instrument PC

Collect
Data

Review
PC

“ ECM Server

A
2 4
v

Reprocess
Data

Approve
Results

Process
Data

n x GC/MS ' 'm x Review PCs
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