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In this Guide ...

This installation guide provides instructions to install Agilent OpenlLab CDS
ChemStation Edition Networked Workstations or Distributed Systems.

Table 1 Terms and abbreviations used in this document

Term Description

AlC Agilent's Analytical Instrument Controller

CDS Chromatography Data System

ChemStation OpenlLab CDS ChemStation Edition

Control Panel OpenLab Control Panel

Microsoft Control Panel Part of the Microsoft Windows operating system

Secure Workstation Secure Workstation for OpenlLab CDS ChemSta-
tion Edition
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1 Installation Order Overview

This chapter provides an overview of the required and optional steps for the
installation and configuration of Networked Workstations or Distributed Systems.
For details on the upgrade procedure, see the "Upgrade to a New Software Version'
chapter.

2 Prepare your PC

This chapter describes how to configure a non-Agilent-delivered PC.
Agilent-delivered PC Bundle systems are delivered with the supported pre-installed
Windows operating system and are configured for optimum performance.
Non-Agilent PCs require some manual configuration changes in order to provide
optimum performance.

3 Install the Software

This chapter describes the preparation of third-party tools and the installation of an
OpenLab CDS Shared Services server, Networked Workstation, CDS Client, or
Agilent's Analytical Instrument Controller (AIC).

4 Optional Procedures

This chapter contains information on the Software Verification Tool, ChemStation
folder protection, and other helpful procedures.

5 Licensing

This chapter describes how to obtain and install a licence.

6 Upgrade to a New Software Version

This chapter describes the upgrade to OpenlLab CDS ChemStation Edition C.01.10
in a Networked or Distributed System.

7 Uninstall the Software

This chapter contains information on the uninstallation by using the Openlab
Uninstallation Wizard.

8 Troubleshooting

The chapter gives some troubleshooting hints.
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1 Installation Order Overview

Networked Workstation 8
Distributed System 10

This chapter provides an overview of the required and optional steps for the
installation and configuration of Networked Workstations or Distributed
Systems. For details on the upgrade procedure, see the "Upgrade to a New
Software Version" chapter.
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1 Installation Order Overview

Networked Workstation

Follow these steps to install OpenlLab CDS ChemStation on a networked system.

— i

'TJ

v

WorkStation

OpenLab CDS OpenLab ECM Server
Shared Services (optional)
Server

Figure 1 Networked Workstation configuration (example)
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1 Installation Order Overview

Prerequisites + Openlab ECM 3.x:

If you want to connect to an OpenlLab ECM 3.x server, this server must already
exist. An additional server running the Openlab CDS Shared Services Server
software must be installed as described.

* OpenLab Server or OpenlLab ECM XT:
If you want to connect to a such a server, this server must already exist.

OpenlLab Server and OpenlLab ECM XT include the Shared Services
components. Therefore, an additional server running the OpenlLab CDS
Shared Services Server software is not required.

« Database for Shared Services:

The database used by Shared Services can be hosted on Oracle, Microsoft
SQL Server, or PostgreSQL. Oracle and Microsoft SQL server must be installed
prior to the installation of the Shared Services server software. PostgreSQL
will be installed along with the OpenLab CDS Shared Services Server software.

“Run the Site Preparation Tool" on page 16.
“Install and Configure Third Party Tools” on page 18.
“Configure the Operating System” on page 28.

A WON =

If you do not connect to an existing server: “Install the OpenLab CDS Shared
Services Server” on page 42.

5 Set up an Authentication Provider and Storage Location. These procedures
are described in the OpenLab CDS ChemStation Edition Configuration Guide
(CD_CS_configure.pdf).

Alternatively, this can also be done after the installation is complete.
6 ‘“Install a Networked Workstation” on page 47.
After installation: “Configure the Antivirus Program” on page 52.
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1 Installation Order Overview

Distributed System

Follow these steps to install OpenLab CDS ChemStation on a Distributed System.

IlE Bl
L_LT_U‘

Client

Shared Services Server
Server

\ i L |
- . : ar
OpenLab CDS OpenLab ECM L L J’ J

Figure2  Distributed System Configuration (for example, with ECM)
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1 Installation Order Overview

Prerequisites + Openlab ECM 3.x:

If you want to connect to an OpenlLab ECM 3.x server, this server must already
exist. An additional server running the Openlab CDS Shared Services Server
software must be installed as described.

* OpenLab Server or OpenlLab ECM XT:
If you want to connect to a such a server, this server must already exist.

OpenlLab Server and OpenlLab ECM XT include the Shared Services
components. Therefore, an additional server running the OpenlLab CDS
Shared Services Server software is not required.

« Database for Shared Services:

The database used by Shared Services can be hosted on Oracle, Microsoft
SQL Server, or PostgreSQL. Oracle and Microsoft SQL server must be installed
prior to the installation of the Shared Services server software. PostgreSQL
will be installed along with the OpenLab CDS Shared Services Server software.

1 “Run the Site Preparation Tool” on page 16.

2 ‘Install and Configure Third Party Tools” on page 18.

3 If you use ECM 3.x: On the Openlab CDS Shared Services server:
“Configure the Operating System” on page 28.

4 0On the AICs and clients:
“Configure the Operating System” on page 28

5 |If you use ECM 3.x: “Install the OpenlLab CDS Shared Services Server” on
page 42.

6 ‘Install an Analytical Instrument Controller (AIC)” on page 55.
After installation: “Configure the Antivirus Program” on page 52
7 ‘“Install a Client” on page 63.

8 Ina Distributed System, you can also install Networked Workstations in
addition to the AIC and Openlab CDS Clients, thus creating a mixed topology.
For more information on Networked Workstations in Distributed Systems,
refer to the OpenLab CDS ChemStation Edition System Topologies and
Architectural Concepts guide (CDS_CS_Topologies.pdf).
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Prepare your PC

Install and Update Windows 13
Run the Site Preparation Tool 16
Install and Configure Third Party Tools 18

Set Internet Explorer as Default Browser 18
Install and Configure Adobe Acrobat Reader 19
Install the .NET Framework 21

Install Keysight IO Libraries Suite 22

Configure a Printer 23
Add a Network Printer as a Local Printer 24

Before You Begin 25

Configure the Operating System 28

About Configuration 28

Windows Configuration Check for OpenLab CDS ChemStation Edition 29
Manual Configuration Steps 30

Edit the Security Settings for LC/MS and CE/MS Systems 38

This chapter describes how to configure a non-Agilent-delivered PC.
Agilent-delivered PC Bundle systems are delivered with the supported
pre-installed Windows operating system and are configured for optimum
performance. Non-Agilent PCs require some manual configuration changes in
order to provide optimum performance.
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2 Prepare your PC

Install and Update Windows

On the OpenlLab CDS Shared Services server, do not install or configure any
server role or feature.

1 Install the Windows operating system from the Microsoft installation media
or qualified PC image media provided by your IT department. During the
setup, provide the computer name, administrator password and network
settings. Choose to either join an existing domain or set up the systemina
workgroup mode.

2 For Windows 10 Pro users: Update to the latest Windows 10 edition in
accordance to the guidelines of your local IT department.

3 To secure your system against viruses please install an antivirus program. Be
sure to open the firewall ports listed in the Firewall Settings in the OpenlLab
CDS ChemStation Edition Requirements guide
(CDS_CS_HW-SW-Requirements.pdf).

Running antivirus programs might influence the behavior and performance of
your computer. Some virus scanners might cause issues when used with
Openlab CDS. The application is tested with Symantec Endpoint Protection 14.0
MP2 and with Microsoft Security Essentials.

4 In the Microsoft Control Panel under System> Windows activation, click
Change product key. Enter a valid value to activate Windows.

5 Under Windows Update, click Check for updates to check for updates and apply
all critical security patches. Make sure that all Windows updates have been
performed before installing ChemStation (update settings may be configured
centrally by your IT department).

This setting is important to avoid data loss due to system reboot during data
acquisition.
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2 Prepare your PC

6 Disable or defer Windows updates (update settings may be configured
centrally by your IT department):

Windows 7:
In the Microsoft Control Panel, select Windows Update.
Select Change settings.

In the Important updates section, select Never check for updates. Clear
the other update options.

Restart the computer after update.
Windows 10:
Under Settings> Update & Security, select Advanced options.
Enter the number of days by which the update should be deferred.

7 Windows 10 and Windows 7 only: To configure remote settings: In the
Microsoft Control Panel navigate to System> Remote settings. On the Remote
tab:

In the Remote Assistance section, clear the check box Allow Remote
Assistance connections to this computer.

In the Remote Desktop section, select Don't allow connections to this
computer.

8 In the Microsoft Control Panel under Date and Time: Choose the time zone of
your regional location.

9 In the Microsoft Control Panel under Region (Region and Language for
Windows 7):

a Regional format options should be set to English (United States) from the
drop-down list.

b If regional format other than English (United States) is used, the following
settings are mandatory. The settings can be defined by clicking on the
Additional settings... button:

Decimal symbol = . (point)
Digit grouping symbol =, (comma)
List separator =, (comma)
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2 Prepare your PC

10 In the Microsoft Control Panel under Region (Region and Language for
Windows 7), on the Administrative tab:

a In the Language for non-Unicode program section, click Change system
locale....

b From the drop down list, select English (United States).

Do not change the system locale if you are using an English, Japanese or
Chinese Operating System.

Networked and Distributed System Installation
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2 Prepare your PC

Run the Site Preparation Tool

1 Run theinstaller as an administrator from the USB medium or from a
centralized folder.

2 From the Planning screen, select System Configuration Checker.

3 The Site Preparation Tool opens. Select the correct edition and setup of the
Openlab CDS software you are installing from the drop-down list:

« For the server configuration check, select OpenLab CDS Shared Server Core
A.02.XX.

To check a networked workstation, select OpenLab CDS ChemStation
Edition C.01.XX.

+ Tocheck a CDS client, select OpenLab CDS ChemStation Edition (CDS
client).

+ Tocheck an AIC, select OpenLab CDS ChemStation Edition (Instrument
Controller).

4 Select OK.

5 Complete page 1 of the Contact Information—System details by typing in the
fields provided.

+ System Location fields
System Information fields
+ Configuration fields

6 Review the system details and make any necessary entries. The system will
follow the paths specified.

7 Select the green check mark icon in the top left corner of the screen to begin
the software check. A summary report is displayed showing the results for
each check category. Results are expressed as Pass, Warning, Critical Warning,
or Fail.

Fail results must be corrected before continuing with the installation. Agilent
recommends investigating and correcting any Critical Warnings and Warnings
whenever possible before proceeding.
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2 Prepare your PC

If the firewall is controlled by security software, the Site Preparation Tool cannot
read the firewall settings because of security limitations and will display Status
"Fail" for the firewall settings.

In this case, make sure the firewall is disabled and enter the status in the Site
Preparation Tool report manually.

8 To view details of the report, select the appropriate link: System Hardware
Details, Operating System and Software Details, or Manual Verification Required.

9 To save the report, select the Save icon at the top left of the screen.

10 E-mail the saved report to your Agilent Service Representative for evaluation,
and for validation of your personal computer for Agilent Software Systems
Installs.
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2 Prepare your PC

Install and Configure Third Party Tools

Certain third party tools must be installed and configured on your PC. Some of
these tools can be installed directly from the Installation screen if you run the
OpenLab CDS ChemStation Edition Installer.

Set Internet Explorer as Default Browser

1 Windows 7, Windows Server 2016 and 2012 R2 only: In the Microsoft Control
Panel under Programs> Default Programs> Set default programs, select
Internet Explorer from the list, and click Set this program as default.

Windows 10 only: Navigate to Settings> Apps> Default Apps> Web browser,
select Internet Explorer as default Web browser.

2 Ifyou are using ECM, you must disable Compatibility View in Internet Explorer:
a Open Internet Explorer.
b Click the Tools icon, and then click Compatibility View Settings.
¢ Clear the Display intranet sites in Compatibility View check box.

Networked and Distributed System Installation 18



2 Prepare your PC

Install and Configure Adobe Acrobat Reader

Check if an existing Acrobat Reader version must be uninstalled

1 If Acrobat Reader is already installed, check its version number.
a Open Acrobat Reader.
b Select Help> About Adobe Acrobat Reader.
2 The version number has several ranges. The Continuous or Classic track is
indicated by the first two digits of the third range.
version 2017,008[30ps1

20 = Continuous track

30 = Classic track
If an older version of Acrobat Reader (2016 or lower, Xl or lower) or a Reader
version from the Continuous track (even with Acrobat Reader 2017) is installed

on your system, you must uninstall it first. Otherwise, the installation below
would result in an Acrobat Reader version that pushes automatic updates.

Install Adobe Acrobat Reader 2017 (Classic Track)

From the OpenLab CDS ChemStation Edition Installer, select Installation.
Under Third Party Tools, select Adobe PDF Reader.
The Acrobat Reader setup screen appears. Click Install to continue.

If Acrobat Reader was successfully installed, click Finish to exist the setup
screen.

Alternatively, you can install Acrobat Reader from the ChemStation
installation medium. It is available under Disk1/Tools/Adobe Reader.

Run AcroRdr_MUI.bat and follow the instructions of the Adobe Reader Setup
wizard.

During the installation, several Adobe Acrobat Reader settings are adjusted
automatically. For more details on the adjusted settings, see “Script to Apply
Adobe Acrobat Reader Settings” on page 20.

A WON =

When you open either Acrobat Reader or the ChemStation Report Viewer for the
first time, you will be asked to confirm the Adobe Reader license agreement. On a
Networked WorkStation, this dialog appears only once. On an AlC, this dialog will
appear for each newly configured instrument.
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2 Prepare your PC

Set Adobe Acrobat Reader as your default PDF viewer

Windows 7: In the Microsoft Control Panel, navigate to Default Programs> Set
default programs, select Adobe Acrobat Reader from the list, and click Set this
program as default.

Windows 10: Navigate to Settings> Apps> Default Apps, select Choose default
apps by file type. In the list, navigate to .pdf and select Adobe Acrobat Reader as
default.

Update Acrobat Reader regularly
1 Update Adobe Acrobat Reader on a regular basis to avoid push notifications
from Adobe.

We recommend to include Acrobat Reader updates in a regular update
schedule. Acrobat Reader updates usually come on a quarterly basis.

2 To update, open Acrobat Reader, and click Help> Check for Updates....

Script to Apply Adobe Acrobat Reader Settings

When you install Adobe Acrobat Reader, it will use default settings. However,
ChemStation requires several specific settings in Adobe Acrobat Reader to
integrate it smoothly, for example, to show reports from within ChemStation.

A script is available on the ChemStation installation media to apply all relevant
settings. This script runs automatically when you install Acrobat Reader from the
Openlab CDS ChemStation Edition Installer.

The script is available under Disk1\Tools\Adobe

ReaderAdobeReader2017ProtectedModeFeaturesSettings.bat.

It applies the following settings:

+ Disable the Adobe Update Service (Adobe Acrobat Update Service).
In the Acrobat Reader General settings:

Clear the Show me messages when | launch Adobe Acrobat Reader check
box.

+ Inthe Acrobat Reader Security (Enhanced) settings:
Select the Enable Protected Mode at startup check box.
Select the Enable Enhanced Security check box.

* Inthe Acrobat Reader Tracker settings:
Clear the Show natification icon in system tray check box.
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2 Prepare your PC

Install the .NET Framework

Install .NET 3.5

If NET 3.5is not installed on your system, its installation will automatically be
triggered by the installation wizard. Follow the procedure below to install it in
advance.

1 Go to the Microsoft Control Panel.

In the Windows Start menu, enter "Control Panel" in the Search programs and
files field (alternatively, press [Win+R] and enter "Control panel”). To view all
items in the Control Panel view, select Small icons in the View by field.

2 Go to Programs and Features.

3 Go to Turn Windows features on or off.
Enable .NET 3.5 as follows:
This requires an internet connection.

For Windows 10: Expand the .NET Framework 3.5 (includes .NET 2.0 and
3.0) node,

For Windows 7: Expand the Microsoft .NET Framework 3.5.1 node,

in both cases select the Windows Communication Foundation Non-HTTP
Activation check box.

[ Windows Features - o x |

Turn Windows features on or off 7]

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

cati
[W] | NET Framework 4.7 Advanced Services
ASP.NET 4.7
& (8] 1 WCF Services
Active Directory Lightweight Directory Services
[17 Containers
[ Data Center Bridging
# 17 Device Lockdown
[m}

Guarded Host v

Cancel
Figure3  Enable .NET 3.5 (Win 10)

If this does not work as expected, or the computer has no internet access, install
NET 3.5 from the Windows installation media. For Windows 10, see details 10
under https://support.microsoft.com/en-us/kb/2734782.

If you do not have installation media, create them as described under
https://www.microsoft.com/en-us/software-download/windows10.
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2 Prepare your PC

Install .NET 4.7

If NET 4.7.2 is not installed on your system, its installation will automatically be
triggered by the installation wizard. When manually installing .NET 4.7.2,
Windows requires write access to the installation files. Direct installation from
USB media is therefore not possible.

1 Copy the folder Disk1\Tools\DotNet4.7 to a local disk.
2 Run dotNetFx_Full_x86_x64 bat.

3 Follow the installation wizard.

4 Restart the computer.

Install Chinese or Japanese Language Packs

For Agilent's Analytical Instrument Controllers (AICs) with a Chinese or Japanese
operating system: Install the required .NET Framework Language Pack.

1 Copy the folder Disk1\Tools\DotNet4.7 to a local disk.

2 Run LanguagePacks\<Language>\Setup.exe.

3 Follow the installation wizard.

Install Keysight 10 Libraries Suite

|0 Libraries are required only for LC/MS and CE/MS instruments.

Toinstall 10 Libraries:
1 From the installer, select Installation.

2 Under Third Party Tools, select Keysight IO libraries. The Keysight 10 libraries
setup screen opens.

3 Click Install to continue.

4 When Keysight |0 libraries have been successfully installed, click Finish to exit
the setup screen.
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2 Prepare your PC

Configure a Printer

Physical Default Printer

Make sure that a default printer is configured in Windows. Every Windows user
who runs ChemStation needs a default printer configured in the user profile. The
printer driver must be for a physical printer, even if the printer is not connected.
Configuring a to-file printer such as a PDF or XPS writer is not sufficient.

This is done via the Microsoft Control Panel. If no default printer is configured the
following problems may occur:
* Printing of a report preview will fail
+ the Copy To Clipboard menu will have an error
the Custom Report View will have problems with new templates

PDF XChange printer
During the installation of ChemStation C.01.70, a PDF XChange 6 printer driver is
installed (revision 6.0.317.1).

Print Limitations

The maximum number of pages for one print job is 1500; for example, a
sequence summary report is one print job.

When printing Multi-Page chromatograms (specified in the Specify Reports dialog
box), the maximum number of pages that can be printed properly depends on the
resolution of the printer. 300 dpi allows ten pages per chromatogram, 600 dpi
allows up to six pages per chromatogram.
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2 Prepare your PC

Add a Network Printer as a Local Printer

Use physical printers to ensure correct function. Follow the steps below to add a
network printer as a local printer. In OpenLab CDS ChemStation Edition, you will
be able to choose this printer as a default printer when configuring instruments.

1

a b WODN

7

In the Microsoft Control Panel, navigate to Devices and Printers.

Click Add a Printer.

Click The printer | want isn't listed, then select Add a local printer and click Next.
Select Create a new port, then select Local Port for the port type and click Next.

For Port Name, enter the network path to the printer. The network path
consists of two slashes, the computer name or local IP address of the PC
sharing the printer, and the share name of the printer. For example, \\
PTPRINT\PG5-B or \\192.168.1.100\hpprinter.

Select the appropriate printer driver and click Next. If the exact model is not
listed, try the closest model number or a generic printer.

Follow the rest of the wizard.

The print quality of graphics and pictures depends on the printer hardware,
maintenance state, configuration, printing options, and paper quality. Resizing
pictures and graphics during the print process may lead to a reduced print
quality. Choose paper format and page margins that are suitable for your printer.
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2 Prepare your PC

Before You Begin

Please read this section before you begin the actual software installation. Certain
Information and setup steps need to be done.

1 Decide on computer names for all required machines.

It is recommended to keep the computer names unchanged after installing
Openlab CDS ChemStation Edition.

The computer name of an AIC, for example, will be reflected in the instrument
configuration. Changing it afterwards leads to a considerable configuration
effort.

To make sure that a DNS server can resolve the computer name, follow the
internet standard for protocols(RFC952) and use only the following
characters:

A-Z,a-z,0-9, - (hyphen)

Do not use an underscore.
2 Make sure that you use only the following characters for user names:

A-Z,a-z,0-9, _ (underscore), - (hyphen)

3 Forinstalling OpenLab CDS, you need to have administrator privileges for all
servers and clients. Power user privileges are not sufficient (the installation
does not start).

4 |f you plan to use a Shared Services server, OpenlLab Server, or OpenlLab ECM
XT server with a higher revision number: Check the latest Service Notes for
compatibility information.
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2 Prepare your PC

5 Decide on a Shared Services server and a directory location to store all files
related to the data system software, including data, methods, sequences, and
configurations.

+  ChemStation AICs and Clients must be connected via network to the
Shared Services server.

« If you plan to use a central data storage, ChemStation users must have
read/write access to the repository location.

+ If you plan to use an existing Oracle DB server, make sure to set up the
Oracle database as described in CDS_CS_oracle12.pdf on
Disk1/docs/enu.

If you plan to use an existing SQL Server in combination with a server
running Openlab Server or OpenlLab XT: Change the SQL Server
authentication to Mixed Mode (see “Change SQL Server Authentication to
Mixed Mode” on page 127).

If you plan to use the default PostgreSQL database, no additional setup
steps are required. PostgreSQL will be installed by the OpenlLab CDS
ChemStation Edition Installer.

6 For the Shared Services database, obtain the:
+ Database name
+ Database administrator user name and password
+ Authentication mode
« Administrator user credentials (domain, user name, password)

7 If you plan to use OpenLab Server/OpenlLab ECM XT, refer to the OpenLab
ECM XT Installation Guide.

8 If you plan to use OpenLab ECM 3.x with your system, obtain the ECM server
name.

9 Inorder toinstall and configure OpenlLab ECM 3.x (Shared Services
configuration on the server), the installing user must be both ECM
administrator as well as internal OpenLab CDS administrator.

10 Decide on a directory location to store all files related to the data system
software, including data, methods, sequences, and configurations. The
directory must always be accessible to the PC running the software.
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2 Prepare your PC

11 Before you install the software, check that your computer meets all
requirements. You can access the Openlab CDS ChemStation Edition
Requirements guide (CDS_CS_HW-SW-Requirements.pdf) from the
Documentation and Learning platform.

a On the installation media, go to Disk1\DOCS\ and open welcome.html to
access Documentation and Learning.

b Select your language.

¢ On the Welcome page, navigate to Site Preparation> Site Preparation and
Requirements, and select CDS ChemStation Edition Hardware and Software
Requirements.

Use this PDF to check that your settings comply with the network
requirements, and to determine whether your hardware and software will
support the system.

12 Set up the necessary power, equipment and hardware connections to run
your system. Connections could include any A/D boards, cables, GPIB boards,
instrument detectors, and communication cables. For detailed requirements,
refer to the OpenlLab CDS ChemStation Edition Hardware and Software
Requirements guide (CDS_CS_HW-SW-Requirements.pdf).

13 Ensure that the latest graphic card driver is installed. Install the latest
vendor-specific driver. Do not use any generic driver.

14 On AlCs, disable hardware acceleration. Ensure that the following registry key
is present and correctly set:

[HKEY_CURRENT_USER\SOFTWARE\Microsoft\Avalon.Graphics]
"DisableHWAcceleration"=dword:00000001
15 Make sure NET 3.5 and .NET 4.7 are activated as Windows features.

For installation instructions, see “Install .NET 3.5" on page 21 and “Install NET
4.7" on page 22.
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2 Prepare your PC

Configure the Operating System

This chapter describes the configuration of the different operating systems for
workstations, clients, Analytical Instrument Controllers (AICs), and OpenlLab CDS
Shared Services Servers.

About Configuration

The procedures in this document describe all parameters necessary to configure
a non-Agilent Windows system for use with OpenlLab CDS.

Openlab CDS needs to be installed using an operating system Administrator
user account. To run the system with the configured options outlined in this
document, all users and power users should use the same settings.

If User Account Control (UAC) is switched on, some configuration steps will
require active confirmation to continue.

For all server-based products, dedicated servers are strongly recommended in
order to avoid conflicts with other applications and maximize performance.
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Windows Configuration Check for OpenLab CDS
ChemStation Edition

The Openlab CDS Configuration Checker is only available for Windows systems
on workstations and clients.

The Openlab CDS ChemStation Edition configuration check tool helps to prepare
or troubleshoot the Operating System configuration and to prevent computer
problems.

This tool offers two types of configuration checks:

+ Mandatory: It checks and repairs all mandatory settings which should be
applied before installing OpenlLab ChemStation Edition.

+ Optional: It checks the settings for performance and usability. The
configuration settings are user-specific and must be set separately for each
user.

The tool comes as .diagcab file, which is a file format used with the Microsoft
Windows Troubleshooting Platform (WTP) program. The Microsoft Windows
Troubleshooting Platform (WTP) is a platform to locate and fix hardware and
software settings in Windows. It is used specifically for diagnosing and repairing
computer settings.

In general, .diagcab files are useful for deploying troubleshooting packs because
they are self-contained and require no installation. The .diagcab file name
extension is a registered file name extension that can be executed by WTP.

Depending on whether it is a configuration check for mandatory or optional
settings, different .diagcab files must be executed:

« To perform the configuration check for mandatory settings, you must use the
file Agilent. Wtp.ChemStation. WindowsConfiguration.diagcab. This file is
located in Disk1\Tools\Windows Configuration Tools\Mandatory Settings.

To perform the configuration check for optional settings, you must use the file
Agilent. Wtp.ChemStation. WindowsConfiguration.diagcab. This file is located in
DiskT\Tools\Windows Configuration Tools\Optional Settings.

1 Before starting the configuration check, copy the .diagcab files to a local disk.

2 Runthe tool as administrator to ensure all settings will be applied: On the start
page, select Advanced, then click Run as administrator.

After the settings have been applied, you can generate a report to see which
settings have been changed.
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3 Tocreate the report:
a On the Troubleshooting Complete page, click View details.
b Click on the print button to generate the report.

4 Reboot the PC after running the configuration tool.

While using the Configuration Checker:
+ Ensure that this computer is not turned off by another user.

«  Win 7: Ensure that the menu bar is enabled (click Organize> Layout, and select
Menu bar).

+ |tisveryimportant that you reboot the PC after running the configuration tool.

Manual Configuration Steps

Some Windows changes within this document are mandatory for OpenlLab CDS
ChemStation Edition to work properly on a Windows system. Some changes will
optimize application performance. Other changes will have an impact on
usability.

The configuration settings are grouped according to their relevance for the
Windows system in the Mandatory, Performance, and Usability categories.
Depending on your operating system, some special configuration steps may be
required.

The following sections describe the configuration steps for each category
separately. Configure your Windows system accordingly. Alternatively, run the
Openlab CDS configuration check tool (see “Windows Configuration Check for
OpenlLab CDS ChemStation Edition” on page 29).

The following Windows 10 descriptions apply to Windows 10 Build 1809. The
settings for other builds may differ slightly.

For Windows 7 users:

Ensure that Windows hotfix KB2999226 (Update for Universal C Runtime in
Windows) is installed on your system before installing ChemStation. See
https://support.microsoft.com/en-us/help/2999226/update-for-universal-c-ru
ntime-in-windows.
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Mandatory Configuration Steps

In the Microsoft Control Panel:

In the Windows Start menu, enter "Control Panel” in the Search programs and files
field (alternatively, press [Win+R] and enter "Control panel"). To view all items in
the Control Panel view, select Small icons in the View by field.

1 Administrative Tools: Configure security options:

a
b
c

Double-click Local Security Policy.
Navigate to Security Settings> Local Policies> Security Options.

Double-click the following policy listed in the right hand panel: Network
Access: Sharing and security model for local accounts.

In the displayed dialog select the following item from the drop-down list:
Classic - local users authenticate as themselves.

2 Network and Sharing Center:

a

b

Select Change adapter settings. Right-click your Ethernet Adapter, then
select Properties. On the General tab, click Configure.

On the Power Management tab, clear all check boxes.

3 Power Options:

-~ O QO O T o

As preferred plan select High performance.

Click Change Plan settings.

Set the option Put the computer to sleep to Never.
Click Change advanced power settings.

Open the nodes for Hard disk> Turn off hard disk after.
Set the Minutes to O (=Never).

4 Programs and Features:

a

b
c
d

Click Turn Windows features on or off.
Select the Telnet Client check box.
Select the TFTP Client check box.
Reboot the PC if necessary.
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5 Windows 7 only:
Administrative Tools: Disable Services.
Double-click Services.
For the following services, set the startup type to Disabled:
Application Experience
Desktop Window Manager Session Manager
6 For Windows Server 2012 R2 only: Display:
a Click Change window colors.
b Make sure that Windows Basic is selected.
7 For Windows Server 2012 R2 only: Devices and Printers:

Right-click the printer that you want to set as default, then select Set as default
printer.

Other Windows settings:

1 For Windows Server 2016 and 2012 R2 only: For Agilent's Analytical
Instrument Controllers (AICs) only: Remote Desktop Services (Start> search
for 'gpedit.msc):

a Navigate to Local Computer Policy> Computer Configuration> Administrative
Templates> Windows Components> Remote Desktop Services> Remote
Desktop Session Host> Connections.

b Set Restrict Remote Desktop Services users to a single Remote Desktop
Services session to Enabled.

2 To configure Windows logon options, right-click Start, select Run from the
context menu, then type gpedit.msc in the Run field.

a Navigate to Local Computer Policy> Computer Configuration> Administrative
Templates> System> Logon.

b Set Hide entry points for Fast User Switching and Always use classic logon to
Enabled.
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3 Windows 10 only: Start> Settings> Update & Security> Windows Security:
a Under App & browser control:

Turn off SmartScreen under Check apps and files, SmartScreen for
Microsoft Edge, and SmartScreen for Windows Store apps.

b Under Virus & threat protection:
Ensure that a protection tool is turned on.

If you want to use Windows Defender: Enable and configure it in the
Windows Control Panel under Windows Defender Firewall> Advanced
Settings.

4 Windows 10 and Windows Server 2016 only: Start> Settings> Devices> Printers
& scanners: Choose default printer.

a Turn off Let Windows manage my default printer.
b Click the printer that you want to set as default, then click Manage.
¢ Inthe printer settings, click Set as default.

5 Windows 10 version 1903 only:

If the Net. TCP Port Sharing Service is disabled, enable it by running the
PowerShell command:

Enable-WindowsOptionalFeature -online -All -FeatureName
WCF-TCP-Activation45
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Performance Configuration Steps

About Performance Configuration Steps

The following procedures of this section contain all the configuration steps that
improve system performance. These settings are optional.

Configure Settings to Improve Performance

In the Microsoft Control Panel:
1 System: Change system properties:
a Click Advanced system settings.
b On the Advanced tab under Performance, click Settings.

Advanced tab > Virtual Memory: For optimum performance use the
Change button to adjust the paging file size to a value of 2 to 3 times of
the physical RAM on the PC. If possible locate the paging file on a drive
different from the system installation drive.

Data Execution Prevention tab: Select Turn on DEP for essential Windows
programs and services only.

Click OK to close the Performance Options dialog.
¢ For Windows 10 and Windows 7 only: On the System Protection tab:

Make sure that Protection is turned off. If required, click Configure and
select Disable system protection.

2 Windows 10 and Windows 7 only: Indexing Options: Disable indexing.

Click the Modify button. Select Show all locations, and clear all drives and
locations.

Other Windows settings:

1 Windows 10 only: Start> Settings> Personalization> Colors: Turn Transparency
effects off.

Networked and Distributed System Installation 34



2 Prepare your PC

Usability Configuration Steps

About Usability Configuration Steps

The following procedures of this section contain all the configuration steps that
improve the usability of the Windows application. These settings are optional.

Configure Settings to Improve Usability

In the Microsoft Control Panel:

1 File Explorer Options (Folder Options for Windows 7 and Windows Server 2012
R2): In the View tab:

Select Always show menus.
Select Display the full path in the title bar.
Clear Hide extensions for known file types.
Clear Use Sharing Wizard (not for Windows Server 2012 R2).
2 System: Change system properties:
a Click Advanced system settings.
b On the Advanced tab under Startup and Recovery, click Settings.
In the System startup section:
Change both Time to display ... fields from 30 to 3 sec.
For Windows 10 and Windows 7 only: In the System failure section:
Select Automatically restart.

In the Write debugging information subsection, select Kernel memory
dump from the drop-down list.

Click OK to close the Startup and Recovery dialog.
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¢ Onthe Advanced tab under Performance, click Settings. On the Visual
Effects tab:

Windows Server 2016 and 2012 R2 only: Uncheck all entries.

Windows 10 and Windows 7 only: Select Adjust for best performance,
then click Apply.

Select Custom, then select the following check boxes for better
usability:

Show shadows under mouse pointer
Show shadows under windows
Smooth edges of screen fonts
Click OK to close the Performance Options dialog.

Other Windows settings:
1 Enable the navigation pane:

Windows 10: Open Windows Explorer, then select View> Navigation pane
from the ribbon and make sure that Navigation pane is selected.

Windows 7: Open Windows Explorer, then select Organize> Details> Layout
and make sure that Navigation pane is selected.

Windows Server 2016 and 2012 R2: Go to Sart>Windows System> File
Explorer, then select View from the ribbon. Under Details> Layout make
sure that Navigation pane is selected.

2 Recycle Bin Properties: (right-click on desktop icon Recycle Bin, then select
Properties) Select the following options:

Custom size: Select a size corresponding to approximately 10% of the
complete disk space for the drive.

Select Display delete confirmation dialog.
Repeat these steps for all drives of your computer.

3 Windows 10 and Windows 7 only: Configure Windows logon options:
Right-click Start, select Run from the context menu, then type gpedit.msc in
the Run field.

a Navigate to Local Computer Policy> Computer Configuration> Administrative
Templates> System> Logon.

b Set Dont display the Getting Started welcome screen at logon to Enabled.
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4 Windows 10 and Windows Server 2016 only: Start> Settings> System> Tablet
Mode:

a For When I signin, select Use desktop mode.

b For When this device automatically switches tablet on or off, select Don't ask
me and don't switch.

5 Windows 10 only: Start> Settings> Privacy:
a On the General page, turn off the following:

Let apps use advertising ID to make ads more interesting to you based on
your app usage (turning this off will reset your ID)

Let website provide locally relevant content by assessing my language list
Let Windows track app launches to improve Start and search results

b On the Location page, make sure Location for this device is off. If not, click
Change to turn it off.

6 Windows 10 only: Start> Settings> Apps> Offline Maps: Turn Metered
connections and Map updates off.

7 Windows 10 only: Start> Settings> Personalization: Disable advertising info:
a Onthe Lock screen page:
Under Background, select Picture or Slideshow.
Turn off Get fun facts, tips, tricks, and more on your lock screen.
Turn off Show lock screen background picture on the sign-in screen.
b On the Start page:
Turn off Occasionally show suggestions in Start.

8 Windows 10 only: Start> Settings> Personalization: In the Taskbar tab, under
Taskbar buttons select Combine when taskbar is full.

This will simplify switching between open CDS instances.
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Edit the Security Settings for LC/MS and CE/MS
Systems
The following sections summarize all security settings required for LC/MS and

CE/MS. All other security settings are set automatically by the OpenLab CDS
ChemStation Edition Installer.

OpenlLab CDS ChemStation Edition needs to be installed using an operating
system Administrator user account. To run the system with the configured
options outlined in this document, all users and power users should use the
same settings.

Firewall

On PCs controlling LC/MS or CE/MS systems, it is recommended that you turn
off the firewall.

Advanced Network Settings
The communication with the MS is sensitive to the order NICs in the Adapters and
Bindings dialog.
1 Go to Start> Control Panel.
Go to Network and Sharing Center .
2 Click Change adapter settings.
3 Press ALT to bring up the menu.
B

T E' » Control Panel » Network and Internet » Metwork Connections »

File Edit View Tools [JAGVEREESN Help

Organize » Operator-Assisted Dialing

.: " Ethernet

= __ persistent.coin Bridge Connections
@~ Realtek PCle GBH

Remote Access Preferences...

Advanced Settings...

T View the items by icon to see a list of all items.
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Configure the Operating System

4 Select Advanced Settings....

Adapters and Bindings | Provider Orderl

Connections are listed in the onder in which they are accessed by
network services.

Connections:

Bindings for Ethemet:

File and Printer Sharing for Microsoft Networks
4. Intemet Protocol Version 4 (TCP/IPv4)
i Intemet Protocal Version 6 (TCP/IPvE)
0% Client for Microsoft Networks
i Intemet Protocal Version 4 (TCP/IPv4)
4. Intemet Protocol Version 6 (TCP/IPvE)

coos

Figure4  Advanced Settings dialog, Adapters and Bindings tab

5 Inthe Adapters and Bindings tab (see Figure 4 on page 39):

a Make sure that the Local Area Connection pertaining to the LC/MS or
CE/MS NIC is the first item in the list of connections

NOTE The names of your LAN cards may differ from those shown in the example. You
can tell which LAN card is the Instrument LAN by comparing the IP addresses

assigned to the LAN cards.

The LAN pertaining to the company intranet > internet will typically have an IP
address assigned by organizations Static IP policy or by a DHCP server. Check
with your network administrator.

Networked and Distributed System Installation 39



3 Install the Software

Prepare for Installation 41

Install the OpenLab CDS Shared Services Server 42

License Agreement Screen 42

Installation Folder Screen 43

Installation Type Screens for Shared Services Server 43
Summary Screen: Server Software Installation 45

Post Installation Tasks on the Server 46

Install a Networked Workstation 47

License Agreement Screen 47

Installation Folder Screen 48

Installation Type Screens 48

Summary Screen 50

Post Installation Tasks on the Networked Workstation 571

Install an Analytical Instrument Controller (AIC) 55
License Agreement Screen 55

Installation Folder Screen 55

Installation Type Screens 56

Summary Screen 58

Post Installation Tasks on the AIC 59

Install a Client 63

License Agreement Screen 63
Installation Folder Screen 64
Installation Type Screens 64
Summary Screen 65

Install a Networked Workstation (Mixed Topology) 66

Scripted Installation 67

About Scripted Installation 67
Exportas XML 67

Parameters and Return Codes 68
Installation, Upgrade, or Repair 71
Uninstallation 72

Logging and Tracing 72

What todo Next 73

This chapter describes the preparation of third-party tools and the installation of
an Openlab CDS Shared Services server, Networked Workstation, CDS Client, or
Agilent's Analytical Instrument Controller (AIC).
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Prepare for Installation

1 Make sure that the antivirus software is disabled during the installation.

2 Do not run the Windows Update Service during installation. Make sure that no
Windows updates are performed during the installation of ChemStation.

3 Make sure that no system reboot is pending.

Pending reboots are indicated both in the Configuration Checker (see
“Windows Configuration Check for OpenLab CDS ChemStation Edition” on
page 29) and in the Site Preparation Tool (see “Run the Site Preparation
Tool” on page 16).

4 |f you use a DVD media set: Copy all DVDs to your hard disk or to a network
share.

Direct installation from DVD is not supported.

5 To begin installation, navigate to \Disk1\Setup.bat. Right-click the file and run
it as administrator to proceed to the Planning screen.
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Install the OpenlLab CDS Shared Services Server

Agilent recommends that you record and store the selections that you use during
this installation in a different physical location. The information will be needed to
restore your system in the unlikely case of your system becoming inoperable due
to a hardware or software failure.

License Agreement Screen

1 If you plan to host the Shared Services database by an Oracle database
management system, make sure to set up the Oracle database as described
in CDS_oracle12.pdf on Disk1/docs/enu.

From the OpenLab CDS ChemStation Edition Installer, select Installation.
3 Select OpenLab CDS ChemStation.

4 The OpenLab CDS Installation Wizard opens. Read the terms of the License
Agreement. The installer provides a printable PDF of the license agreement
under the Resources option of the main menu.

5 Select | agree with the terms and conditions. You cannot proceed with
installation unless you agree to these terms.

6 Select Next to proceed to the Installation Folder screen.
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Installation Folder Screen

1 Type the folder name or browse to the directory where you want to store the
application components (typically this is in the programs folder). Folders
must have English names.

Installations into the root of a drive may cause problems during operation and
are not supported.

2 Torun aninstallation verification as part of this Shared Services server
installation, select Run Software Verification.

Because there can be several separate installation procedures for networked
or distributed systems, you may prefer to run the Software Verification Tool
during the last installation, or sometime after your system is completely
installed (see the "Optional Procedures” on page 74).

3 Select Next to proceed to the Installation type screens.

Installation Type Screens for Shared Services Server

Under the Installation type screen, select Networked System.
Select Next to proceed to the Networked system screen.
Select Shared Services Server (w/o Content Management).
Select Next.

Complete the Database Type Selection screen by selecting the a database type
and the installation type. Configure the database as described in the following
steps.

a b WON =

6 If you selected New database server with PostgreSQL:

a Type the path or browse to the directory where you want to store the
application components. Directory names must be entered without
spaces.

Select Next to proceed to the OpenLab Shared Services Database screen.
Complete the Database name field.
Provide the required user credentials.

® o O T

Select Next to proceed to the Additional items screen.
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7 If you connect to an existing PostgreSQL or Microsoft SQL Server database
server:

a Type the database server name in the field provided.

If the database resides on the same computer use localhost as database
server name.

b For Microsoft SQL Server: Select Use default instance or Use named
instance.

If you select Use named instance, complete the Database instance name
field.

Select Next to proceed to the OpenLab Shared Services Database screen.
Select either Create new database or Connect to existing database.
Provide the required database name and user credentials.

- 0O QO 0O

Click Test Connection... to run a connectivity check.

The system will display a Connection succeeded message if the check is
successful. Click OK to close the message.

g Select Next to proceed to the Additional items screen.
8 If you connect to an existing Oracle database server:

a Type the database server name in the field provided.

b Select Next to proceed with the server connection type.
¢ Select the Initialize data check box.
d

Provide the required database name, user credentials, and the Listener
port number. By default, the Listener port number is 1521.

e Click Test Connection... to run a connectivity check.

The system will display a Connection succeeded message if the check is
successful. Click OK to close the message.

f Select Next to proceed to the Additional items screen.

9 In the Additional Items screen, select either No Central Storage, or ECM 3.x
Server.

a If you select ECM 3.x Server the Server name field will be enabled. Enter the
server name without spaces.

b Click Test Connection... to run a connectivity check. The system will verify
that the connection from this machine to the ECM server is functioning.

The system will display a Connection succeeded message if the check is
successful. Click OK to close the message.
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10 Under OpenLab Shared Services Language, select the correct language from
the drop-down list.

11 Select Next to proceed to the Summary screen.

Summary Screen: Server Software Installation

1 Review the installation settings that you have selected in the preceding steps.
Select Back as necessary to change installation settings, or Cancel to cancel
the installation.

Select Start to begin installation.

3 The system performs an automated system check before it proceeds with the
listed activities.

If a system check passed message appears, installation continues.

If a system check failed message appears, you can either:

+ Decline to view the system report, and continue installation.

+ Decline to view the system report and postpone installation.

+ View the system report, and decide to continue installation.

+ View the system report and postpone installation until the problem is fixed.

To view the system report as PDF file, Adobe PDF Reader must be installed.

4 |If an installation verification was completed as part of this installation, review
the Software Verification Report. If the report indicates failure, verify the
computer requirements and reinstall the data system. Do not use the system
until the Software Verification Report gives a ‘pass’ result.

5 Click Next to proceed to the Installed Features screen.
Click Finish to close the installation wizard.
7 Reboot the server after the installation.
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Post Installation Tasks on the Server

After installing OpenLab CDS Shared Services on the server, you can already set
up the authentication provider, storage location, and security policy. Alternatively,
this can also be done after the installation of Networked Workstations or Clients
is complete. The procedure is the same. See chapter Configure Security Policy in
the OpenLab CDS ChemStation Edition Configuration Guide
(CDS_CS_configure.pdf).
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Install a Networked Workstation

Use these procedures to install the software to any number of workstations
linked to the Shared Services server.

Configure a default printer in Windows before installing OpenLab CDS

ChemStation Edition. The printer driver must be for a physical printer, even if the

printer is not connected.

License Agreement Screen

1 From the OpenlLab CDS ChemStation Edition Installer, select Installation.
Select OpenLab CDS ChemStation.

3 The OpenLab CDS Installation Wizard opens. Read the terms of the License
Agreement. The installer provides a printable PDF of the license agreement
under the Resources option of the main menu.

4 Select | agree with the terms and conditions. You cannot proceed with
installation unless you agree to these terms.

5 Select Next to proceed to the Installation Folder screen.
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Installation Folder Screen

1 Type the folder name or browse to the directory where you want to store the
application components (typically this is in the programs folder). Folders
must have English names.

Installations into the root of a drive may cause problems during operation and
are not supported.

2 Torun aninstallation verification as part of this installation, select Run
Software Verification. The Software Verification Tool provides documentary
evidence that your system has been built and installed correctly, and that all
design specifications have been met. You can run the Software Verification
Tool at a later time if you prefer (see “Run a Software Verification after
Software Installation” on page 75).

3 Select Next to proceed to the Installation type screens.

Installation Type Screens

Under the Installation type screen, select Networked System.
Select Next to proceed to the Networked system screen.
Select Networked Workstation and hit Next.

In the OpenLab Shared Services Settings for Registration screen complete the
Server name field.

A WON =

a Choose the authentication service provider which you configured on the
OpenlLab CDS Shared Services server.

b Provide the corresponding user credentials defined during the
configuration of OpenLab CDS ChemStation Edition in the Control Panel.
For more information, see OpenlLab CDS ChemStation Edition
Configuration Guide (CDS_CS_configure.pdf).

5 Select Next. The system will perform a connectivity check for the server.

If the connectivity test fails, verify that the server name was entered correctly,
without spaces, and select Next to run the test again. If the test is still
unsuccessful, call internal support for assistance.
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6 Under OpenLab CDS ChemStation Edition, provide the following folder paths:

+ Installation folder: directory where you want to store the ChemStation
application components. Typically this is in the programs folder. Folder
names must be entered without spaces.

 Instrument data folder: Instrument specific data such as methods,
sequences, and results. The default data path is the public documents
folder. If you plan to activate the Secure File I/0 feature, this folder must
not be shared at a later point in time. If your PC is equipped with a second
disk drive, it is recommended to change the default data path to this
alternative drive. Using a second disk drive increases the performance.

7 Select Next to proceed to the Additional ltems screen.
8 In the Additional Items screen, select the required storage type.
a If you select ECM 3.x Server the Server name field will be enabled. Enter the
server name in the correct syntax and without spaces.

The correct syntax for the servername is http://servername.

b Click Test Connection... to run a connectivity check. The system will verify
that the connection from this machine to the ECM server is functioning.

The system will display a Connection succeeded message if the check is
successful. Click OK to close the message.

9 Select Next to proceed to the Summary screen.
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Summary Screen

1 Review the installation settings that you have selected in the preceding steps.
Select Back as necessary to change installation settings, or Cancel to cancel
the installation.

2 Before starting or canceling the installation, you can save an XML file with
your installation settings. This XML can then be used for a scripted
installation (see “About Scripted Installation” on page 67).

b
To save the XML file, click the file symbol % in the Summary screen.
3 Select Start to begin installation.

The system performs an automated system check before it proceeds with the
listed activities.

If a system check passed message appears, installation continues.

If a system check failed message appears, you can either:

+ Decline to view the system report, and continue installation.

+ Decline to view the system report and postpone installation.

+ View the system report, and decide to continue installation.

+ View the system report and postpone installation until the problem is fixed.

To view the system report as PDF file, Adobe PDF Reader must be installed.

5 If aninstallation verification was completed as part of this installation, review
the Software Verification Report. If the report indicates failure, verify the
computer requirements and reinstall the data system. Do not use the system
until the Software Verification Report gives a ‘pass’ result.

6 Click Next to pr