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About Alissa Reporter Amazon Web Services

Alissa Reporter allows you to connect to an Amazon Web Services (AWS) S3 storage location
containing sequencing data to be analyzed. You can use the connection between Alissa Reporter
and AWS to configure Alissa Reporter for AWS automation or for manual upload of files from an
S3 location when using the Alissa Reporter upload wizard. Both approaches are described below.

AWS automation

AWS automation allows you to use Alissa Reporter in an automated way. Sequencing data placed
in an AWS S3 location that is defined in the settings of the Alissa Reporter customer account are
automatically uploaded into Alissa Reporter and analyzed. Results of the analysis can
automatically be exported and stored in the same AWS S3 location.

Whenever you have new sequencer files to analyze, deposit them into the account's defined AWS
location in a compatible format along with a summary.yaml file containing the needed meta
information. Alissa Reporter periodically scans the AWS S3 location for new data. When new data
is present, Alissa Reporter imports the files, creates a run, and performs the analysis.

See “Set up and configure AWS automation” on page 3 for instructions.

S3 upload wizard

The Alissa Reporter upload wizard, which walks you through the steps for setting up and starting
a sequencing run, requires that you upload the sequencing data by selecting the specific files to
be analyzed. You can configure Alissa Reporter to be able to access an AWS S3 storage folder
containing the sequencing files.

Unlike data files analyzed with AWS automation, this approach does not move any files in the
AWS S3 storage folder after analysis and it does not automatically export the analysis results to a
selected folder. The AWS S3 location serves only as a folder for file storage that can be accessed
by the upload wizard.

See “Set up and configure AWS S3 storage folder” on page 15 for instructions.
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Set up and configure AWS automation

Set up and configure AWS automation

Step 1. Create an account on AWS

Check with your organization on creating a new AWS account and follow steps 1 through 5 on the
AWS website (AWS Management Console (amazon.com)).

adWsS aws
. - | "]
Signin
[ ® Roct user ' Sign up for AWS

Account owner that performs tasks requiring
unresicied access. Lean mone Emall address

You will use this email address to sign in @0 your new

./ |AM user
Usar within an account that performs daily tasks

£aMm mare
Eaaim o, Password

Root user email address

Conlirm password

usemname@example.com

By continuing, you agree to the AWS Customer Agresmant
or gther agreement fior AWS services, and the Pri vacy

Notice This site uses essential cookies. See our Cockie
Notice for more information Continue [step 1 of §)

Sign in to an existing AWS account

Create a new AWS account -

Follow steps After account set up
156 -> Signin

Step 2. Create bucket using the S3 console

1 Sign in to the console Amazon Web Services Sign-In.

2 From the Overview page, click Services in the top left corner and select S3 under Storage (S3
Management Console (amazon.com)).

3 Click Create bucket and provide a bucket name.

The bucket name consists of a mandatory part (agilent-alissa-c2s-) followed by the
customer's choice of bucket name. For example: agi | ent - al i ssa- c2s- s3deno.
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https://eu-west-1.console.aws.amazon.com/console/home?region=eu-west-1
https://signin.aws.amazon.com/signin?redirect_uri=https%3A%2F%2Fconsole.aws.amazon.com%2Fconsole%2Fhome%3Ffromtb%3Dtrue%26hashArgs%3D%2523%26isauthcode%3Dtrue%26nc2%3Dh_ct%26src%3Dheader-signin%26state%3DhashArgsFromTB_us-east-1_627fb02c902c502d&client_id=arn%3Aaws%3Asignin%3A%3A%3Aconsole%2Fcanvas&forceMobileApp=0&code_challenge=WCLAlkuC-Fq0hGyVWxWOKRyou9ckKvHe6qektQXtpTY&code_challenge_method=SHA-256
https://s3.console.aws.amazon.com/s3/home
https://s3.console.aws.amazon.com/s3/home
https://s3.console.aws.amazon.com/s3/home
https://s3.console.aws.amazon.com/s3/home

4 Under Bucket Versioning, select Enable.
5 Under Default encryption, select Disable OR Enable with the option SSE encryption.
The Alissa Reporter application supports unencrypted buckets and SSE encrypted buckets

natively via the policy file that can be generated in the Settings and Administration section in
Alissa Reporter. KMS encrypted buckets are currently not supported in Alissa Reporter.

aws Services ¥ Search for services, features, marketplace products, ar [Alt+S] | [] 4 Demo AWSS3Bucket w  Global ¥  Support w
Amazur@ X Amazon 53 : 5 ’ ., s

Click on "Services" -> Select "S3" under Storage
Buckets

» Account snapshot

s
Nigets Soads Storage lens provides visibility into storage usage and activity trends. Learn mare [

Object Lambda Access Points

View Storage Lens dashboard

Batch Operations

Access analyzer for S3

Buckets (0)
Block Public Access settings for Buckets are containers for data stored in §3. Learn more [
this account

Create bucket

¥ Storage Lens
Q

Dashboards

AWS Organizations settings 1 &

N A AWSRegi v [
i it Create bucket i

No buckd Buckets are containers for data stored in 53. Learn more [5

Feature spotlight

You mn‘lhauea? = 2 -
» AWS Marketplace for 53 Block Public Access settings for this bucket

Create by Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to
1| ensure that public access ta this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket

Block all public access

Feedback  English {US) ¥ Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one anather

Bucket Versioning

Versioning is ar

ns of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore

Bucket Versioning

Disgle "

© Enable

Default encryption
Automatically encrypt new objects stored in this bucket. Learn more [2
Server-side encryption

Disable /
© Enable

Encryption key type
Io upload an object with 3 customer-provided encryption key (SSE-C). use the AWS CLL AWS 50K, or Amazon 53 REST APL
[ © Amazon S3 key (SSE-S3)

An encryption key that Amazon 53 creates, manages, and uses for you. Learn more [

AWS Key Management Service key (SSE-KMS)

An encryption key protected by AWS Key Management Service (AWS KMS). Learn more [

Cancel Create bucket

The name of the bucket must be unigue (not shared between different accounts). Preferably, the
bucket is located within the same region where the Alissa Reporter deployment is located (speed
and cost considerations). The following AWS regions are used for Alissa Reporter:

+ eu-west-1 region for EU deployment (eu.reporter.alissa.agilent.com): Ireland
+ us-east-1 region for US deployment (us.reporter.alissa.agilent.com): N. Virginia
+ ap-southwest-2 region for AP deployment (ap.reporter.alissa.agilent.com): Sydney, Australia

Additional information on how to create an S3 bucket is available at the AWS website:
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html.
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Set up and configure AWS automation

Step 3. Configure AWS settings in Alissa Reporter and download
policy

To activate the link between Alissa Reporter and AWS, a bucket policy needs to be downloaded
from Alissa Reporter and pasted into AWS. This policy is based on the account ID and prevents
the sharing of AWS credentials between customers and our software framework.

In Alissa Reporter, click Settings & Administration > My Account > Manage account settings to
open the Manage settings popup. Then, follow the instructions below to create a policy from your
account using your AWS bucket settings.

Manage settings for account Account Name ? o
AWS automation configuration All Account bucket poli o
Enabled E, 3
[ Automation bucket name:|agilent-alissa-c2s-s3demo |[ &) — — «— Copy policy
Bucket prefix Agilent-Transfer Al
"version™: "

Behaviour Import and export V; "Id": "Policy,

—_— "Statement": |
Test status: Configuration has not been tested < o {

{
"sid": “"stmtl€
"effect": "Allow",
"principal”: {

S3 upload wizard configuration 3 "AWS": "arn:g

s
Enabied "Action": "s3:ListBucket",

—_— “Resource”: “arn:aws:s3:::agilent-alissa-c2s-s3demo”,
Upload bucket name: |agilent-alissa-c2s-s3demo | & "Condition": {
"stringLike": {

Bucket prefix Agilent-Transfer "s3:prefix”: "Agilent-Transfer/*"
Test status Configuration has not been tested < }

b
{
"sid": “stmt1611299493770",
"effect”: "Allow",
“Principal”: {
“Aws": “arn:

s
"Action": [

"s3:DeleteobjectTagging”,
& oK K cancel “s3:Getobject”, =

1 Mark the Enabled check box to enable the AWS automation configuration.

2 In Automation bucket name, enter the Bucket name starting with the mandatory
agi | ent-al i ssa-c2s- followed by the bucket name as described in “Step 2. Create bucket
using the S3 console”. For example, agilent-alissa-c2s-s3demo.

3 (Optional) Enter the Bucket prefix. This optional (but recommended) prefix reflects a subfolder
in the AWS bucket. For example, Agilent-Transfer.

4 View the policy by clicking the & arrow and copy the policy from the Account bucket policy
popup window.

For additional details on the Manage settings popup, please see the corresponding help pages in
Alissa Reporter.

If you have an account on multiple Alissa Reporter deployments and want to use the same bucket
for the different deployments, contact Agilent Technical Support for help with updating your
bucket policy to allow for that option.

Alissa Reporter Using AWS Technical Guide



Set up and configure AWS automation

Step 4. Paste the policy in your bucket and disable access control
lists (ACLSs)

Sign in into the AWS Management Console, go to the Amazon S3 console at
https://console.aws.amazon.com/s3/, and open your bucket. Then, follow the instructions
below.

1 Gotothe Permissions tab.
2 Under Bucket Policy, click Edit.
3 Paste the policy into the provided space.

Amazon 53 agilent-alissa-c2s-s3demo

agilent-alissa-c2s-s3demo

Objects Properties Permissions Metrics Management Access Points

Permissions overview

Access

Bucket and objects not public

but before applying any of these snttmgs ensure that your applications will work correctly without public access. If you
Aottt A T A A o B A

Bucket policy

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to
abjocte qned by other accounts. Learn more [

Edit

Delete

bucket
To determine which settings are turned on, check your Block Public Access settings for this

Public access is blocked because Block Public Access settings are turned on for this
ucket. Learn more about using Amazon S3 Block Public Access [4

- (oo |

paste downloaded policy here
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Set up and configure AWS automation

4 |f needed, disable ACLs for the bucket.

For newly created buckets, ACLs are disabled by default. If you just created a new bucket, ACLs
are already disabled (as indicated in the Object Ownership settings) and no changes are
needed. You can proceed directly to “Step 5. Test AWS automation configuration in Alissa
Reporter” on page 8.

Object Ownership info

Control ewnership of objects written to this bucket from other AWS accounts and the use of access control lists {ACLs). Object ownership
determines who can specify access to objects.

© ACLs disabled (recommended) ACLs enabled
All objects in this bucket are owned by this account. Objects in this bucket can be owned by other AWS
Access to this bucket and its objects is specified using accounts. Access to this bucket and its objects can be
only policies. specified using ACLs.

Object Ownership
Bucket owner enforced

For buckets created before disabling of ACLs became the default, ACLs may still be enabled. If
you are using a bucket that was created previously, follow step a through step d below to
ensure that ACLs are disabled.

a Scroll further down the Permissions tab to the Object Ownership section.
b Under Object Ownership, click Edit.
The Edit Object Ownership screen opens.
¢ Make sure that the ACLs disabled option is selected.
d Click Save Changes.

IDbject Ownership info I

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists {ACLs).
. aagship determines who can specify access to objects

Object OwNership

Bucket owney enforced

ACLs are disabloy. All objects in this bucket are owned by this account. Aceess to this bucket and its objects is specified using
only policies.

\ Edit Object Ownership e

Object Ownership

Control ownership of objects written to this bucket from other AWS accounts and the use of access controf lists {ACLs). Object
wiership determines who can specify access to abjects.

by - o
© ACLs disabled (recommended) ) ACLs enabled
All objects in this bucket are owned by this account. Objects in this bucket can be owned by other AWS
Access to this bucket and its abjects is specified accounts. Access to this bucket and its objects can
using only policies. be specified using ACLs,

Object Ownership
Bucket owner enforced \
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Step 5. Test AWS automation configuration in Alissa Reporter

1 Return to your session of Alissa Reporter with the Manage settings popup open.

2 Verify that all fields are properly filled out (see “Step 3. Configure AWS settings in Alissa
Reporter and download policy”).

3 Under AWS automation configuration, next to Test Status, click the test & button.

The test status indicates testing was successful. The entire setup is correct, permission was
granted, and AWS automation is activated.

Alissa Reporter places a “lock” file in the bucket that uniguely links the AWS automation bucket
to your Alissa Reporter account/deployment. Removing the lock file from the bucket will stop
any existing automation configured for the bucket and allows another account to set up a new
bucket using that bucket name.

In case the test status is not successful, verify that all previous steps were performed properly,
correct possible errors, and repeat the testing. Contact the Alissa Reporter technical support
team at informatics_support@agilent.com for assistance if testing remains unsuccessful.

AWS automation configuration
Enabled

tomation bucket name: |agilent-alissa-c2s-s3demo | <&

Bucket prefi Agilent-Transfer /

Behaviour [ Import and export ]

- e et Configuration tested with success on ~
Configuration has not been tested E—r est status 2023-03-26 0829 -

The creation of the policy file only needs to be done when activating a new bucket. Once
permission is granted, it remains active unless configuration changes are made by the user (e.g.,
modification/removal of the bucket).

Step 6. Create a run directory and upload sequencer files

The next step is creating a run directory in your bucket. The run directory contains the sequencer
run files (FASTQ) and an associated summary.yaml file that will be transferred to Alissa Reporter.
The run directory name will be used as the Run ID in Alissa Reporter.

Agilent recommends using a unique name for the run directory, in particular when using the
export option from Alissa Reporter to AWS (see also “Step 8. View and consult analysis results
in the S3 bucket”).
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Set up and configure AWS automation

IAmazon S3 > agilent-alissa-cZs-s3demo > Agilent-Transfer/ > in/ I

in/

Objects | Properties

Obijects (2)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [A to get a list of all objects in your bucket. For others to access your

mnloac Open [4 Deats

objects, you'll need to explicitly grant them permissions. Learn more [2

(® sShow versions < 1 2D ]
Name - Type v Last modified v Size v Storage class v
[ Demos3/ Folder = i 0
o Fest adn smallf Folder - - _

A 4 [ Copy 53 URI
| DemoS3/ |

Objects Properties

Obijects (0)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all ebjects in your bucket. For others to access your objects, you'll

need to explicitly grant them permissions. Learn more [7

Actions w H Create folder

M upload

Q, Find objects by pref (P Show versions <12 @

The run directory has the following format: <Bucket Name>/<Bucket prefix>/in/<my_run_name>/.
For example, agilent-alissa-c2s-s3demo/Agilent-Transfer/in/DemoS3.

1 Create the run directory and upload your FASTQ sequencer run files under the newly created
run directory. Refer to the image above. For details on the format of the sequencer run files,
see the corresponding help pages in Alissa Reporter.

After successful upload, the complete path will look as follows:
<Bucket Name>/in/<my_run_name>/<my_sequencer._files>

Or if you entered a prefix (as described in “Step 3. Configure AWS settings in Alissa Reporter
and download policy”):
<Bucket Name>/<Bucket prefix>/in/<my_run_name>/<my_sequencer_files>
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10

Step 7. Create summary.yaml file and upload file in the run directory

Alissa Reporter requires an associated summary.yam! file to initiate the automatic transfer of the
run from AWS to Alissa Reporter. The summary.yaml file contains the meta information (e.g., run,
samples, in silico filter information, and user account information).

1 Create a summary.yaml file and edit the meta information as shown in the image on the
following page.

A template of the summary.yaml file is available for download in Alissa Reporter. From the
Manage account settings popup of your Alissa Reporter account, open the help page and click
the provided link to download the summary.yaml template.

2 Upload the summary.yaml file into the run directory.

Agilent recommends uploading the summary.yaml file after the sequencer run files have been
successfully uploaded in the run directory to prevent initiating transfer to Alissa Reporter without
the necessary sequencer files being present for transfer.

When the import starts, a preliminary meta information check is done (on the summary.yaml file):

+ If successful, the run transfer proceeds. After the full import has finished, the run folder with
the files is moved from the folder in/<my_run_name> to the folder finished/<my_run_name>.
Meta tags are added to the summary.yaml file in the bucket.

« |f an error occurs, the run folder with the files is moved from the folder in/<my_run_name> to
the folder error/<my_run_name> and meta tags are added to the summary.yaml file in the
bucket with the error message.

Tags (2) ‘ Edit

Track storage cost of other criteria by tagging your objects. Learn more [
Key Value

ImporterStatus error

Unknown assay S07604514_somatic

Tags (2) ‘ Edit
Track storage cost of other criteria by tagging your objects. Learn more E

Key Value

ImporterStatus error

\ Value of sample_group is too long max length is 255 characters.
Tags (2) Edit

Track storage cost of other criteria by tagging your objects. Learn more Z

Key Value

ImporterStatus \ error
The run should contain at least one target sample to start the analysis
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« Therunis analyzed according to the analysis parameters defined in the Manage options
popup of your Alissa Reporter account. These analysis parameters can be set to the default
settings or they can have customized settings.

+ For somatic applications, a matched/unmatched reference sample can be specified in the
summary.yaml file by defining it under the category section. Note that if a run only contains
reference samples, the analysis will not complete when Start analysis is set to true in the
summary.yaml file.

+ In-silico filters specified in the summary.yaml file can either refer to existing in-silico filters in
your Alissa Reporter account or they can define entirely new filters. They can be specified on
the run level or the sample level in the summary.yaml file.

To specify new in-silico filters in the summary.yaml, define a genes_file (with file extension tsv)
and/or a regions_file (with file extension tsv) with the selected genes and/or regions using the
same format as the exported files from Alissa Reporter. The specified .tsv file(s) in the
summary.yaml file need to be uploaded in the run directory together with the summary.yam!
file. If the summary.yaml specifies an in-silico filter with the same name as an already existing
in-silico filter, the file information provided in the summary.yaml is ignored.

+ A sample group can be specified on the run level or sample level in the summary.yami file. For
each run, a new unique sample group ID is created in the system in the form of <name>
(<ref_id>) obtained from the summary.yam!.

+ Optional analysis settings can be specified in the summary.yaml file including 'start' (to start
the analysis after upload completed), 'interpret’ (to send the results to your Alissa Interpret
instance) and 'email' (to receive an email when analysis completes).
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Set up and configure AWS automation

12

2] summary.yaml - Notepad
File Edit Format View Help

run:

ref id: s3demo

Run ID in Alissa Reporter

sequencer: NovaSeq
chemistry: default

library: XTHS2

sample group: Related samples
comment: 'AWS bucket upload'

samples:

assay: Human All
ref id: samplel
ref id original:
sex: O

assay: Human All
ref id: Sample2
ref id original:
in silico filter:
sex: XY

assay: Human All
ref id: Sample3
ref id original:
in silico filter:
sex: U

assay: Human All
ref id: Sample4d
ref id original:
in silico filter:
sex: XX

in silico filters:

id: Gene
name: BRCAl gene

id: Region
name: Chromosomel

user:

account: <Account
login: <LoginID>

analysis:

start: True
interpret: True
email: True

Exon V8 Germline

Samplel s1 L001

Exon V8 Germline

Sample2 S1 L002
Region

Exon V8 Germline

Sample3 S1 LOO1
Gene

Exon V8 Germline

Sampled S1 L004
Gene

Run with sample group

Sample without in silico filter

Sample with region filter

Sample sex is XY

Sample with gene filter

Sample with gene filter

ID used in yaml to link gene filter to samples
In silico filter ID used in Alissa Reporter

ID used in yaml to link region filter to samples
In silico filter ID used in Alissa Reporter

IR

ID>

User 'account ID’ for Alissa Reporter

User 'login ID' of Alissa Reporter

Set to 'True' for the analysis to start after upload.

Set to False for upload without analysis

>

Ln4, Col4 100% ___Windows (CRLF) UTF-8
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Set up and configure AWS automation

) summary_samplegroup_run.yam! - Notepad
File Edit Format View Help
L Run level
chemistry: default
comment: 'AWS bucket upload
library: XTHS2
caf id: Eil
[ sample_group: Related samples ]
TINOVESE]

samples:

- assay: Human All Exon V8 Germline
ref_id: Samplel
ref_id_original: Copy_XAB_S9_Lee1l
sex: U

- assay: Human All Exon V8 Germline
ref_id: Sample2
ref_id original: Copyl XAB_S9 Leel
in_silico_filter: Region
sex: U
assay: Human All Exon V8 Germline
ref_id: Sampled
ref_id_original: Copy3_XAB_S9_Lee1l
in_silico_filter: Gene
sex: U
assay: Human All Exon V8 Germline
ref_id: Sample6
ref_id_original: Copy5_XAB_S9_L@@1l
in_silico_filter: Gene
sex: U

in_silico_filters:

- id: Gene
name: BRCA1 gene

id: Region

name: Chromosomel
user:

login: LoginID

account: Account ID

analysis:
start: True
interpret: True
email: True

Ln1, Col1 100% ___Windows (CRLF)

UTF-8

X B suinany: simplegioup: ssmpleyaml - Noteg

File Edit Format View Help

run:
chemistry: default
comment: 'AWS bucket upload’
library: XTHS2
ref_id: FilterExomeV8
sequencer; NovaSeq

Sample level

samples:
- assay: Human All Exon V8 Germline
ref_id: Samplel
igi AB_S9_L001

ef id original: Copy X
sample_group: Group!

sex: U

- assay: Human All Exon V8 Germline
ref_id: Sample2
ref_id_original: Copy1_XAB_S9_L0O1
in_silico_filter: Region
sex: U

- assay: Human All Exon V8 Germline
ref_id: Sampled
ref_id_original: Copy3_XAB_S9_L001
in_silico_filter: Gene
sex: U

- assay: Human All Exon V8 Germline

ref_id: Samplef

ld_x_q_nriginal: Copy5_XAB_S9_L001
0 o filter

0
sample_group: Group1

sex: U

in_silico_filters:
- id: Gene
name: BRCAT gene

- id: Region
name: Chromosome1

sample_greups:
- id: Groupl
name: Related samples

user:
login: LoginlD
account: Account ID

analysis:
start: True

Ln1,Col 1 100%  Windows (CRLF)

UTF-8

in_silico_filters:
- id: Gene
name: BERCAT gene

- id: Region
name: Chromosome1

in_silico_filters:
- ids
name;
genes_fila:
regions_file:

Existing in silico filter

MNew in silico filter

Step 8. View and consult analysis results in the S3 bucket

If the AWS automation configuration settings in Alissa Reporter are set to include export (as

determined by the Behavior setting in the Manage settings popup), then the analysis results are

automatically exported to the S3 bucket and can be viewed in the “out” folder under the run

directory, e.g.: <Bucket name>/out/<my_run_name>.

The <my_run_name> folder name created by AWS is the run ID used in Alissa Reporter. Note that
if a folder name already exists in the bucket, AWS automation overwrites existing results and the
existing files will be replaced.

Alissa Reporter Using AWS Technical Guide
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Set up and configure AWS automation

14

Individual subfolders are listed for each successfully analyzed sample of the run and each sample
subfolder contains the respective results files. Note that if a sample ID was edited in Alissa
Reporter, the edited sample information is used.

An example of a successful Human All Exon analysis is shown below. A total of 11 result files are
present.

Each time you have a new set of sequencer files to be analyzed, repeat “Step 6. Create a run
directory and upload sequencer files” through “Step 8. View and consult analysis results in the
S3 bucket”.

Obijects (11)
Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [
5 comys3um || (3 copy 3 Do K actions v | [createroaer| IERIENR
| Q. Find objects by prefix B Show versions 1> @
Name a Type v Last medified v Size v Storage class v
B Sample1_S1_coverage_dropout.tsv tsv April 18, 2023, 13:03:33 (UTC+02:00) 16.0 MB Standard
D Sample1_S1_inaccessible_regions.bed bed April 18, 2023, 13:48:52 (UTC+02:00) 3.7MB Standard
@ sample1_S1_qc_metrics.txt txt April 18, 2023, 13:48:55 (UTC+02:00) 5.1KB Standard
D Sample1_S1_tabular_cnv_all.tsv tsv April 18, 2023, 13:48:44 (UTC+02:00) 70708 Standard
ﬁ Sample1_S7_tabular_cnv_retained.tsv tsv April 18, 2023, 13:48:44 (UTC+02:00) 38608 Standard
B Sample1_S1_tabular_snv_indel_all.tsv tsv April 18, 2023, 13:48:42 (UTC+02:00) 236.2KB Standard
D Sample1_S1_tabular_snv_indel_retained.tsv tsv April 18, 2023, 13:48:43 (UTC+02:00) 110.1 KB Standard
[ Sample1_S1_variants_all.vcf vef April 18, 2023, 13:48:39 (UTC+02:00) 473.5KB Standard
[ sample1_s1_variants_retained.vcf vef April 18, 2023, 13:48:38 (UTC+02:00) 226.7 KB Standard
B Sample1_S1.bam bam April 18, 2023, 13:03:24 (UTC+02:00) 1.8GB Standard
B Sample1_S1.bam.bai bai April 18, 2023, 13:03:33 (UTC+02:00) 25MB Standard
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Set up and configure AWS S3 storage folder

Step 1. Create an account on AWS

If you do not already have an AWS account, refer to the instructions in “Step 1. Create an account
on AWS” on page 3 in the section “Set up and configure AWS automation.”

Step 2. Create bucket using the S3 console

If you already created a bucket for use in AWS automation, and you intend to use that same
bucket for your AWS S3 storage folders, skip this step and proceed to “Step 3. Configure S3
wizard upload settings in Alissa Reporter and download policy” on page 15.

If you have not already set up a bucket using the S3 console, or you intend to use a separate
bucket for your AWS S3 storage folders, refer to the instructions in “Step 2. Create bucket using
the S3 console” on page 3 in the section “Set up and configure AWS automation.”

Step 3. Configure S3 wizard upload settings in Alissa Reporter and
download policy

To activate the link between Alissa Reporter and AWS, a bucket policy needs to be downloaded
from Alissa Reporter and pasted into the S3 bucket policy. This policy is based on the account ID
and prevents the sharing of AWS credentials between customers and our software framework.

In Alissa Reporter, click Settings & Administration > My Account > Manage account settings to
open the Manage settings popup. Then, follow the instructions below to create a policy from your
account using your AWS bucket settings.
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Manage settings for account Account Name

AWS automation configuration
Enabled E

Automation bucket name: | agilent-alissa-c2s-s3demo | & In

Agilent-Transfer

<«— Copy policy

Bucket prefix
"version®: "
"Id": "Policy
“Statement™: |
Configuration has not been tested < T {

Behaviour Import and export | v
Test status
"sid": "sStmtle
“effect": "Allow",
“principal”: {

"ANS": "arn:g
}

s
"Action": “"s3:ListBucket",
“Resource": "arn:aws:s3:::agilent-alissa-c2s-s3demc”,
"Condition": {
"stringLike": {

"s3:prefix”: "Agilent-Transfer/*"

}

S3 upload wizard configuration

Enabied

I Upload bucket name: 1agilent-alnssa{Zs-sSdemol @

_—

Bucke! prefix |Agilent-Transfer
Configuration has not been tested : }
s
{

"sid": "stmt1611299493770",

"effect": "Allow",

“principal”: {

“AwS": “arn:

3
"Action": [

“s3:DeleteobjectTagging”,

“s3:Getobject”, 5.

l

Test status

R cance

Mark the Enabled check box to enable the S3 upload wizard configuration.

In Upload bucket name, enter the Bucket name starting with the mandatory
agi | ent-al i ssa-c2s- followed by the bucket name as described in “Step 2. Create bucket
using the S3 console”. For example, agilent-alissa-c2s-s3demo.

(Optional) Enter the Bucket prefix. This optional (but recommended) prefix reflects a subfolder
in the AWS bucket. For example, Agilent-Transfer.

View the policy by clicking the & arrow and copy the policy from the Account bucket policy
popup window.

Important: If you already created a bucket for use in AWS automation, and you intend to use
that same bucket for your AWS S3 storage folders, you do not need to repeat the steps for
downloading the policy, pasting it in the bucket, and disabling ACLs. Skip those steps and
proceed to “Step 5. Test S3 upload wizard configuration in Alissa Reporter” on page 18.

For additional details on the Manage settings popup, please see the corresponding help pages in

Alissa Reporter.

If you have an account on multiple Alissa Reporter deployments and are using the same bucket
on the different deployments, make sure to use a distinct bucket prefix for each deployment, e.qg.,

bucket prefix for deployment A: Agilent-Transfer/<PrefixA>, bucket prefix for
deployment B: Agilent-Transfer/<PrefixB>.

16
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Step 4. Paste the policy in your bucket and disable access control
lists (ACLSs)

Sign in into the AWS Management Console, go to the Amazon S3 console at
https://console.aws.amazon.com/s3/, and open your bucket. Then follow the instructions below.

1 Gotothe Permissions tab.
2 Under Bucket Policy, click Edit.
3 Paste the policy into the provided space.

Amazon 53 agilent-alissa-c2s-s3demo

agilent-alissa-c2s-s3demo

Objects Properties Permissions Metrics Management Access Points

Permissions overview

Access

Bucket and objects not public

but before ap pl;mq any of these ;cLLmq; l’_"ﬂSurL that ZO"” applications will work correctly without public access. If you

P S W W W

Bucket policy

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to
abiccteounad by other accounts. Learn more [A

Edit

Delete

Public access is blocked because Block Public Access settings are turned on for this

bucket

To determine which settings are turned on, check your Block Public Access settings for this
ucket. Learn more about using Amazon S3 Block Public Access [

\ - [Bowm |

paste downloaded policy here

4 Scroll further down the Permissions tab to the Object Ownership section.
5 Under Object Ownership, click Edit.
The Edit Object Ownership screen opens.
6 Make sure that the ACLs disabled option is selected.
7 Click Save Changes.
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IDbject Ownership info I

chip determines who can specify access to objects

Object Owhership

Bucket owney enforced
ACLs are disablel
only policies.

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists {ACLs).

All objects in this bucket are owned by this account. Aceess to this bucket and its objects is specified using

\ Edit Object Ownership .

Object Ownership

whership determines who can specify access to abjects.

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists {ACLs). Object

© ACLs disabled (recommended)
All objects in this bucket are owned by this account.
Access to this bucket and its abjects is specified
using only policies.

) ACLs enabled
Objects in this bucket can be owned by other AWS
accounts. Access to this bucket and its objects can
be specified using ACLs,

Object Ownership
Bucket owner enforced

5

Step 5. Test S3 upload wizard configuration in Alissa Reporter

1 Return to your session of Alissa Reporter with the Manage settings popup open.
2 Verify that all fields are properly filled out (see “Step 3. Configure S3 wizard upload settings in

Alissa Reporter and download policy”).

3 Under S3 upload wizard configuration, next to Test Status, click the test & button.

The test status indicates testing was successful.

The entire setup is correct, permission was

granted, and access to the S3 folders from the upload wizard is activated.

In case the test status is not successful, verify that all previous steps were performed properly,
correct possible errors, and repeat the testing. Contact the Alissa Reporter technical support team
at informatics_support@agilent.com for assistance if testing remains unsuccessful.

|| §3 upload wizard conﬁgurationl

Enabled:

Upload bucket name: |agilent-alissa-{ﬂs-sl’pdem{: | s

Bucket prefix: |Agilent—Transfer |

Test status: Configuration has not been tested EI_’

18

Configurafion tested with success on o

Test status: 2023-02-21 11:30
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The creation of the policy file only needs to be done when activating a new bucket. Once
NOTE A . ; . : )

permission is granted, it remains active unless configuration changes are made by the user (e.g.,

modification/removal of the bucket).

The S3 bucket is not locked and can be used by other Alissa Reporter accounts/deployments.

Step 6. Create an S3 storage folder and upload sequencer files

The next step is creating an S3 storage folder in your bucket. The folder contains the sequencer
run files (FASTQ) that can be accessed from the upload wizard.

[Amazon S3 » Buckets » agilent-alissa-c2s-<3demo > Agilent-Transfer/ ]

|Agilent-Transfer/|

Objects Properties

Objects (2)

Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [A to get a list of all objects
in your bucket. For others to access your objects, you'll need to explic =1 fui lssl ]

Amazon S3 > Buckets » agilent-alissa-c2s-s3demo >  Agilent-Transfer/ ‘Samples}'l

[ Copy S3 URI
| Actions ¥ | | Create folder | | Sa m p lES/
Find objects by prt | Show ve G
| = ) | @ Objects Properties
Name A Type ¥ La
O in/ Folder - Objects (6)
l J [ Samples/ ] Folder - Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [A to get a list of all ebjects in your

grant them permissions. Learn more [7

| Q A jects by pref | P Show versions
Name a Type ¥ Last modified
B MCSC102517DNA_1_DEBUG-120k_S1_L0O01_R1_001.fastq.qz gz April 26, 2022
B MCSC102517DNA_1_DEBUG-120k_S1_L0O01_R2_001.fastq.gz gz April 26, 2022
B MCSC102517DNA_1_DEBUG-120k_S2_L0O01_R1_001.fastq.gz gz April 26, 2022
B MCSC102517DNA_1_DEBUG-120k_S2_L001_R2_001.fastq.gz gz April 26, 2022
n MCSC1025170NA_1_DEBUG-120k_S3_L001_R1_001.fastq.qz gz April 26, 2022
B MCSC1025170NA_1_DEBUG-120k_S3_L001_R2_001.fastq.gz gz April 26, 2022

The storage folder has the following format:
<Bucket Name>/<Bucket prefix>/<my_storagefolder_name>/.

Forexample, agilent-alissa-c2s-s3demo/Agilent-Transfer/Samples, where
Samples is the S3 storage folder where FASTQ sequencer run files are saved.
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Upload run data

Sequencer run data

1 Create the storage folder and upload your FASTQ sequencer run files under the newly created

folder. Refer to the image above. For details on the format of the sequencer run files, see the
corresponding help pages in Alissa Reporter.

After successful upload, the complete path will look as follows:
<Bucket Name>/<my_storagefolder_name>/<my_sequencer._files>

Or if you entered a prefix (as described in “Step 3. Configure S3 wizard upload settings in
Alissa Reporter and download policy”):
<Bucket Name>/<Bucket prefix>/<my_storagefolder_name>/<my_sequencer._files>

The Alissa Reporter upload wizard, shown below at the Upload run data step, now includes the
select from S3 bucket link for connecting to the S3 bucket and selecting data files to upload and
analyze.

?0

Next
step

IMPORTANT NOTE: Only de-identified data can be entered into the Alissa Reporter. Click here for more information

RunID": ]
Drop files here to upload or i . ]
select from your computer or Sequencing instrument”: | —- Select - ©
» [ & select from S3 bucket ] Sequencing kif™ [~ select—
(No files selected) i }
Comment I |

Select files from S3 bucket

Last modified

20

I. Samples l
. in
Name Type Last modified Size
[£) MCSC102517DNA_1_DEBUG-120k_S1_L001_R1_001 fastq gz 9z 41262022, 11:3 6.4MB
[Z) MCSC102517DNA_1_DEBUG-120k_S1_L001_R2_001 fastq.g2 9z 412612022, 11:3 7.0 MB
[£) MCSC102517DNA_1_DEBUG-120k_S2_L001_R1_001 fastq gz 9z 4/26/2022,11:3 6.4MB
MCSC102517DNA_1_DEBUG-120k_S2_L001_R2_001.fastagz gz 42612022, 11:3 7.0 MB
[£) MCSC102517DNA_1_DEBUG-120k_S3_L001_R1_001 fastq gz 9z 42612022, 11:3 6.4MB
[3) MCSC102517DNA_1_DEBUG-120k_S3_L001_R2_001fastqgz gz 426/2022,11:3 7.0MB
x Cancel
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Agilent Technical Support
For US and Canada

Call 800-227-9770 (option 3, 5, 4)
Or send an email to informatics_support@agilent.com

For all other regions
Agilent’s world-wide Sales and Support Center contact details can be obtained at www.agilent.com/en/contact-us/page
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