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Cybersecurity Updates

Cyberattacks

Cyberattacks are reported in the media almost every day, which can be devastating
for organizations, costing millions and impacting reputation. Aviation is no
exception, and has come under attack with high levels of media exposure.

Over the past few years, there has been a move to harmonize cybersecurity
regulations and guidance across the aviation sector. Agilent has worked closely with
different government organizations and industry associations to ensure that product
development meets and exceeds cybersecurity requirements.

The Agilent Insight200M can be used both as a standalone system and in a
networked group. Agilent recently released new software for both the Insight200M
and for our Overview management software (allowing management of an Agilent
Insight fleet via a network) to ensure cybersecurity.

The new software is available as an update to the Insight200M or to Overview.
To implement the new cybersecurity features, it is recommended to update both
software components.



New Insight200M software features include:
— Restricted USB access

— Increased login security
- Pin mode
- Password security mode
— Enhanced password complexity framework
— Increased database security
— Antivirus scanning and reporting
— Latest operating system
— Ability to update operating system and virus definitions
— BIOS security
Overview of new software features:
— Manage login security
- Pin mode
- Password security mode
— Review and monitor logins

— Cyber secure certification handshakes

— Patches for system definitions

Awareness and development for mitigating a cybersecurity
attack is critical for the aviation sector, to ensure protection both
financially and reputationally. The Agilent Insight200M software
and Overview management software are both continuously
updated to ensure compliance with the latest guidance.

For further information on the security of our systems and how
this update could be of benefit, please contact us through the
Request Quote button.
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