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The primary requirements of
21 CFR Part 11 for analytical labora-
tories have been widely discussed and
can be summarized in a few points:
� use of validated existing and new

equipment and computer systems

� secure retention of electronic
records to instantly reconstruct the
analysis

� user-independent computer-
generated time-stamped audit trails

� system and data security, data
integrity and confidentiality
through limited authorized system
access

� use of secure electronic signatures
for closed and open systems

� use of digital signatures for open
systems.

More information is available from
sites such as www.labcompliance.com
under e-signatures (21CFR11) and
from private authors. For example,
Huber, Winter and Nickel have pub-
lished a series of articles on the
implementation of 21 CFR Part 11 in
analytical laboratories.5-10
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The impact of the rule for analytical data systems is significant
because they must ensure the generation of reliable and
trustworthy records and the subsequent management of
these records.

Figure 1 The four levels of instrument control.
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The combination of industry standard equipment
with leading-edge technology and a worldwide
service organization trained to implement, validate
and support the systems are the necessary
ingredients to meet that challenge. Figure 2 Typical layout of a networked data system.

Figure 3 Agilent’sNDS software.
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