
21 CFR � 11 ��
�� !"#$%!&
� 3�� �� !"#$%&'()

Wolfgang Winter and
Ludwig Huber

�� !"CFR�11�� �!"#$%

���� !"#$%&'()*%"+

���� !"#$%&'()*+(,

��

�GMP�� CFR �11�� !"

�� !"#$%&'�� !"#

�� !"�� !"#$#%&��

�� !"#$ !%�� !"#

�� !�� !"#$%&'()*

�� !"#Robert McDowall ��

�� !"#$%&'�� !"#

�� �� !"#�� !"#$%

���� !"# $%&'()*

�� !"#$%&'�1���� !

CFR�11�� !"#$%&���

�� !"#$%&'()*+,-

�� !"#$%�� !"#$%

�� !"#$%&'()*(2)��

�� !"#$%&'()*+,-

�� !"#$%&'�� !"#

�� !"

�� !"#$(CDS)���� !

�� !"#$%&�� !"#$

�� !"#$�� !"#$�� 

�� !"#$%&'()*�� 

�� !"#$%�� !"�#$

�� !"#$%&'()*+,-

��CFR�11�� !"#$%&'

�� !"#$%&�1999�11��

�� !�� !"#$ %&'(

���� !"#$%&'()*+

�� !"#$%&'()*+,-

�� �� !"#$%&'%()

�� !"#$%&'()*+�3��

�� !"#$%&'()*+,-

�� !"#$%&'()*+,

(2)�

�� !"#$%&'()*+,-

�� �� !�� !��� !"

�� !"#$%&'()*+,�

�� !"#�� !"#$%&'

�� !"#$%&'(�)*+,-

�� !"#$%&'()*$+,

�� !"#

�� !"�� !

�� !"#$%&'(�� !"

�� !���� !��� !"#

�� !"#$%&'()*+��

�� !"#$%&'()*+,-

�� !"#$%&��Ron Tetzlaff

�� !�� !"#$%&'()

���4��Paul Motise�� !"#

�� !"#$%&'(�5����

McDowall�� !�� !"#$%

�� !"#�� !"#�$%&

�� !"#$%&�6���11�� 

11.10�� !"�� !"�� !

�� !"#$%&'()*+,-.

�� �� !�� !"#$%&'

��7�� �� !"#$%&'()

�� !��GMP�� !"#$%

�� !"#$%

�FDA�� !"#�� !"#$

�� !"#$%&'()�� !

�� !"#$%& '()*+,

�� !"#$%�� !"# $

�� !"#$%�� !"#�� 

�� !"#$%&'()*+,-

�� !"#$%Agilent Technologies

(Palo Alto, CA)�� ChemStation

Plus�� !"#$%&'()*�

�� !"#$%&'()*+,-

�� !�� !"#$%&'()

�� !"�#$%&'()*+,

�� !"#$%&'()*+",

�� !"#$%&'�� !"#

�� !"#$%&'()*+,-

�� !"#$%&'()*"+,

�� !"#�� !"#$%&'(

�� !"#�� !"#$%&'(

Regulatory MattersRegulatory Matters

Wolfgang Winter is worldwide product manager,

data systems, and corresponding author Ludwig

Huber is worldwide product marketing manager,

HPLC, at Agilent Technologies GmbH, PO Box

1280 D-76337, Waldbronn, Germany, +49 7243

602 209, fax +49 7243 602 501,

ludwig_huber@agilent.com.



�� !"�� !"#$%&'(

�� !"#$%&'()*+��

�� !11�� !"(3)��� !

�� !"#$�� !"#$%&

�� !"#$%&'()*+ ,

�� !"#�� !"�� !"#

�� !"#$%&'�()*+,

�� !"#$%�� !"#$%

�� !"#$%&'()*+,-

�� �� !"#$%&'()*

�� !"#$%&�� !"#$

�� !"#

�� !"#$%&'()*+,-

�� �� !"#$%&'()*

�� !"#$%�� !"#$%

�� !"#$%&'()��*�

�� !"#$%&'( )*+

�� !"#$%&'�()*$+

�� !"#�� !"#$%&'

�� !"#$%&'()*�� 

���� !"#$%&#'()*

�� !"#$%&'(�11�� 

�� !"#$%&'()*$%+

���� !"#$%&'()*��

�� !"#$%&�GLP���� 

�� !"#$%&'( )*+(

�� !"#$�� !"#$�� 

�� !"#$%&'()*+,-

�� !"X�� !Y��� !"

�� !"#$%&'()*+ SOP

�� !"#$�� !"#$%&

�� !"#$%&'()*+FDA

�� !"#$%�� !"#$%

�� !"#$�� !"#$%&�

�� !"#$%&'()*+,-

�� �� !"#$%&�� !"

���Microsoft  Windows NT,

Redmond, WA���� !"#$%

�� !"#$%&�'()*+,

�� !"#$%&�'((�� 2)�

�� !"#$%&'()*+,-

�� !�� !�� !"#$%

�� !"#$%&�� !"#$%

�� !"#$%&'�5�

�� !"#$%&

�� !"�� !"/�� !"#

�� !"#$%&'(11�� !

�� !"#$%&�� !"#$

�� !"�� FDA�� !"#

�� !"#$ %&'(�)*+

���� !�� !"#$%&'(

�� �� !"#$%&'()*

�9�� �� !"#$%&'(�� 

�� !"#$%&'()*+*,

�� !"#$%&'()*+,-

�� !"#$%&

�� !"#$%&'()*+,-

�� FDA�� !"�� !"#

�� !"#$%&'()*+,-

�� !"#$%&'()�� !

�� �� !"#$%&'�� !

�� !"#$%&'(10)���� 

�� !"#$%&'

�� !"#$%&'()*+,-.

�� !"#$%&'()�� !"

�� !"#$%&'(% !)�"

�� !"#$%�� !"#$%&

�� !"#$%&�� !"#$%

�� !"(10)�

�� !"#$%&'()"*+,

�� !"#$%&'(�� !"

�� /�� !"#$%&'()*+

�� �� !"#$%&'()*

�� !"# $�� !"#$%

�/�� !"#$%&'()�� 

�� !"#$%&'()*+,-

�� !"#$%&'()�� !

�� !"�� !"#$%&'()

�� !�� !"#$$%&'(

�� !"#$�� !"#$%&

�� !"#$%&'()*�� 

��11:00AM�� !"#$%&'

9:00AM�� !"#$%�� !"

�� !"#$%&'(CET)�� 

���� !"#$%&'()*+,

�� !"#$%&'()

Figure 1.  The trustworthiness of electronic records is ensured by appropriate measures for
data security, data integrity, and traceability.

Regulatory Implications of
Electronic Data

Change control.
Link raw data
and results

Limit access.
Prevent data
modification

Traceability
Who did what, when, and why?
Previous entries must not
be obscured

Security Integrity

Figure 2.  The Event Log Settings dialog box
for the Microsoft Windows NT Event
Viewer allows changing or deleting of
audit trail entries, which is unacceptable
for Part 11 regulations.
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Figure 3.  With some devices, the real record is a hard copy.

Figure 4.  With chromatography data systems, the raw data typically is an electronic record
subject to 21 CFR Part 11 rules.

Figure 5. The printed copy of an electronic record is no longer considered raw data. The
�typewriter excuse�is no longer accepted.



�� �� !"#$�� !"#$

�� !"#$XYZ�� !"#�

�� !" 1�� �� !"#$

���� !"#$%&'()*+,

�� !"#$%&'()*+,��

�� !"#$%&'(')*+

�� �� !"#$%&'()*

���� !"#2��� XYZ.2-A4-

1��� !"#$%&'()*+,

�� !"#$%&'()*+��

�� !"#$%&'()�� !

�2�� !"#$�� XYZ-2-A4-

2��� !"#�� !"#

�� !"#�� !"#$%&'

���� !A�� !"#�� !

A�� !"5��� !"FDA��

�� !"#$%& XYZ �� !

���� !"#$%&'()*+

�� !"#$%&'()*+��

�� !�" #$%&�XYZ-2��

�� !�A4���� !"#$%&

�� !"#$%&'()*�� 

�� !"#$%&'()* !"

�A�� !"#$%&'(�� !

�� �� !"#$%&'(�� 

�� A�� !"#$%&'()

�� !"#$  �� !"#�� !

��� !(LIMS)�� !"#$%

�� !"#�� !"#$%&'

��(RDBMS)��� RDBMS�� 

�� !"#$%&'()�� !

�� !"#$% !&��'()

�� !"#$%&'�� �!"

�� !"#$%&'RDBMS�� 

�� !"#$%&�� !"#$

�� ��RDBMS��� !"#$

�� !"�� !"�� !"#$

�� �� !(14)��� !"#$

��RDBMS�� �� !"#$%

�� !"#$�� !"#$%&

�� !"#$%&'(14)�

�� �� !"#$%&'RDBMS

�CDS�� !"#$%&�� !

�� !"#$CDS�� !"#$

�� !"#$!"%&'(��  

�� !"#$%&!'()�� 

�� !"#$%�� !"#$%

�� !"#$%&'()�� !"

�� !"#$%&'(')*+,

�� !�� !"#$%"&'(

�� !�� !"#$%&'()

�� !"#$%&'�� !"#

�� !"#$%&'�� !"#

�� !"#$%&'()*

�� !"DBMS�� !�� !

�� !"#$%&�15���� !"

� DBMS�� !"#$%&'(�

�� !"#$%&'(�� !"

�(�� !"#$%&'�� !"

��)�� !"#$%&'()*

�� �� !"#$%&'()*

�� !�� !"�� !"#$%

�� !"#�� !"#$%&'

�� !"#$�� !"#$%&

�� !"#$%&'()*+,-.

�� !  �� !"�� !"#$

�� �ODBMS��� !"#$%

�� !"#$%&' ()*+#

�� !"ODBMS�� !"#$%

�� !"�� !"#$%&�� 

�� !"#$%&'()*�� 

�� !"#$!"%&'()*+

�� �� !"#$%&'()

ODBMS�� !"#$%&'()*

��(14�15)��� !"#$%� 

�� !"#$%�� !"#$%

�� !"�� !"#$%&'(

�� !" 30-70%��� !"#$

�� !"#$%&'()*+(15)�

�� !"#$%&'(�� !"

�� !"#$%&'()*+��

�ODBMS�� !"#$%&'()

�� !"# $% -�� !"�

���� �� !"#$%&'

ORACLE RDBMS�� !"#$%&

�� !"#$%&'()*+,-

�� !"�14�� �� !"#$%

�� !"#��ODBMS�� -�

�� !�"#$%&'()*#+

�� 21 CFR � 11�� !"#$%

�� !

��

�� !"#$%&' 21 CFR � 11

�� !"#�� !"#$%&

�� !"#$%&'()*+,-

�� �� !"#$%&'(

�� !"#$%&'()*+,-

��21 CFR�11�� !"#�� 

�� !"#$�� !"#$%&

�� !"#$%�� !"#$%

�� !"#$%&'()*+,)-

�� !"#$�%&'()*!"

�� �� !"#$%&'()*�

�� !"#$%

�� !"#$%&'(�� !"

�� !"#$%�� !"#$%

�� !"#$%&'�� !"#

�� !"#$%&'�� !"#

���� !"#$%&'()*+

�� �� !"#$%&WINDOWS

NT�� !"#$�� !"#$%

�� !"#$%&'()*�� 

�� !"#$%&'(�)

Figure 6. A trustworthy electronic record
result consists of the raw data and its
associated metadata.

Regulatory Matters



�� !"#$%&'()*+,

CDS ���� !"#$%�� !

�� !"#$%&'()*+,�

�� !"#$%&'()$*+,

�� !"#$%�� !"#$%

�� 

��

�� !"#$%&'()*2000�

5���� !�� !�� !"#

�� !"#21 CFR�11�� !�

�� !"#$%&'()*+,-

�� !"#$%&'()*+,-

�� !"#$%&'()*�� 

�� !"#$%&'()!"*�

�� !"#$%&'(

©Reprinted from BIOPHARM, March 2000 AN ADVANSTAR         PUBLICATI ON Printed in U.S.A.

Copyright Notice Copyright by  Advanstar Communications Inc. Advanstar Communications Inc. retains all rights to this article. This article may only be viewed or printed (1) for personal use. User may not
actively save any text or graphics/photos to local hard drives or duplicate this article in whole or in part, in any medium. Advanstar Communications Inc. home page is located at http://www.advanstar.com.

�� !5980-1305CHCN

�� !
  (1) R.D. McDowall, “Computer (In)security,” Sci.

Data Manage. 3(6), 8-15 (1999).
  (2) W. Winter and L. Huber, “Implementing 21

CFR Part 11 in Analytical Laboratories: Part 2,
Security Aspects for Systems and
Applications,” BioPharm 13(1), 44-50 (2000).

  (3) L. Huber, “Implementing 21 CFR Part 11 in
Analytical Laboratories: Part 1, Overview and
Requirements,” BioPharm 12(11), 28-34 (1999).

  (4) C. Burgess and R. McDowall, “Practical
Computer Validation" short course at Pittcon
98, p. 6.

  (5) P. Motise, Human Drug CGMP Notes 5(4)
(1997).

  (6) R. D. McDowall: “Operational Measures to
Ensure the Continued Validation of
Computerised Systems in Regulated or
Accredited Laboratories,” Lab. Autom. Inf.
Manage. 31, 25-34 (1995).

  (7) Code of Federal Regulations, Food and Drugs,
Title 21, Part 11, Sections 11.10(b) and 11.30,
“Electronic Records; Electronic Signatures;
Controls for Closed Systems; and Controls for
Open Systems” (U.S. Government Printing
office, Washington, DC). Also Federal
Register 62(54), 13429-13466.

  (8) Personal email communication between
Hewlett-Packard Company (Wilmington, DE)
and Paul Motise (Office of Compliance,
CDER, FDA, Rockville, MD) (1999).

  (9) Code of Federal Regulations, Food and Drugs,
“Final Rule Preamble to Part 11,” at Comment
Paragraph 101, 21 CFR 11.50(a)(2) (U.S.
Government Printing Office, Washington, DC).
Also Federal Register 62(54), 13453 (1997).

(10) P. Motise, Human Drug CGMP Notes 6(2)
(1998).

(11) B.K. Immel, “GMP Issues: An Electronic Eye
Opener,” BioPharm 12(6), 60-63 (1999).

(12) R.D. McDowall, “Chromatography Data
Systems II: Specifying, Evaluating, and
Selecting a System,” LCGC Int. 12(7),
422-431 (1999).

(13) P. Motise, “FDA Requirements for Computers
in Analytical Laboratories,” paper presented at
the ECA Conference, Berlin, September 1999
(available at
www.labcompliance.com/conferences/
august99.htm).

(14) T.P. Loomis, “The Best of LIMS Object and
Relational DBMS Can be Combined,” Sci.
Comput. Autom. 15(3), 73-76 (1998).

(15) L. Guzenda, “Seven Signs That You Need an
Object Database,” Sci. Data Manage. 3(5),
30-33 (1999). BP


