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Limit access.
Prevent data
modification

Regulatory Implications of
Electronic Data

Traceability

Change control.
Link raw data
and results

Who did what, when, and why?
Previous entries must not
be obscured

Figure 1. The trustworthiness of electronic records is ensured by appropriate measures for

data security, data integrity, and traceability.
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Figure 2. The Event Log Settings dialog box
for the Microsoft Windows NT Event
Viewer allows changing or deleting of

audit trail entries, which is unacceptable
for Part 11 regulations.
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Figure 3. With some devices, the real record is a hard copy.
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Figure 4. With chromatography data systems, the raw data typically is an electronic record

subject to 21 CFR Part 11 rules.

Printed report
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Figure 5. The printed copy of an electronic record is no longer considered raw data. The

“typewriter excuse” is no longer accepted.
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Figure 6. A trustworthy electronic record
result consists of the raw data and its
associated metadata.
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