
SDA COMPLIANCE SOFTWARE 
For Agilent ICP-MS MassHunter Software

SDA Compliance Software Benefi ts 

• Elemental Impurities in Pharmaceutical 

Manufacturing

• USP<232>/<233>

• SDA Software for ICP-MS delivers Compli-

ance with 21CFR Part 11 for the Agilent 

7700 ICP-MS and 8800 ICP-QQQ

• System Certifi cation and Qualifi cation 

Services (IQ/OQ)

Part 11 in Title 21 of the US Code of Federal Regulations (commonly referred 
to as 21 CFR Part 11) governs food and drugs in the US, and includes the US 
Federal guidelines for storing and protecting electronic records and applying 
electronic signatures.  The purpose of these regulations is to ensure the 
security, integrity and traceability of electronic records, which includes data, 
analytical reports and other records (such as daily performance checks) 
asssociated with the operation of an analytical instrument.

Agilent’s 7700 Series ICP-MS and 8800 ICP-QQQ instruments are controlled 
by ICP-MS MassHunter software.  Earlier revisions of ICP-MS MassHunter 
supported integration with Agilent’s OpenLAB ECM (Enterprise Content 
Manager) software to provide users with the tools to ensure compliance 
with these FDA regulations and their equivalent in other countries, such as 
Annex 11 in the European Union.

OpenLAB ECM remains an ideal compliance solution for large laboratories 
wishing to manage electronic records from multiple instruments and sites.  
But its cost and complexity may make it unsuitable for smaller laboratories 
that require a simple set of compliance tools to manage records from a 
single ICP-MS instrument.

The latest revision of ICP-MS MassHunter software (G7201B, B.01.02) for 
the 7700 Series ICP-MS and 8800 ICP-QQQ now also integrates with the 
Agilent Spectroscopy Database Administrator (SDA) software (G8499AA), to 
provide the tools to enable laboratories to comply with 21CFR Part 11.  SDA 
is fi eld-proven having been used for Agilent ICP-OES systems for several 
years.  It is installed on the ICP-MS instrument workstation PC to provide 
a simple and cost-effective compliance solution for a single 7700 Series or 
8800 ICP-QQQ instrument.

As with ECM integration, the control of user access to the ICP-MS 
MassHunter workstation, and recording of application and workstation 
audit trails is performed by ICP-MS MassHunter’s User Access Control 
functionality (G7207B). 



Compliance Overview

Compliance with Federal regulations is a key aspect of an analytical laboratory’s operation in many industries, especially 
pharmaceutical manufacturers.  

The 4 components of compliance related to analytical instruments are:

• Design qualifi cation (DQ), manufacturing quality control, lifecycle management, installation and operational qualifi cation 
(IQ/OQ) for analytical instruments and their software

• Control of access to the workstation for instrument control and data processing (restricted user access with password 
protection)

• Electronic records control (secure storage, fi le versioning, audit trail, electronic signatures, and archive/retrieval)

• Control of system operation, performance verifi cation (PQ), physical access to the laboratory and associated equipment 
and records

The fi rst of these components must be demonstrated through the manufacturing quality records and equipment validation 
certifi cation of the instrument manufacturer.  The fourth component requires that the laboratory manager and administrators 
set up appropriate controls on laboratory access, and ensure that system suitability tests (SST) and standard operating 
procedures (SOP) are documented and followed.  

The remaining 2 components (system access and control of electronic records) are typically controlled by software packages, 
comprising control and monitoring of user access to the workstation, and an integrated system for handling the data and 
other electronic records generated during the lab’s activities.

ICP-MS MassHunter with SDA 

The components of the ICP-MS/SDA software system that provides compliant operation for Agilent ICP-MS instruments are 
illustrated below.  All software is installed on the standard ICP-MS MassHunter workstation PC, providing a simple and low-
cost setup.

ICP-MS MassHunter
G7201B (rev.B.01.02)

User Access Control
(UAC) G7207B

SDA Software
G8499AA

ICP-MS MassHunter Version 

Databases are created by 
SDA and accessed by the 

application software.
SDA uses Microsoft® SQL 

Server 2008 R2

UAC provides security with 
confi gurable, multi-level, 
password protected user 

profi les. Records user log-
on/log-off and actions in 

audit trail

Application software 
controls the instrument for 
data acquisition and (re)

processing
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Multi-level user access rights and audit trail settings (to defi ne which users may perform certain functions and whether 
users must enter a password and reason to verify their access rights for those functions) can be confi gured by the laboratory 
Administrator, or the default Audit Trail Map (ATM) settings can be used.  Database setup and administration is performed 
through the simple SDA confi guration pane.

The following table describes how the features and functionality of ICP-MS MassHunter, in combination with UAC and SDA, 
enables laboratories to meet the regulatory requirements of 21 CFR Part 11.

11.10 Control for closed systems

21 CFR
Part 11

Requirement Result Agilent ICP-MS SDA Software for 21 CFR Part11 Response

11.10(a) Has the system been validated in order to ensure accu-
racy, reliability, consistent intended performance, and the 
ability to discern invalid or altered records?

Yes Agilent develops its products according to the well-estab-
lished “product lifecycle” concept, which is a phase review 
process for software and hardware development, in order to 
ensure consistent product quality and conformity with regula-
tion guidelines for product development. 
Agilent delivers a fully qualifi ed data handling system 
together with all necessary services that are needed to imple-
ment such a system to meet the requirements of the FDA’s 
21CFR Part 11. 
The validation of the complete system is the responsibility of 
the user organization, which operates the system, and not of 
the software vendor.

11.10(b) Is the system capable of generating accurate and com-
plete copies of all required records in both human read-
able and electronic form suitable for inspection, review, 
and copying by the FDA or other regulatory agency?

Yes MassHunter records (e.g. pdf fi les of tuning reports and con-
centration data reports) can be displayed using the applica-
tions provided with the software. Records and audit trails can 
be printed using predefi ned or user customized reports.
SDA stores all data types, from raw machine data to resultant 
data reports. All fi les are stored complete and unaltered in 
the original format. “Printed” reports can be stored as PDF 
fi les which can be made available for review without the 
source application being installed on the client machine. 
Agilent SDA maintains the integrity of all data fi les.

11.10(c) Are the records protected to enable their accurate and 
ready retrieval throughout the record retention period?

Yes Data stored within SDA resides in a protected storage 
location. Regardless of the physical location of the data, it 
remains searchable to all users with appropriate privileges.

11.10(d) Is system access limited to authorized individuals? Yes Access to the MassHunter PC WorkStation is controlled 
through a user name, password, and account login, which are 
integral to the Microsoft® Windows® operating system user 
administration functions. Access to the MassHunter software 
itself is controlled by confi  gurable multi-level user access 
control software.

11.10(e) Is there a secure, computer- generated audit trail that 
independently records the date and time of operator 
entries and actions that create, modify or delete electronic 
records? Record changes shall not obscure previously 
recorded information. Such audit trail documentation shall 
be retained for a period at least as long as that required 
for the subject electronic records and shall be available for 
agency review and copying.

Yes Agilent MassHunter automatically generates time-stamped 
audit trails as a part of electronic record units to maintain 
a complete and accurate history of operation. Audit trails 
are used to record the actions of the operator in the Agilent 
MassHunter software and the SDA.

11.10(f) Are operational system checks used to enforce permitted 
sequencing of steps and events, as appropriate?

Yes In all functions, when a sequencing of events is required, 
system checks enforce it. For example, a method cannot be 
applied to data until the method has been validated for com-
pleteness. Users are prompted with an error message when 
steps are performed out of sequence.

Meeting the Regulatory Requirements of 21 CFR Part 11
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11.10 Control for closed systems continued

21 CFR
Part 11

Requirement Result Agilent ICP-MS SDA Software for 21 CFR Part11 Response

11.10(g) Are authority checks in place to ensure that only autho-
rized individuals can use the system, electronically sign a 
record, access the operation or computer system input or 
output device, alter a record, or perform the operation at 
hand?

Yes Users cannot gain access to the WorkStation PC or software 
system for acquisition or data processing without a valid user 
name, password and account. Once logged in, that user’s 
access to fi les and software functionality (including but not 
limited to signing a fi le, inputting values, or altering a record) 
are determined by the privileges assigned.

11.10(h) Are device (e.g., terminal) checks used to determine, as 
appropriate, the validity of the source of data input or 
operational instruction?

Yes Instrument serial numbers are transferred from the ICP-MS 
instrument to the Agilent MassHunter software automati-
cally. The serial number can be displayed on software, and it 
is recorded in the data fi le.

11.10(i) Do the persons who develop, maintain, or use electronic 
record/electronic signature systems have the education, 
training, and experience to perform their assigned tasks?

N/A This is the responsibility of the user organization that imple-
ments and uses the system, and should be controlled by 
procedures and documentation created by the organization.

11.10(j) Have written policies that hold individuals accountable 
and responsible for actions initiated under their electronic 
signatures, in order to deter record and signature falsifi ca-
tion, been established and followed?

N/A This is the responsibility of the organization that implements 
and uses the system, and should be controlled by procedures 
and documentation created by the organization.

11.10(k) Are there adequate controls over the distribution of, ac-
cess to, and use of documentation for system operation 
and maintenance?

N/A While documentation for the operation and maintenance of 
the ICP-MS MassHunter/SDA system is available for users 
and administrators, control over the storage and distribution 
of this material is the responsibility of the organization that 
implements and uses the system.

11.10(l) Are there formal revision and change control procedures 
to maintain an audit trail that documents time-sequenced 
development and modifi cation of system documentation

Yes Agilent Technologies’ quality processes and product life cycle 
processes include formal written revision and change control 
procedures for system documentation.  All controlled docu-
ment revisions are time stamped and audit-trailed.

11.5 Signature manifestation

11.50(a) Do signed electronic records contain information as-
sociated with the signing that clearly indicates all of the 
following:
• The printed name of the signer;
• The date and time when the signature was executed; 

and
• The meaning (such as review, approval, 

responsibility, or authorship) associated with the 
signature?

Yes Electronic records contain the name of the user, the date and 
time, and the reason associated with the signing.

11.50(b) Are these items subject to the same controls as for elec-
tronic records and included as part of any human readable 
form of the electronic record (such as electronic display or 
printout)?

Yes Electronic signatures are subject to the same control as the 
record itself. Electronic signatures will be displayed on screen 
and in printout. 

11.30 Control for open systems 

11.30 Are there procedures and controls used to protect the 
authenticity, integrity and confi dentiality of the electronic 
records from their creation point to the point of their 
receipt?

N/A Agilent MassHunter workstation is not designed to operate 
as an open system. 
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11.7 Signature/record linking

21 CFR
Part 11

Requirement Result Agilent ICP-MS SDA Software for 21 CFR Part11 Response

11.7 Are electronic signatures linked to their respective 
electronic records to ensure that the signatures cannot 
be excised, copied, or otherwise transferred to falsify an 
electronic record by ordinary means?

Yes Electronic signatures are unbreakably linked to the electronic 
record through software operations in the MassHunter 
Database Viewer.

11.200 Electronic signature components and controls

11.200(a) 1 Does the e-signature employ at least two distinct identifi -
cation components such as user ID and password?

Yes All users must be positively identifi ed (authentication) before 
accessing the computer system (Operating System) or the 
application software. This is achieved via the combination of a 
unique user-ID, a personal, secret password and the user role 
based on the provided functionality/features of the PC opera-
tion system

11.200(a) 
1(i)

When an individual executes a series of signings during 
a single, continuous period of controlled system access, 
is the fi rst signing executed using all electronic signa-
ture components?  Are subsequent signings executed 
using at least one electronic signature component that is 
only executable by, and designed to be used only by, the 
individual?

Yes When an individual executes signings in any case, he/she 
always needs to execute the singing by using all of the elec-
tronic signature components, namely the combination of user 
ID and password.

11.200(a) 
1 (ii)

When an individual executes one or more signings not 
performed during a single, continuous period of controlled 
system access, is signing executed using all of the elec-
tronic signature components?

Yes When an individual executes signings in any case, he/she 
always needs to execute the singing by using all of the elec-
tronic signature components, namely the combination of user 
ID and password.

11.200(a) 2 Are controls in place to ensure that only their genuine 
owner can use the electronic signature?

N/A This is the responsibility of the organization that implements 
and uses the system.

11.200(a) 3 Are the electronic signatures to be administered and ex-
ecuted to ensure that the attempted use of an individual’s 
electronic signature by anyone other than its genuine 
owner requires the collaboration of two or more individu-
als?

Yes Both User-IDs and passwords are kept unique to users. Even 
the system administrator only knows User-IDs as he/she sets 
up the users. The password is only known to the individual 
users as it is defi ned at each user’s individual fi rst logon. 
Thus this requires active collaboration with the purpose of 
sharing passwords to enable irregular use of somebody else’s 
identifi cation. 

11.200(b) Are electronic signatures based on biometrics designed to 
ensure that only their genuine owners can use them?

N/A Agilent has chosen to implement non-biometric.

11.100 Electronic signatures - general requirements

11.100(a) Is each electronic signature unique to one individual and 
not reused by, or reassigned to, anyone else?

N/A This is the responsibility of the organization that implements 
and uses the system

11.100(b) Are the identities of the individuals verifi ed before the 
organization establishes, assigns, certifi es, or otherwise 
sanctions an individual`s electronic signature, or any ele-
ment of such electronic signature?

N/A This is the responsibility of the organization that implements 
and uses the system

11.100(b) Has the organization delivered its declaration of e-signa-
ture use to FDA prior to or at the time of such use?
Is it in paper form with a traditional hand-written signa-
ture?
Can additional certifi cation or testimony be provided so 
that a specifi c electronic signature is the legally binding 
equivalent of the signer’s handwritten signature?

N/A This is the responsibility of the organization that implements 
and uses the system
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11.3 Controls for identifi cation codes/passwords 

21 CFR
Part 11

Requirement Result Agilent ICP-MS SDA Software for 21 CFR Part11 Response

11.300(a) Are controls in place to ensure the uniqueness of each 
combined identifi cation code and password, such that no 
two individuals have the same combination of identifi ca-
tion code and password?

Yes ICP-MS MassHunter uses Microsoft Windows User Group 
and Login ID, which ensures uniqueness of each combined 
identifi cation code and password.

11.300(b) Are controls in place to ensure that the identifi cation code 
and password issuance is periodically checked, recalled 
and revised (e.g., to cover such events as password ag-
ing)?

Yes The administrator can use Windows security settings to 
perform these functions.

11.300(c) Are there loss management procedures in place to elec-
tronically de-authorize lost, stolen, missing, or otherwise 
potentially compromised tokens, cards, and other devices 
that bear or generate identifi cation code or password 
information, and to issue temporary or permanent replace-
ments using suitable, rigorous controls?

N/A ICP-MS MassHunter and SDA do not currently support 
devices that bear or generate identifi cation codes, such as 
tokens or cards, as part of the security of the systems.

11.300(d) Are transaction safeguards in place to prevent unauthor-
ized use of passwords and/or identifi cation codes, and to 
detect and report in an immediate and urgent manner any 
attempts at their unauthorized use to the system security 
unit, and, as appropriate, to organizational management?

Yes The administrator can safeguard the unauthorized login by 
setting the OS security policy, and the setting is applicable 
for the Agilent MassHunter software. The administrator is 
responsible for monitoring OS logs of all security violations, 
which include the following information:
• the user-ID who created the violation
• the date & time of the violation

11.300(e) Are there controls in place to initially test devices that 
bear or generate identifi cation code or password informa-
tion to ensure that they function properly and have not 
been altered in an unauthorized way?

N/A Neither ICP-MS MassHunter nor SDA currently supports 
devices that bear or generate identifi cation codes, such as 
tokens or cards.

Descriptions taken from 21 CFR Part 11: 

http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/cfrsearch.cfm?cfrpart=11
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Certifi cation and validation

Software Validation 
Laboratories that are subject to Federal regulation must not 
only ensure that their routine activities are performed in a way 
that complies with the regulations, but also that the equipment 
they use has been designed, manufactured, tested, installed and 
qualifi ed under an acceptable Quality Process.

In the case of instrument software, this means that the 
instrument manufacturer must be able to provide a Declaration of 
Product Validation, to confi rm that their software supports user 
requirements for certifi cation under 21 CFR 58 (Good Laboratory 
Practice), 21 CFR 210 (Good Manufacturing Practice for Drugs), 
or 21 CFR 211 (current Good Manufacturing Practice for fi nshed 
pharmaceuticals).  An example of the Declaration of Product 
Validation for Agilent’s ICP-MS MassHunter software is shown on 
the right.

UPLOAD

DOWNLOAD
DOWNLOADDOWNLOLOLOOLOOLOOOOOLOOOOOOOLLLOLOOOOOOOADADADAAAAAADADADAAAADADADADADDADADADADADAADDDADADADADAAAAADADADAADADDADDDDDAAAADAAAADAAAAAAA

UPLOAD

DOWNLOAD

System Qualifi cation (IQ/OQ)
Once delivered to a user’s laboratory, further qualifi cation checks must be made, to ensure that the products delivered 
match the specifi ed items, and that the system hardware and software is tested to confi rm it functions as defi ned by the 
manufacturer.

These services are typically performed by the manufacturer and are referred to as Installation Qualifi cation (IQ) and 
Operational Qualifi cation (OQ).  IQ/OQ services should be available for the instrument system hardware and for all the 
software components required to operate it.

Further checks, known as System Suitability Testing (SST), are typically performed using the methods and samples that will 
be measured routinely, to confi rm that system performance meets the analytical requirements.  IQ/OQ documents for an 
Agilent ICP-MS and MassHunter are shown below.
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