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Introduction

This document provides summary information for Agilent Technologies Dissolution Workstation
software. The Dissolution Workstation is the preferred solution for organizations that perform
dissolution testing in an electronic records environment. This document provides information
on how the software implements the essential technical requirements of 21 CFR Part 11 in
order to facilitate 21 CFR Part 11 compliance. It is important to note that no piece of software
or equipment can ensure compliance since 21 CFR Part 11 compliance requires both technical
and procedural controls. This document also provides guidelines for the deployment of the
software in a laboratory.

File System Method Security Tools Help

Home [1.1 NewSystem]| q B x

System =
é Configuration... [1.1 New System] METHOD[1.1 Product Name]
? Diagnostics... E @ J = |J ? o
Start Stop | Diagnostics | Load Method... | TestReport | Clean Manual
Method &
é Editor.._ Vessel Temperatures 400 Paddle Speed
P Run Method... I
374
[3* TestReports... 7 E
. 1 - -
Security x ] T
2 Change User... ] E E E E E
5 Lock Application 30.0 300 T
e Audit Trai 1 2 3 4 5 8 £:19:32 PM 6:21:32 PM 6:23:32 PM
Audit Trail... Vessel No. Tz
B2 Permissions..
Status - FEnE lACﬁVit? Log ]
»
n Test Properties: i
Method ID 1
HMethod Version 1 B
1. [1.1 New System] Tester Serial £ NO COMMS
Product Name Product Name
Sample Volume 5.0 ml
Prime Volume 5.0 ml
Purge Volume 5.0 ml
Replacement Volume 0.0 ml Mext Sample:  |00:00:00
Waste Drop Volume 0.0 ml b
— Mext Injection: (000:00:00
Elapsed Time [000:00:00
|Loaded method [1] Product Name

This document makes frequent references to Windows™. This is used as a generic reference to
Microsoft Windows™ 7 or Microsoft Windows™ XP. The Dissolution Workstation leverages the
security capabilities of the Windows™ operating system.
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User Administration

For the purposes of 21 CFR Part 11, the Dissolution Workstation software is considered to be a
closed system. Section 11.3 defines a closed system to be “an environment in which system
access is controlled by persons who are responsible for the content of electronic records that are
on the system”. Access control is therefore an important feature of the software and extensive
use is made of Windows™ 2000/XP security.

Agilent Technologies
Dissolution Waorkstation

User ID |theanah,rst
% Password |
S |LABDISSO |

This software is intended for use by authorized personnel only

Logon Cancel

Each time the software is started, the user is prompted to logon. Logon credentials are tested
against the Windows™ security database before the user is able to gain access to the system.
The user cannot access any features of the software until the logon is complete.

After 3 unsuccessful logon attempts, the login failure is recorded to the dissolution database. In
order to provide a secure environment, the Windows™ Local Security Policy needs to be set to
audit logins, ensure minimum password requirements, and to disable login accounts after 3
unsuccessful login attempts have been made. Since Domain policy can override Local System
Policy, it is important that for Windows™ Domain/Active Directory environments, the
Domain/Active Directory policies be setup correctly.
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A number of user groups are added to the local computer when the software is installed. These
user groups define the functionality that can be assigned to a user. It is possible to add these
groups to the Windows Domain Controller providing centralized management of group
membership.

M Configuration Dialog §|
Securty l Database ] Miscelaneous ]

|Iser security is enabled by adding users to the following user groups

Group | Description

B5 Vi Disso Authorizer Allows the user to sign final acceptance of the results

B2 Vi Disso FunMethods Allows the userto run any method on any system

B5 W DissoDiagnostics Allows the user to change system corfiguration settings or to add new sy
B Wk Disso SystemCorfig Allows the user to run diagnostic utilties on a configured system

B Wk Disso MethodMaint Allows access to Method Creation and modffication functions

BE viModfyCthersMethod — Allows modffication of methods owned by other uzers

B2 ModfyCthersSystems  Allows modffication of systems owned by other users

£ *

Any user that is not @ member of one of these groups will have minimal access to reporting
functions through membership of the “Everyone”™ group

LIser Administration

| QK | Cancel

In order to provide a user with the permission to use any given functional area of the software,
the user needs to be added to the appropriate group using the built-in Windows user
administration functions. Users can be added from multiple Windows™ NT domains on the
user’s network, or from the Windows™ local security database on the PC running the software.
It is important to note that the Dissolution Workstation software does not store any user
passwords or group configuration information — this information is maintained by the
Windows™ operating system in a secure encrypted manner.

Once a user’s group membership has been defined, features of the software will be enabled or
disabled according to group membership. Where a user is not allowed access to a feature of the
software by virtue of permissions, the feature will be grayed out in standard Windows™
fashion.
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For 21 CFR Part 11 compliance purposes, the software employs Windows™ features to ensure

that:
[ ]

Access is limited to authorized individuals (11.10(d)).

No two individuals have the same combination of identification code and password.
(11.300(a)).

This is a fundamental feature of the Windows™ security database. Further, to ensure
user identification when logon Ids are duplicated across Windows™ domains, the full
Domain\UserID form of the user ID is used for all signature and audit trail events.
Password issuances are periodically checked, recalled, or revised (11.300 (b))

No specific features of the Dissolution Workstation software exist to ensure this. It is the
responsibility of the system administrator to ensure that the password aging feature of
the Windows™ operating system is properly set for each domain and local computer.
Use of transaction safeguards to prevent unauthorized use of passwords and/or
identification codes (11.300 (d)).

An entry is made in the Windows™ system audit log when the account is disabled, and
when the account is re-enabled. The end user is responsible for ensuring that the
Windows™ Local Security Policy and Windows™ Domain Security Policy has been setup
appropriately. The software can be set to automatically “lock” after a defined period of
time or be locked at any time by using the “Lock Application” function. This prevents
unauthorized access to the system when the PC is unattended.

Dissolution Workstation Locked

The Dissolution Waorkstation has been locked. Flease
click the link below to unlock the application

User: VARIANNC \dsmit
Locked At: 111672005 6:12:18 PM

1Me2005 6:12:42 PM Click here to unlock

The system can be unlocked by an authorized user. If a method is running, the method
can only be stopped by a user with VkDissoRunMethods group membership. User logon
is recorded to the workstation database.
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System Administration

The Dissolution Workstation software has the capability of automating dissolution tests using
the following Agilent Technologies instruments:

e Apparatus 1, 2, 5 and 6 Dissolution Testers (7000/7010, 7025/7030, 705-DS, 708-DS,

709-DS)

e Apparatus 3 and 7 (Bio-Dis Reciprocating Cylinder, App 7 Reciprocating Holder)

e 8000 and 850-DS Sampling Stations

e 806 Syringe Pump

e 808 Filter Changer

e 810 Peristaltic Pump

System administration is required to configure the components that will be used for a
dissolution test. Systems can be added, modified and removed from the database.

1 System Configuration r_ ”'I:I |§|

System | Ver. # | Description | Laboratory | Time | Cwner | Restricted Whstn |
1 1 Mew System Lab 10/4/2004 3:31:57 PM Everyone Mo Restriction
1] 7 Imported VEZ010.ID 26  Validation Lab 1072672004 10:22:31 AM  Everyone Mo Restriction

XML File 110

g Import...

B

< | >

The software allows the configuration of multiple systems. System configuration entails
selecting the equipment that will be physically deployed in your lab, and setting the appropriate
communication and other physical properties of the system. Serial numbers are stored for each
system to allow tracking of physical system changes (e.g. Vessel, Shaft replacements). Only 4
systems can be accessed at one time on a single computer. No restrictions are placed on the
number of configured systems in the database.
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K

I System Editor

o

System Configuration

System
System Name MNew System

Laboratony Lab
Digsolution Setup

[Pq]palatus 1/2/5/6 v] Syringe Pump
Fraction Collector Fitter Changer
| Agilert 850-DS -

Restrict Bxecution To Specified Workstation

No Restriction | B | | No Restiiction

Change Management
[ Restrict system editing rights to the system owner

Owner : Everyone

< Back Mead = ] [ Finish

Since it is possible to use a centralized database, the software provides features that limit the
execution of a system method to a specific workstation and can prevent changes to the system

configuration by anyone else other than the “System Owner” and users that have the
VkModifyOthersSystems permissions.
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E System Editor @

serial Mumbers
Miscellaneous Serial Mumbers
Type serial Number
SHAFT - | Add
Type | Serial Mumber |
Cancel = Back Finish

Use of system serial numbers is optional. If system serial numbers are used, they are managed
and versioned along with changes to system configuration.

An important aspect of system configuration is the audit trail. Whenever a system configuration
entry is changed, a new version of the system configuration is saved in the database. This
allows the user to determine the differences between 2 or more versions of the same system to
determine what changes were made. This feature is common to method management as well,
satisfying the audit trail requirements of 21 CFR Part 11 Sec 11.10(e).

e Use of secure, computer generated, time-stamped audit trails to independently record
the date and time of operator entries and actions that create, modify, or delete
electronic records. Record changes shall not obscure previously recorded information.
Such audit trail information shall be retained for a period at least as long as that

Page 9 of 20



Agilent Technologies
Dissolution Workstation Software

2% Agilent Technologies

required for the subject electronic records and shall be available for agency review
and copying. (11.10(e))

B System Audit Trail

Actions _

Time Stamp | User D | Wersion | Reason Code I

Differences. .

£11/2004 5:23:30 PM  VARIANNC \dsmit 1
10/26/2004 5:15:14 AM  VARIANNC \dsmit 2
1072672004 5:23:33 AM VARIANNC dsmit 3
10/26/2004 32313 AM - VARIANNC dsmit 4 Update
10/26/2004 5:31:59 AM  VARIANNC \dsmit 5 Update
10/26/2004 101757 AM - VARIANNC dsmit & Update
1072672004 10:22:31 AM - VARIANNC dsmit 7 Update

4 11} |

< 5 |

Whenever a change to a system or method is made, the current user is required to document
the reason for the change, by making an entry in the following dialog box:

Reason For Change

Reason Code IUﬂdEﬁE ;I

Change Description

OK Cancel
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Method Management

The software can store and manage multiple methods. The software does not limit the number
of methods. A method is essentially a collection of sample time points, dissolution tester
properties and; if configured by the system type; HPLC injection properties.

=

EY Methods

~ Method ! Wersion #i Product Name | Notes _! Time | Owner ] Docume

Actions =

1  Product Mame Motes 10/4,2004 3:32:10 PM Everyone ac3QA
Ij New Method. . 2 3 Imported VK7010. 1D 6.3 Validation 10/26/2004 10:12:06 AM  Everyone  QGLWY
[D Copy Method
:l Pssts
> Delete...
Report...

ﬁ Properties..

Audit Trail b3

By Show duditTrail...
W Verify Integrity

XML File 1O

!‘E" Import...
[ Export...

Methods can be created, deleted, modified, or executed by appropriate context menu item
selection. Any change made to a method results in a new version. The audit trail feature
dynamically determines the differences between 2 or more versions of the same method.

It should be noted that a method or system is never purged from the database when it is
“deleted”. Its attributes are changed to prevent it from being shown in the method browser.

Page 11 of 20



Agilent Technologies

Agilent Technologies
Dissolution Workstation Software

I Method Editor

Parameters | Dissolution | Sample Timepoints | Motifications | Auto E::purt|

Sample Information

MNotes MNotes
User Defined Labels
Label 1 Batch
Label 2 Lot
Label 3 Group

Sampling Parameters

Sample Volume

Prime Wolume

]
B
Purge Volume b
Active Channels &

Emor Tolerance (+-)

Tempersture 0.5

Clean System After Method Run
[] Enable Val. 10

Change Management

Cwner : Everyone

Product Name Product Name

ml Samples / Filter 1
mL Replacement Volume [ mL
mL Waste Crop Vol 0 mL
Dual Sample &
Prafile Interval
Speed 2 % 00:00 HH:MM
") Rinse Part
mL  Cycles 1 _ res e

@ Sample Cannula

% [7] Restrict method editing rights to the method owner

| ok || Cancel

)

A method consists of the parameters required for a dissolution test. Changes to the parameters
are audit trailed using the dynamic audit trail features of the software. The method includes 3

user defined labels (15 characters each). These labels are presented to the user when a method
is run to allow the user to enter test specific data at the start of the test that are relevant to the
protocols of the user’s environment.

Dissolution tester properties essentially determine the RPM and temperature at which the test
will be run. For dissolution testers that have AutoTemp, the temperature tolerance is calculated

at each sample point.
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T Method Editor ==
Parameters | Dissolution |Sample Timepoirts | Matifications | Auto E::purt|
Properties Apparatus Type
Bath Temperature 373 T
| Paddles -|
Vessel Temperature  37.0 T
Spindle RPM 50
Final Spin RPM 350 Vessel Table Level
Enable Pre-Test Level
Final Spin Duration 00:00 MM:55 ggﬂf_lggtlm}{reqmres
Media Volume 500 mil
Tolerance 0.5 ®
Vessel Temperaturs Operation Checks
Measure Initial Temperature Enable Pre-Test
Verfication of Apparatus
Components and
Measure Final Temperature Environment

Vibration Monitoring
Enable Vibration Monitoring (requires 280-05 Instrument Module)

Frequency Bandwidth of Interest 0 to 250 Hz

Transient Evert Threshald 300 mE -

Persistent Event Threshold 0.0 over 05:00 MM:55

| ok || cancel |

Time points specify the intervals at which samples will be drawn from the dissolution tester.
Each sample time point corresponds to a single row in the fraction collector, starting at the first
row and moving through to the last row. A special type of time point, Sample + Media Change,
causes the system to pause after the Media Change time point to allow the user to change
media. The duration of the media change event is recorded to the database during a run.
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Method Editor

Parameters | Dissolution Sample Timepoirts llnjectiuns

Time Point Details

Time IW Comment |

Type |Sample ﬂ Add Timepoint |
Time | Type | Commert

@ 001:00:00 Sample Samplepoint 1
@ 002:00.00 Sample Samplepoint 2
@ 003:00:00 Sample Samplepoirt 3
@ 004:00:00 Sample Samplepoirt 4
@ 005:00:00 Sample Samplepoirt 5
@ 006:00:00 Sample Samplepoirt &
@ 007:00:00 Sample Samplepoirt 7
@ 008:00.00 Sample Samplepoint 8

| OK | Cancel
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Method Execution

When a method is run on a particular dissolution system, the software records the method
parameters used as well as temperature measurements and the times at which samples are
drawn. The entire process is automatically recorded to the software database and the user is
shown status information as the software progresses through each time point.

I Dissoluti ion - Dis NU319C70V:8787 - Database: CNU319CTOVADISSOLUTION  IdIe000:00:00 User: AGILENT\daspisak [feFe ==
File System Method Security Tools Help

System F Home [B2 NewSystem]| 4bx

2 Configuration... 22 New System]  METHOD [4.5 Demo Product] l

" Diagnostics... 5] & El b

Start Stop | Diagnostics | Load Method... | TestReport | Clean Manual

Method

2 editor... 2 [a0 Vessel Temperaiures 402 0.0 Paddle Speed XcAis Vibration | Y-fuds Vibration | Z-Axis Vibration | Resulart |

D Run Method... i 1 —

B TestReports... T 7.0 72 ‘

Security E =

q =

Change User. ..
% Lock Application . El [E El E 22 003 \ : = s . =
By AudtTral T 2 3 4 5 6 9:34:46 AM 9:36:46 AM  0:38:46 AM =
3 Vessel 1 = Feak F=40.0 Hz, A=26.1mG, V=1.015 mm/s, D=0.008110 mm
B3 permissions... sl

Status A Status | Activity Log Sample Status

i @ (@@ @ @@ @ g
7 . = 11 @@eE e
Test Properties: g~
o Method ID 4 S(‘(‘(‘(‘(‘(‘(—(—
Metnod Version s 6 @@EE @@
1.[ 8.2 New System ] Tester Serial # SIMULATED 7 (@QQEEE
NoActivity Product Name Demo Product L : g;;g((:((:((:g
Sample Volume 7.0 ml 4 CCCCCCOC
Prime Volume 7.0 m1 3 (ggle @ e e e
Purge Volume 7.0 ml 2 0 CCCC OO
Replacement Volume 0.0 ml 1 € CC e CCe ¢

Waste D: Vol 0.0 ml
Srorile tacamval 09100 oM Nes Sample:

Temperature Tolerance 0.5 °C
Speed Tolerance 2.0 % Elapsed Time

Media Volume 900.0 ml

Bath Temperature 37.2 °C

Vessel Temperature 37.0 °C

Spindles REM 50.0 REM

Final Spin REM 250.0 REM

Final Spin Duration 00:00 MM:5S

Initial Temperature True

Final Temperature True il

Loaded method [4.5] Demo Product
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Test Reports

Once a method has completed, the results are available for review, and electronic signature.
The software maintains complete history for all runs executed on the system, and satisfies the
following technical requirements of 21 CFR Part 11:

e Ability to generate accurate and complete copies of records in both human readable
and electronic form suitable for inspection, review, and copying by the agency
(11.10(b)).

Data is physically stored in a protected database and can be exported as PDF files. A
report viewer facility is incorporated into the software to allow printing and previewing
of results generated by a run.

e Protection of records to enable their accurate and ready retrieval throughout the
records retention period (11.10 (c) )

Records are protected by limiting access to the database to individuals authorized to
manage results and methods.

1 Diesalitinn Workatation

Results can be previewed, exported,

electronically signed and printed. A document [l.... | . .cspsc-a se e

ID is affixed to each report. The document ID Jl== | Pe———

is generated using a Hashing algorithm that e 5 oA

ensures an extremely high probability of [ ‘ aaete

uniqueness of the document. Small changes f: - [ -
in the document result in large unpredictable }—— ;
changes in the hash code. The integrity of the b
documents stored in the database can be | .....

determined for methods, systems and reports !
using the “Verify Integrity” function.

Tiera Pointy.

If an application other than the Dissolution
Workstation software modifies the database,
then this function will fail and the user will be
notified.

lllll i Bem Boesd Vesael 1 Vessel 3 Vewsel 3 Yeaseld Yensel 3 Vewsed §
3 o it f < T4

ERGRMRRYTULRFONOSE SSTRITTMS Avua ID
2003 Toat Stases BIDGOCY 235S5APU

Adding the document ID provides a first pass check to see if printed documentation or exported
PDF files match the data in the database. A second pass, visually comparing every data element,
is required to guarantee a match.
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Electronic Signatures

When the user is satisfied with the results, the results can be electronically signed. An
electronic signature is defined by 21 CFR Part 11 to mean “a computer data compilation of any
symbol or series of symbols executed, adopted, or authorized by an individual to be the legally
binding equivalent of the individual’s handwritten signature.”

The Dissolution Workstation software allows multiple electronic signings of a set of results.

Each signing is accomplished using the signature dialog box shown. The user authenticity is
determined by testing the user ID and password against the Windows™ security database.

Signature §|

User Details
Reason Reviewed |
User ID | [
Password |

Domain |VARIANNC -

Once a signature has been added to a set of results, “the signature cannot be excised, copied or
otherwise falsified by ordinary means” as required by section 11.70. Electronic signatures are
permanently linked to the results. The Dissolution Workstation software always requires the
signature to be executed using all the signature components.

Any attempts to sign a set of results using an invalid user ID, password or any combination
thereof that is incorrect is automatically recorded to the system audit trail.
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Security Audit Trail

To simplify access to security audit trail information, the Dissolution Workstation records
certain events in its own database independently of the Windows audit log. For security related
events, it is very important to check the Windows security log at regular intervals. The internal
log records the following events
e Dissolution Workstation Logon/Logoff events
e Data verification errors
e More than 3 successive password/ID failures. (NOTE: the Windows security log should
always be consulted since this is the primary source for this information when the
Security Policy has been set correctly).

I User Audit Trail |'|:| ')( |
Letions —Filter
Show Report Start Date | [1/16/2005 |
@ Retrieve Recons -
EndDate | 1/16/2005 | | Retrieve Records |
User ID I*
Event Time I Arctivity I Machine Mame I Userl D
1162005 4:21:30 PM  Logon DMOEILE WARIANNC dsmit
1/16/2005 4:28:38 PM  Teminated Application DMOEILE WVARIANMNC dsmit
11642005 4:30:02 PM  Logon DMOEBILE WVARIANMNC dsmit
11642005 61218 PM Locked Application OMOEILE VARIANMNC dsmit
171642005 6:15:40 PM  Logoff DMOEILE WARIANNC dsmit
1/16/2005 6:15:40 PM  Logon DMOBILE WVARIANMNC dsmit
11642005 6:15:40 PM - Urlocked Application DMOBILE WVARIANMNC dsmit
4 1] | >
— — A
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Database Configuration Options

The Dissolution Workstation installation automatically creates a local instance of the Microsoft
Data Engine (MSDE). This database is the default selection for a workstation. However, it is
possible to designate another database on the network has the source for method and system
configurations, and for storing test results.

The client-server architecture facilitates having multiple workstations served by a single
database instance. This allows a single set of methods to be maintained for a laboratory that
can be executed on any system within the laboratory. This architecture further facilitates
remote access to the database from any LAN connected PC within an organization, for access to
test reports.

L

[ ]—

—

e T I
Administrative
Woarkstations

Labaratory
Woarkstations

All data generated by a workstation connected to a central database, has the originating PC
name attached to the data in order to be able to differentiate the source of data from multiple
workstations. Further, the database connection name is used to uniquely identify the database
from which test reports have been generated.

If a single MSDE database is designated as the central database for a number of workstations,
please keep in mind that the MSDE database becomes significantly slower when multiple
concurrent connections are active (this is by Microsoft design). This can be overcome by
purchasing Microsoft SQL Server with the appropriate number of connection licenses.
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Managing Multiple Dissolution Systems from a Single WS

The dissolution workstation was designed to simultaneously control up to 4 sets of dissolution
and injection equipment from a single workstation. Equipment can be connected in a variety of
different ways. While the PC can only run 4 tests concurrently, it can be connected to a shared
database that manages the test data from multiple workstations. Since instruments are
connected via RS232, it is unlikely that a standard PC will have sufficient ports to connect 4
complete systems. A USB port extender by Edgeport is the recommended way to extend the
PC’s connectivity.

USB Dongle

The software is protected by a USB Dongle. This dongle prevents the running of a test from an
unlicensed computer. Each license purchased from Agilent, provides the capability of running
up to 4 concurrent dissolution tests from the computer to which the dongle is connected. The
software can be copied and installed on other computers, but will not be able to interface to
instruments without the dongle.
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